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Submitted Evaluat ion Assignment Processing Closed 

Request Details - - -------- ------------- - -----; 
Tracking Number: DON-NAVY-2018-001699 

ftJ Requester : Mr . . robert hammond 
Organizat ion : N/A 

Requester Has f!.ccount : Yes 
Email Address : (b) (6) ~ 
Phone Number: 

aol.com 

Fax Number: N/A 
Address: (b) (6) City: 

State/Province : 
Zip Code/Postal Code : 
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Fee Limi t: $150.00 
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Fee Category : [~t.~~·~--~.· ... ~- ~~-~-~~.:.:_~ 
Fee Waiver Requested: Yes 

Fee Wai ver Status: Pending Decision 
Expedited Processing No 

Requested: 
Expedited Processing Status : /A 

Request Perfected : l'No "j i 
• ......... ·- ,=:,! 

Appellate Authority : [~~~f..L~]J. 
Acknowledgement Sent Date: [~i]~~/.~.f.~~: 1 ~ 

Unusual Circumst ances ? : No 

5 Day Notifications: ,-
Litigation : fNo ... ~ 

·--- ···JOG; ... 

Request Description ------------------------------- ----------------1 
Short Descript ion : 

~~!~P.D.~Lt..O.I~E~9:~~~t-~~~~~cfu~~ -:~.~:·=.: ~·~-·.~~·-.. :~~::=~--~--~~=~.~~~-~:.::·.:~:. ~:~·=:·-=:==~:~~··~-~-~ . .1 
FOIA DON 18-P. FOIA Request -· FOIA Case Records of Request and Appeal of FOIA Request Component Input to 
Department of Navy (DON Bureau of Medici ne and Surgery (BUM ED); FY 2013 Quarterly Privacy Act Report s. This 
Request will be timely for judicial Review in twenty working days . . RECORDS SOUGHT VIA FOIA. , I am respectfully 
seeking:. 1. All records of any kind in t he possession of OPNAV DNS-36, DONFOA-PA, BUM ED, DON CIO, DON JAG, Walter 
Reed National Military Medical Center (WRNM MC), and Defense Healt h Agency (DHA) related to my subject FOIA 
Request and App-eal (See Attachment B) . . 2. Such records would include but not be limit ed to:. a. All records in BUt-1 ED's 
FOIA case fi le {which should contain all records related t o my Request). b. All records of any searches performed by 
BUM ED. c. All Appeals records and case files (DON JAG). d. Any communications by email, fax or in any other format 
between any of the following part ies OPNAV DNS -36, DONFOA-PA, BUM ED, DON CIO, DON JAG, WR NMMC, DHA, rela t ed 
to my subject FOIA Request and Appeal. e. Any records forwarding of my emails in Attachment B, Enclosures and any 
responses thereto. f . Any records of forwarding my FOIA Request or Appeal and any responses thereto .. 3. From the 
above records, I am expressly excluding the redacted FY 2013 Qu<Jrter1y Privacy Act Reports provided by BUM ED and the 
unredact ed FY 2013 Quarterly Privacy Act Reports provided by DON JAG, as well as my Request and Appeal themselves, 
which are already at Attachment B, . 4. I am also requesting that a copy of this FOIA Request (which is an agency record) 
be included as a responsive record integral to my Request . 

Description Available to the 'No ~ Has Descript ion Been r 
Public : · ·· Modified? 

,.... Arfrlit inn::tl lnfnrm ::ttinn -------- ----------------------. 
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Case#: 

Name of Local Command: ' 

Contract/SoL#: 

Limit Request To Clearly . Select Limit Request To Clearly Releasable Info _,i 
Releasable Info: 

Attached Supporting Files~---------------~-----
Attachments Available to the No 

Public: 

Attached File 

DON 18-P Records of Request and Appeal of FOIA Request Component Input 
to BU/VIEO FY 2013 Quaeterly PA Reports w attach,pdf 

r Uplood S"pportlog Fll" 

~o attachments have been added. 

Type Size (MB) Remove 

PDF 1.42 

Page2of2 



Garcia, Della W CIV USN BUMED FCH VA (US) 

From: 
Sent: 
To: 
Subject: 

***DO NOT FORWARD*** 

usarrny.redstone.rdecorn-amrdec.rnbx.safe-team@mail.mil 
Thursday, October 19, 2017 1:15 PM 
Garcia, Della W OV USN BUMED FCH VA (US) 
AMRDEC Safe Access File Exchange Submittal Notice 

Please note, lAW Para 4-S.a(8) and 4-12.c, AR 25-2, it is a violation of SAFE security policy to share/forward Package 
passwords. 

You must contact the Package originator to have the Package re-sent via SAFE (https:/ /safe.arnrdec.army.mil/safe/) to 
other users. 

You uploaded the followi ng file(s) on 10/19/2017 12:14:53 PM Central Time Zone, USA: BUMED Appeal Memo 
(Hammond} along with attachments 

Package ID: 

The file will be ava ilab le untill0/29/2017 

You can check the status of the fi les uploaded at: 

(b) (7)(E) 

The Password is: (b) (7)(E) 

NOTICE: This e-mail message is intended solely for the use of the addressee. lfthe reader of this message is not the 
intended recipient, you are hereby notified that any reading, dissemination, d istribution, copying, o r other use of this 
message or its attachments is strictly prohibited. If you have received this message in error, please notify the sender 
immediate ly. 

Thank you . 

***This message may be forwarded to usarmy.redstone.rdecom-amrdec.mbx.safe-team@mail.mil for technical support 
purposes.*** 

1 



AMRDEC SAFE - Safe Access File Exchange Page I of2 

--"~"~" SAF" I ..... ......... 10,; Home About Halp 

SAFE is designed to provide AMRDEC and its customers an alternative way to send files other than email 

SAFE supports file sizes up to 2GB. 

Click hete for Getting Started Guide 

The files were successfully uploaded. You will receive a confirmation email shortly. 

Information on The Uploaded Flla(s) 

File Name 

Responsive Documents_Unredacted.pdf 

Email Exchange with Mr. Hammond.pdf 

FOIA On-line request and forwarding emails.pdf 

Interim Response.pdf 

BUMED Response.pdf 

BUMED Appeal Memo.pdf 

Total file size:N/A 

https://safe.amrdec.army.mil/safe/Default.aspx 

File Size 

1MB 

131 KB 

242 KB 

40 KB 

1MB 

99 KB 

10/19/2017 



AMRDEC SAFE - Safe Access File Exchange 

What is AMRDEC 

The U.S. Army Aviation and Missile Research Development and Engineering Center, 

a subordinate laboratory to the Research, Development and Engineering Command, is 

the Army's focal point for providing research, development. and engineering 

technology and services for av1ation and missile platforms across the l1fecycle. 

Learn More 

https://safe.amrdec.army.mil/safe/Default.aspx 

Quick Links 

Home 

About 

Getting Started Guide 

Page 2 of2 

Resources Support 

Secunty Notice Kr10wledge Base 

Accessibility Notice Version 3.0.2 

!Salute 

10/19/2017 



Garcia, Della W OV USN BUMED FCH VA (US) 

From: 
Sent: 
To: 

Garcia, Della W CfV USN BUM ED FCH VA (US) 
Thursday, October 19, 2017 1:16 PM 
'Winston, Wendy A CN OJAG, CODE 14' 

Cc: Inch, AdamE LCDR USN NAVCIVLAWSUPPACT DC (US) 
Subject: RE: FOIA Appeal ICO Mr. Robert Hammond DON-NAVY-2018-000111 

Good afternoon. 

I have fo rwarded the requested documentat ion to you at 

Please let me know if you need anything else. 

v/r Del la 

Della W. Garcia 
FOIA/PA Paralegal Specialist 
Bureau of Medicine and Surgery 
Medical-Legal Affai rs Office 
7700 Arlington Blvd SteiJI 
Falls Church, VA 22042-5124 

COMM (b) (6) 
~mail.mi l 

(b) (6) • navy.mil via AMRDEC. 

FOR OFFICIAL l:JSE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil 
and criminal pena lt ies. 

-----Origin a I Message-----
From: Winston, Wendy A CIV OJAG, CODE 14 [mailto~navy.mil) 
Sent : Thursday, October 05, 2017 2:40PM 
To: Garcia, Della W CIV USN BUMED FCH VA (US) 
Cc: ln~h, Adam E LCDR USN NAVCIVLAWSUPPACT DC (US) 
Subject: FOIA Appeal ICO Mr. Robert Hammond DON-NAVY-2018-000111 

Good Afternoon, 

We just received a FOIA appeal from Mr. Robert Hammond; original request 
number DON-NAVY-2017-009256 (F17-073). Could you please provide to us, by 19 Oct 2017. 

1) A brief memo justifying the withholding of responsive information also include the search that was conducted. 
2) A copy of any correspondence between your command and the requester (both 
emails and written correspondence). 
3) A copy of all respo nsive records redacted and unredacted. 

Thank you and have a great day I 

raymond.hartwick
Line



Very respectfully, 

Wendy A. Winston 
Paralega l Specia list (FOIA/PA) Coordinator 
Office of the Judge Advocate General 
General Litigation Division (Code 14) 
1322 Patterson Avenue, SE, STE 3000 
Washi Yard, DC 20374 
TEL: 
DSN 

2 
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(b) (6) 
(b) (6) l I 

August 7, 2017 

Brian. K Mrutin, 
Navy Bureau of Medicine and Surgery, (BUMED) 
~ail.mil 

Subject: FOIA Request - Component Input to BUMED; FY 2013 Quarterly 
Privacy Act Reports 

Requester Personal R~ference Number: FOIA DON 17-D 

References: (a) The Freedom of Infonnation Act ("FOIA"), 5 U.S.C. § 552 et seq., as 
amended, 

Dear Sir: 

(b) Joint publication of U.S. Department of Justice, Executive Office of the 
President and U.S. General Services Administration of July 2011, "Your 
Right to Federal Records" 

(c) The Privacy Act ("PA") of 1974, 5 U.S .C. § 552a, et seq., as amended 
(d) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program 
(e) DoD 5400.7-R, September 1998, DoD FreedomoflnformationAct 

(FOIA) Program 
(f) DoD 5400.11-R, May 14, 2007, Department of Defense Ptivacy 

Program 
(g) DoD 6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation 
(i) GAO Report GA0-12-828 of Ju.ly 2012, subject Freedom ofJnfotmation Act 
G) Department of Justice Handbook for Agency Annual Freedom of Information · 
Act Reports 

I am submitting tills request under the Freedom of Information Act ("FOIA"), 5 U.S. C. § 
552 et seq., as amended. If you deny all or any part of this request, please cite each specific 
e~emption you think justifies your decision not to release the information and notify me of 
appeal procedures available under the law. References cited above apply. 

This confirms my conversation with Mr.~ftoday who is on possession of the 
records that I am seeking. Thank you, sir. 

BACKGROUND. Pursuant to 42 U.S.C. 2000ee-1, DOD submits Quruterly (now semi-annual) 
Privacy Repm1s to Congress, The DOD report is consolidated and submitted by the Defense 



Privacy and Civil Liberties Office (DPCLO). FY 2014 and later repmts may be found at 
http:/ /dpcld.defense. gov/Reports/. 

RECORDS SOUGQT VIA FOIA~ 

I am respectfulJy seeking all of the sub-unit/sub-element reports input submissions to Navy 
BU.MED for the four FY 2013 Quarterly Privacy Act Reports, including the forwarding 
co1Tespondences thereof (whether by email, fax or other) and any attachments. FY 2013 began 
on October 1, 2012 and ended on September 30, 2013. 

I am also seeking any FY 2013 data call emails governing rep01ting. 

Mr. (b) (6) is on possession of these records. 

I am also requesting that a copy of this FOIA Request (which is an agency record) be included as 
a responsive record integral to my Request. · 

REQUESTED FORMAT. I am respectfully requesting that documents be provided as a 
single PDF file by return email 

AGREEMENT TO PAY FEES. I agree to pay fees for searching or copying the records up to 
$150. If the fees exceed this amount please advise me of the cost before proceeding. I do not 
believe that there should be any charge for providing these records, as there is public interest in 
goverrunent operations. I am a private individual not seeking documents for commercial use, 
such that the following applies: "No fees may be charged by any DoD Component if the costs of 
routine collection and processing of the fee are likely to equal or exceed the amount of the fee. 
With the exception of requesters seeking documents for a commercial use, Components shall 
provide the first two hours of search time, and the firSt one hundred pages of duplication without 
charge." I would note that because I am requesting a PDF file, there should not be a per page 
copy fee. 

PUBLIC INTEREST. The subject of the requested records concerns "the operations or 
activities of the government." The disclosure is· "likely to contribute" to an understanding of 
government operations or activities. There is no commercial interest There is significant public 
interest in Privacy Act reporting to Congress. 

PRESERVATION OF RECORDS AND SEARCHES PERFORMED. Please preserve all 
responsive or potentially responsive records and records of your searches in your FOIA case 
file until the statutory date for judicial review has passed (should that be necessary) or in 
accordance with a NARA approved records schedule, if longer. Records of responsive searches 
would include but not be limited to: Searches conducted for each specific record sought and all 
other records known to the Agency, including dates, manner of searching, responsible agent or 
employee conducting each search and the results thereof. 

LEGAL FRAMEWORK OF FOIA 



I. The definition of "records" includes: 
"[A ]II books, papers, maps, photographs, machine readable materials, or other 

documentary materials, regardless of physical form or characteristics, made or received 
by an agency of the United States Government under Federal law or in connection with 
the transaction of public business and preserved or appropriate for preservation by that 
agency or its legitimate successor as evidence of the organization, functions, policies, 
decisions, procedures, operations, or other activities of the Government or because of the 
informational value of data in them." 44 U.S.C. § 3301 (emphasis supplied). 

2. FOIA requires that "each agency, upon any request for records which (i) 
reasonably describes such records and (ii) is made in accordance with published rules stating the 
time, place, fees (if any), and procedures to be followed, shall make the records promptly 
available to any person" 5 U.S.C. § 552(a)(3)(A). 

3. FOIA requires that "each agency shall establish a system to assign an 
individualized tracking number for each request received that will take longer than ten days to 
process and provide to each person making a request the tracking number assigned to the 
request" 5 U.S.C. § 522(a)(7)(A). 

4. FOIA requires that each agency shall "establish a telephone line or Internet 
service that provides information about the status of a request to the person making the request 
using the assigned tracking number, including the date on which the agency originally received 
the request; and an estimated date on which the agency will complete action on the request. 5 
U.S.C. § 522(a)(7)(B). 

5. FOIA also requires federal agencies to make a final determination on 
FOIA administrative appeals that it receives within twenty days (excepting Saturdays, 
Sundays, and legal public holidays) after the receipt of such appeal, unless the agency 
expressly provides notice to the requester of "unusual circumstances" meriting 
additional time for responding to a FOIA request. 5 U.S.C. § 552(a)(6)(A)(ii). 

6. FO IA expressly provides that a person shall be deemed to have 
constructively exhausted their administrative remedies if the agency fails to comply with 
the applicable time limitations provided by 5 U.S.C. § 552(a)(6)(A)(I)- (ii). See also 5 
U.S.C. § 552(a)(6)(C). 

7. FO !A provides that any person who has not been provided the records 
requested pursuant to FOIA, after exhausting their administrative remedies, may seek 
legal redress from the Federal District Court to enjoin the agency from withholding 
agency records and to order the production of any agency records improperly 
withheld from the complainant. 

8. Regarding he names of the FOIA requesters, the courts have held hat under 
the FOIA requesters do not have an expectation of privacy. Stauss v. IRS, 516 F. Supp. 
1218, 1223 (D.D.C. 1981), 

9. Under FOIA, the federal agency has the burden of sustaining its 
actions. 5 U.S.C.§ 552(a)(4)(B). 

10. Pursuant to FO !A, a Court may assess attorney fees and litigation costs 
against the United States if the P1aintiffprevails in an action thereunder. 5 U.S.C. § 
552(a)(4)(E). 

II. Department of Justice (DOJ) has issued a handbook addressing FOIA Annual 
Reports. See DOJ, Handbook for Agency Annual Freedom of Information Act Reports, 
"Disposition ofFOIA Requests," (available at 



http://www.justice.gov/sites/clefaultlti1esloip/pages/attachments/201 4/ J l/04/department of justi 
ce handbook for agency annual freedom of information act reports.pdf) ("DOJ 
Handbook"). 

12. Among other things, the DOJ Handbook states, "AU requests (perfected and non-
perfected), appeals, and consultations that were pending at any time during the relevant fiscal 
year [October I st through September 30th] will be captured." 

13. The DOJ Handbook also states: 
"[E]ach agency is ultimately responsible for the accuracy and completeness of its 
Atumal FOIA Report. It is therefore essential for agencies to take steps that will 
ensure that they are adequately tracking all of the infonnation necessary to 
complete the Annual FOIA Report sections detailed below. Agencies that utilize a 
tracking or case management system for this purpose are responsible for ensuring 

. that the system they are using can produce an accurate Aru1ual FOIA Report that 
is in compliance with the law and Department of Justice guidance." DOJ 
Handbook, at 3. · 

I believe that r have adequately described the records that I am seeking. If you believe that my 
request is unclear, if you have any questions, or if there is anything else that you need from me to 
complete this request in a timely manner, please contact me in writing, so that I may perfect my 
request. If you deem that any portion of my request is unclear, answer the remaining portions and 
I will perfect a request fo r additional material as needed. 

Thank you very much in advance. 

With my respect, 

(b) (6) 
Robert Hammond 
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(b) (6) 
(b) (6) I ol I 

Office of the Judge Advocate General 
General Litigation Division (Code 14) 
1322 Patterson Ave., SE, Suite 3000 
Washington Navy Yard, DC 20374-5066 
Via; https://foiaonline.regulations.gov 

Subject: Appeal ofFOIA Request- Component Input to BUMED; FY 2013 
Quarterly Privacy Act Reports 

My Personal Reference Number: FOIA DON 17-D 

October 5, 2017 

DON Assigned Agency FOIA Case Number: DON-NAVY-2017-009256; also,BUMED Fl7-
073 

References: (a) The Freedom oflnformation Act (FOIA) 
(b) The Privacy Act 

Dear Sir: 

(c) CFR 164.526 
(d) DoD 5700.7-R, September 1998, DoD Freedom ofinformation Act (FOIA) 

Program · 
(e) DoD 6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation 
(e) Joint publication of U.S. Department of Justice, Executive Office of the 

President and U.S. General Services Administration of July2011: "Your Right to 
Federal Records" (see http://publications.usa.gov/USAPubs.php?PubiD=6080) 

(g) DoD 5400.11-R, May 14,2007, Department of Defense Privacy Program 
(h) Department of Justice Freedom of Information Act Guide, May 2004 at 

Exemption 6 http://www.justice.gov/oip/foia-guide-2004-edition-exemption-6 
(i) GAO Report GA0-12-828 of July 2012, subject Freedom of Information Act 

This appeal is submitted under the references above for my FOIA request at Enclosure 1. The 
Agency's reply is at Enclosure 2. · 

-.,v •• ..,.,..,v, .... ..,u ... .., to Navy BUMED, including Vice Admiral Clinton F. Faison 
i(b ) (6) ===c:.:· J• and Admiral Terry. J. Moulton mail.mil • 

is at enclosure 3. My cotTespondence to the DOD Office of the Deputy Chief Management 
Officer seeking, with deep respect and appreciation, the DOD policy regarding the (b)(5) 
exemption is at enclosure 4 



This appeal will be timely for judicial review within twenty working days. Please preserve all 
records for judicial review. There are also other avenues for redress, particularly in the event that 
responsive records were deleted subsequent to my request. 

BACKGROUND. Pursuant to 42 U.S.C. 2000eeMl, DOD submits Quarterly (now semi-annual) 
Privacy Reports to Congress, The DOD report is consolidated and submitted by the Defense 
Privacy and Civil Liberties Office (OPCLO). FY 2014 and later reports may be folmd at 
http://dpcld.defense.gov/Reports. 

Retords Sought Under the FOIA. 

"I am respectfully seeking all of the sub-unit/sub-element reports input submissions to Navy BUMED tor 
the four FY 2013 Qua1terly Privacy Act Reports, including the forwarding correspondences thereof 
(whether by email, fax or other) and any attachments. FY 2013 began on October 1, 2012 and ended on 
September 30, 20 13. 

I am also seeking any FY 20 13 data call em ails governing reporting. 

· Mr. (b) (6) is in possession of these records, [as well as others in DOD]. 

I am also requesting that a copy of this FOIA Request (which is an agency record) be included as a 
responsive record integral to my Request." 

Basis for Appeal. 

1. I am appealing thatthe Records that I am seeking were in the possession ofBUMED at 
the time that I sought them in my Request. 

2. See FOIA Request at Enclosure 1. · 
3. See also and address as part of this appeal the questions for Mr. ~at 

Enclosure 3, noting that offices are not persons (and office designations can change over 
time). Those questions for Mr. ruJIUJ]are, quote: · 

a. With respect, do you personally have knowledge of responsive records that 
existed at the time of my request that were not released? 

b. With respect, do you personally have knowledge of responsive records .that were 
destroyed subsequent to my request? 

c. With respect, do you personally have knowledge of any Privacy Act Complaints 
that were not reported? 

d. With respect, do you recall the details of our telephone conversations? 
4. I am appealing that BUMED did not conduct an adequate search for responsive records 

that at existed at the time of my request in a manner likely to locate all responsive 
records. BUMED has been advised to preserve all potentially responsive records and all 
records of any searches until judicial review. 

5·. I am appealing that, in addition to BUNIED, responsive record were in the possession of 
DOD or one of its components at the time of my request. DOD, DON, BUM. ED 
conducted no searches for these records. 

6. I am appealing that the Agency has improperly denied portions of my request under 5 
u.s.c. 552(b)(6). . 

T. Please see and address as part of my appeal, the appellate authority's coordination with 

Page 2 of3 . ' 



ODCMO regarding my correspondence seeking (prior to this appeal) DOD's position 
regarding Exemption 6. The appellate authority's final determination becomes the DOD 
position with respect to this appeal in any further proceedings; 

8. BUMED, a component of DON and DOD, is improperly redacting under exemption 
(b)(6): 

a. Agency names; . 
b. Ordinary building names; 
c. Military Treatment Facility names; 
d. Privacy Officer names. 

9. I am appealing that the Agency did not provide records in the requested format as 
single PDF file by return email. 

10. I am appealing that the Agency did not t;eturn a copy of my Request as part of their 
initial determination letter, which is a record sought iri my Request. · 

Appellate Authority Action Requested. I am asking that: 

(1) each of the elements ofthe basis of my appeal be addressed separately; 

(2) each element of my appeal be sustained; 

(3) all records of agency searches and FOIA case files be brought fully into your appeal 
· files; 

(4) my FOIA request be remanded back to the Agency fordirect reply to me; and that, . 

(5) I be granted new appellate rights following a subsequent reply by the Agency. 

With my respect, 

(b) (6) 
Robert Hammond 

Enclosures: 
1. Hammond FOIA Request DON 17-D; Component Input to BUMED; FY 2013 Quarterly 

Privacy Act Reports 
2. Agency Initial Determination Letter 

(b)(6) . 3. Hammond email thread ofWed, Oct 4, 2017 6:36am to Vice Admiral 
Clinton F. Faison and Admiral Terry. J. Moulton (and others in that thread) 

4. Hammond email of Wed, Oct 4, 2017 3:26pm to ODCMO seeking policy guidance on 
·Exemption 6, with copies to Vice Admiral Clinton F. Faison (BUMED), Admiral Terry. 
J. Moulton (BUMED), Vice Admiral Rachael C. Bono (DHA) and Mr~ 
[G)IUJJDHA) and others · 
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(b) (6) 
(b)(6) ~ ... 

DEPARTMENT OF THE NAVY , 
OFFICE OF THE JUDGE ADVOCATE GENERAL 

1322 PATIERSON,AVENUE SE SUITE 3000 
WASHINGTON NAVY YARD DC 20374 

IN REPI. Y RSFER TO' 

5720 
Ser 14/493 
October 4, 2017 

SUBJECT: APPEAL OF FREEDOM OF INFORMATION ACT (FOIA) REQUEST 
DON-NAVY-2017-008847, FOIA APPEAL DON-NAVY-2017-010608 

This letter responds to the subject FOIA appeal that was received by our office on 
September 6, 2017. 

In your original FOIA request to the Department of the Navy dated July 25, 2017, you 
requested (1) the "SOP FOIA Quarterly Reports and Consolidation Proces[,]" (2) all 
"four quarterly FOIA Reports submissions em ails for Fiscal Year 2013 to the DON 
PA/FOIA Office from any submitter[,]" and (3) a copy of your request. In your appeal, 
you raise five issues to be addressed. First, you assert that the DON PA/FOIA Office 
improperly withl1eld reports from the Walter Reed National Military Medical Center 
(\VRNMMC). Second, you assertthat the DON PA/FOIA Office improperly redacted 
records under FOIA exemption (h)(6). Third, you assert that DON PA~OlAQffice 
improperly withheld the fust and second quarterly FOIA reports. Fourth, you assert that 
the DON PNFOIA Office improperly withheld the SOP FOIA Quarterly Reports· and 
Consolidation Process .. And fifth, you assert that the DON PAIFOIA Office improperly 
withheld a copy of your request. · 

Your appeal is a request for a final detennination under the FOIA. For the reason set 
forth below, your appeal is granted in part and denied in part. I address ~e issues you 
raised in your appeal below. 

First, WR1\!1{MC is an echelon 3 command and does not submit emaiis or FOIA 
reports directly to the DON PNFOIA Office. As such, in light of your specific reque.st, 
the decision not to provide or search for records submitted by WRNMMC was 
reasonable. 

Second, I find that DON PA/FOIA Office's use ofFOIA exemption (b)(6) was 
appropriate because your request does not demonstrate a sufficient public interest in 
disclosure of personal infonnation. FOIA exemption (b)(6) allows the Government to 



5720 
Ser 14/493 
October 4, 2017 

withhold infonnation about individuals when the disclosure of such information would 
constitute a clearly unwarranted invasion of personal privacy. This requires a balancing 
of personal privacy interests against the public interest served by disclosure- whether the 
release of the information will shed light on the agency's performance of its statutory 
duties .. An unwarranted invasion of personal privacy is one where disclosure would 
compromise a substantial privacy interest. Nat 'lAss 'n of Retired Fed. Employees v. 
Horner, 879 F.2d 873, 874 (D.C. Cir. 1989). A substantial privacy interest is anything 
more than a de minim us one. Multi A G Media LLC v. U.S. Dep 't of Agric., 515 F.3d 
1224, 1229-30 (D.C. Cir. 2008). If the Cqurt finds a substantial privacy interest exists, it 
then analyzes the public interest in that record's release. Jd. The requested record must 
relate to FOIA's central purpose by producing information that reveals what "lhe 
government is up to," with the requester having the burden of establishing that the 
disclosure of personal information serves a public interest. AP v. U.S. Dep 't of Justice, 
549 F.3d 62, 66 (2d Cir. 2008). In the Office of the Secretary of Defense memorandum, 
"Withholding oflnfonnation that Personally Identifies DoD Personnel," dated 1 
September 2005, the Office of the Secretary of Defense set forth a policy that "in general, 
release of information on DoD personnel will be limited to the names, official titles, 
organizations, and telephone numbers for personnel only at the office director level or 
above." This policy is a result of the Office of the Secretary of Defense's earlier 
memorandum, "Withholding of Personally Identifying Information Under the Freedon of 
Information Act (FOIA)," dated 9 November 200 I, which articulated a "heightened 
interest in the personal privacy of DoD personnel that is concurrent with the inreased 
security awareness demanded in times of national emergency." Given the fact that 
ten·orist organizations have been mining social media within the past two years for 
purposes of targeting military personnel, these concerns are just as troubling now as in 
2001. Courts have routinely rejected disclosure of names when there is an insufficient 
showing of public interest in disclosure. See Nat'{ Ass'n of Retired Fed. Employees v. 
Homer, 879 F.2d 873, 879 (D.C. Cir. 1989); see also Schoenman v. FBI, 573 F. Supp. 2d 
119, 149 (D.D.C. 2008) (concluding individuals' name was properly withl1eld where 
requester's alleged public interest "is simply not the public interest cognizable under 
FOIA Exemption [6]"). Lastly, the fact that privacy information may have been 
improperly released in the past does not prohibit protecting that information at this 
time. The DON FOIA/PA Office conducted its own review of the requested records, and 
reasonably made redactions based on the information contained in those records. 
However, by copy of this letter, I am directing DON FOIA/PA Office to reevaluate and 
remove the redactions that cover individuals who are publically-posted FOIA 
representatives/coordinators or iliose who are serving as designated Initial Denial 
Authorities. 

Third, the requested records concerning the first and second quarterly FOIA reports 
were no longer in the filing system maintained by the DON P A/FOIA Office. Secretary 
of the Navy Manual 5210.1 only requires such reports to be maintained for two years, 
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5720 
Ser 14/493 
October 4, 2017 

and the General Records Schedule 04-2 only requires such reports to be maintained for 
three years. All responsive reports for fiscal year 2013 were provided. 

Fourth, the DON FOIAIPA Office released a record titled, "FOIA DON 17-A FY 2-13 
Quarterly FOIAI [sic] Report SOP and Emails RU." Despite the title of this record, it 
actually contained a redacted version of your request. By copy of this letter, I am 
directing the DON FOIAIPA Office to reevaluate the responsive records found in 
response to your request for the SOP to ensure that such records are produced. 

Fifth, as indicated above, the DON FOIAIP A Office did release a redacted copy of 
your request on August 28, 2013 on FOIA Online under the record titled, "FOIA DON 
17-A FY 2-13 Quarterly FOIAI [sic] Report SOP and Emails RU." 

By copy of this correspondence, I have directed the DON FOIAIPA Office to take two 
actions described above. That office will respond directly to you and will give you an 
opportunity to appeal its FOIA release decisions to this office. 

Regarding another FOIA matter, on September 28, 2017, my office received e-mail 
correspondence from you alleging that your FOIA appeal DON-NA VY-2015-000246 
was closed in a manner that you believe calls into question "BUMED, DON JAG, DON 
FOIA processes and reporting through DOD to the Attorney General of the United 
States[.]" You further requested that DON leadership address your allegations 
concerning "the accuracy and integrity of the BUMED/DON FOIA process and reporting 
of this Request/ Appeal and whether or not there is willful false reporting plus an attempt 
to cover up same." 

On November 16, 2015, I issued a final determination on your FOIA appeal DON
NA VY-2015-000246 by my Jetter 5720, Ser 14/050. My final detennination letter 
partially granted and partially denied your underlying FOIA request. The final 
determination letter also enclosed 18 pages of documents responsive to your request, and 
advised you of your right to seek judicial review of my final determination if you so 
desired. I transmitted the final determination letter to your physical mailing address with 
a courtesy copy to your e-mail address. My office also uploaded the final disposition 
correspondence into FOIA Online. The act of mailing you the final determination closed 
FOIA appeal DON-NAVY -2015-000246 effective November 16, 2015. 

In a review of FOIA Online, we discovered that your 2015 FOIA appeal DON-NAVY-
2015-000246 was incorrectly closed in the FOIA Online system. Because your appeal 
was already properly disposed of on November 16,2015, the corresponding entry in 
FOIA Online was likewise closed. While your receipt of FOIA Online system-generated 
notifications regarding an appeal disposed of in 2015 may be frustrating to you, such 
communication through FOIA Online in no way lends credence to your allegations set 

3 



5720 
Ser 14/493 
October 4, 2017 

forth above. Rather, the system i.s keeping you fully informed of our activity in the 
system. I apologize for any inconvenience or confusion resulting from our efforts to 
update the FOIA Online system. Should you have any questions or concerns regarding 
this situation, please feel free to contact my office. 

As the Department of the Navy's designated adjudication official for this FOIA appeal, 
I am responsible for tllis final decision. You may seek judicial review of this decision by 
filing a complaint in an appropriate U.S. District Court. My office represents the U.S. 
government and is therefore unable to assist you in this process. 

If you would like to seek dispute resolution services, you have the right to contact the 
the Department of the Navy's FOIA public liaison, Mr .. Chris Julka, at 
christopher.a.julka@navy.mil or (703) 697-0031. 

If you have further questions or concerns for my office, my point of contact is LCDR 
Adamlnch; JAGC, USN, who may be reached at adam.inch@navy.nlil or (202) 685-
5452. 

Attachment: 

Sincerely, 
\ 

r:9~ ~ ~AA.A-~ 
G. E. LATTIN 
Director 
General Litigation Division 

Your FOIA Appeal Letter of September 6, 2017 

Copy to: 
DNS-36 
DONCIO 
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Garcia, Della W CIV USN BUMED FCH VA {US) 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

(b) (6) CTR OPNAV, DNS-36 ~navy.mil> 
Tuesday, August 08, 2017 8:53 AM 
Garcia, Della W CN USN BUMED FCH VA (US) 
DONFOIA-PA 
DON-NAVY-2017-009256 

Signed By: 

FOIA DON 17-0 Component lnput to BUM ED; FY 2013 Quarterly Privacy Act 
Reports.pdf; 2017-009256 Snap Shot. pdf 
~navy. mil 

Good Morning Ms. Garcia, 

I hope all is well with you today. Our office received the attached FOIA Online req uest DON-NAVY-2017-009256. Can you 
please take a look and t ell me if the request falls under your command's cognizance? Thank you for your assistance 
regard ing this matter. 

Sent on behalf of DNS-36 Director 

V/r 

~ 
~upport Specialist 

FOIA Servic~0412 
Direct Line:~ 
DONFOIA-PA@navy.mll 

NOTICE 
FOR OFFICIAL USE ONLY (FOUO)- Privacy Act Data - Privacy Sensitive- Any misuse or unauthorized disclosure may result 
in both civi l and criminal penalties. 

The information contained in this e-mail is subject to review in accordance with the Department of the Navy's 
acceptable use policy. All written communications fall under t he records retention policy for official records and should 
accordingly be archived . If you have any questions regarding this not ice, please contact t he sender. Thank you. 

raymond.hartwick
Line



Garcia, Della W CIV USN BUMED FCH VA (US) 

From: 
Sent: 
To: 
Subject: 

Attachments: 

Signed By: 

Della, 

(b) (6) IV USN BUMED FCH VA (US) 
Tuesday, August 08, 2017 9:37 AM 
Garcia, Della W CIV USN BUM ED FCH VA (US) 
FW: [Non-DoD Source] FOIA Request- Component Input to BUM ED; FY 2013 Quarterly 
Privacy Act Reports 

FOIA.DON 17-D Component Input to BUMED; FY 2013 Quarterly Privacy Act 

~ 
~mail.mil 

Please note FOIA request below from Mr. Hammond. 

~ -(b) (6) 
Privacy Program Office (Code: M31) 
U.S. Navy Bureau of Medicine and Surgery (BUMED) 
Detachment Jacksonville 
H2005 Knight lane, PO Box 140 
NAS Jacksonville, Fl 32212-0140 

***COMM: 904-542-3559 (New Office Number)* ** 
DSN: 

mail. mil 

UNCLASSIFI ED DOCUMENT - For Official Use Only (FOUO}. This document may contain info rmat ion covered under t he 
Privacy Act, 5 USE 552(aL and/or t he Health insurance Portability and Accountability Act (PL 104-191) and its various 
implementing regulations and must be protected in accordance w ith 

· those provisions. If you have received this correspondence in error, please notify t he sender at once and dest roy any 
copies you have made. 

-----Original Message-----

(b) (6) • aol.com [mailto~aol.com] 
07, 2017 8:49PM 
USN BUMED FCH VA (US) 

.com 

urce] FOIA Request- Component Input t o BUMED; FY 2013 Quarterly Privacy Act Reports · 

All active links contained in t his ema il were disabled. Please verify t he ident ity of the sender, and confirm the 
authenticity of all links contained within t he message prior to copying and pasting the address to a Web browser. 
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Robert Hammond 

(b) (6) 
(b)(6) . .com 

August 7, 2017 

(b) (6) 
Navy Bureau of Medicine and Surgery,(BUMED) (b) (6) @mail.mil 

Subject: FOIA Request- Componentlnput to BUM ED; FY 2013Quarterly Privacy Act Reports 

Requester Personal Reference Number: FOIA DON17-D 

<Caution-file:/ I /C:/Users/Bob/ AppData/Loca I/Temp/msohtmlclip1/01/clip_image001. png> References: <Caution

f ile:/ I /C:/Users/Bob/ AppData/Locai/Temp/msohtmlclip1/01/clip_image001.png> (a) The Freedom of Informat ion Act 
("FOIA"), 5 U.S.C. § 552 et seq., asamended, 
(b) Jointpublication of U.S. Departmentof Justice, Executive Office of the President and U.S. General Services 
Administration of July 2011, "Your Right to Federal Records" 
(c) The Privacy Act ("PA" ) of 1974, 5 U.S.C. § 552a, et seq., as amended 
(d) DoD 5400.11-R, May 14,2007, Department of Defense Privacy Program 

(e) DoD 5400.7-R,September 1998, DoD Freedomoflnformation Act(FOIA) Program 
(f) DoD 5400.11-R, May 14,2007, Department of Defense Privacy Program 

(g) DoD 6025.18-R,Ja n.24, 2003, DoD Health Information Privacy Regulation 
(i) GAO ReportGA0-12-828of July 2012,subject Freedom of lnformationAct 

(j) Department of Justice HandbookforAgency Annual Freedom of lnformationAct Reports 

Dear Sir: 

I am submitting this request under the Freedom of Information Act ("FOIA"), 5 U.S.C.§ 552 et seq., asamended. If you 
deny all or any part of this request, please .cite each specificexemption you think justifies your decision not to re lease the 
information andnotify me of appeal procedures available under t he law. References cited above apply. 

Thisconfirms my conversation with Mr. 
Thank you, sir. 

(b) (6) • f today who is on possessionofthe records that I am seeking. 

BACKGROUND. Pursuant to 42 U.S.C. 2000ee-1, DOD submits Quarterly (nowsemi-annual) Privacy Reports to Congress, 
The DOD report is consolidated andsubmitted by the Defense Privacy and Civil Liberties Office (DPCLO). FY 2014and later 
reports may be found at Caution-http:/ /dpcld.defense.gov/Reports/. 

RECORDS SOUGHT VIA FOIA. 

I am respectf~.JIIY seeking all ofthe sub-unit/sub-element reports inputsubmissions to Navy BUM ED for the four FY2013 
Quarterly Privacy Act Reports, including the forwardingcorrespondences thereof (whether by email, fax or other) and 
any attachments. FY2013 began on October 1, 2012 and ended on September 30, 2013. 

I am also seeking any FY 2013 datacall emails governing reporting. 
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Mr. (b) (6) is onpossession of these records. 

I am also requesting that a copy of this FOIA Request (which is an agency record) be included as a responsive record 
integral to my Request. 

Requested Format. I am respectfu llyrequesting thatdocuments be provided asa singlePDF f ile by return emai l 

Agreement to Pay Fees. I agree to pay fees forsearching or copying the recordsup to $150. If the feesexceedthis amount 
please advise me ofthe cost before proceeding. I do not believe thatthereshould be any charge for providing 
theserecords, asthere is publicinterest in government operations. I am a private ind ividua lnot seeking documents for 
commercial use,suchthat the following applies:"Nofees may be charged by any DoD Component ifthe costs of routine 
collection and processing of the fee are likely to equal or exceed the amount of the fee. With the exceptionof 
requestersseeking documents fora commercial use, Components shall providethe first two hours of search t ime,and the 
first one hundred pages ofduplication without charge." I wouldnote that because I am requesting a PDF file, there 
should notbe a per page copy fee. 

PUBLIC. INTEREST. The subject oftherequested reco rds concerns "the operations or activities of thegovernment." The 
disclosure is "likely to contribute" to anunderstanding o f government operations or activities. There is no 
commercialinterest. There is significant public interest in Privacy Act reporting toCongress. 

PRESERVATION OF RECORDS AND SEARCHESPERFORMED. Pleasepreserve all responsive or potentially responsive 
records and recordsof yoursearches in you r FOIA casefile until the statutory date for judicial review haspassed (should 
that be necessary) orin accordance witha NARAapproved recordsschedule,if longer. Records of responsive searches 
wouldinclude but not be limited to: Searches conducted for each specific recordsought and all other records known to 
the Agency, including dates, manner of searching, responsible agent or employee conducting each search and the results 
thereof. 

LEGAL FRAMEWORK OFFOIA 

1. The definition of "records" includes: 
"[A] II books, papers, maps, photographs, machine readable materials, or other documentarymaterials, regardless of 
physicalform or characteristics, made or received byanagency of the United States Government underFederallaw or in 
connection with the transaction of public business and preserved or appropriate for preservation bythat agency or its 
legitimate successor as evidence of the organization, functions, policies, decisions, procedures, operations, or other 
activities of the Government orbecause of the informationa lvalue of data in them." 44 U.S.C. § 3301 (emphasissupplied). 
2. FOIA requires that "each agency, upon any request forrecords which (i) reasonably describes such records 
and (ii) is made inaccordance with published rules stating the time, place, fees (if any), andprocedures to be followed, 
sha.ll make the records promptly available to anyperson" 5 U.S.C. § SS2(a)(3)(A). 
3. FOIA requires that" each agency shall establish a system to assign an individualizedtracking number for each 
request received that will take longer than ten daysto process and provide to each person making a request the tracking 
numberassigned to the request" 5 U.S.C. §S22(a)(7)(A). 

4. FOIA requires that each agency shall 11establish atelephone line or Internet service that provides information 
about the statusof a request to the person making the request using the assigned trackingnumber, including the date on 
which the agency originally received the request;and an estimated date on which the agency will complete action on the 
request.S U.S.C. § 522(a)(7)(B). 
5. FOIA also requires federal agencies to make a final determination on FOIA administrative appeals that it 
receives within twenty days (excepting Saturdays, Sundays, and legal public holidays) after the receipt of such appeal, 
unless the agency expressly provides notice to the requester of "unusual circumstances" meriting additional time for 
responding to a FOIA request. 5 U.S.C. § 552(a)(6)(A)(ii). 
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6. FOIA expresslyprovides that a person shall be deemed to have constructively exhausted their administrative 
remedies if the agency fails to comply with the applicable time limitations provided by 5 U.S.C. § 552(a)(6)(A)(I)- (ii). See 
also 5 U.S.C. § 552(a)(6)(C). 
7. FOIA provides that any person who has not been provided the records requested pursuant to FOIA, after 
exhausting their administrative remedies, may seek legal redress from the Federal District Court to enjoin the agency 
from withholding agency records and to order the production of any agency records improperly withheld from the 
complainant. 
8. Regarding he names of the FOIA requesters, the courtshave held hat under the FOIA requesters do not have 
an expectation of privacy.Stauss v. IRS, 516 F. Supp. 1218, 1223 (D.D.C. 1981), 
9. Under FOIA, the federal agency has the burden of sustaining its actions. 5 U.S.C.§ 552(a)(4)(B). 
10. Pursuant to FOIA, a Court may assess attorney fees and litigation costs against the United States ifthe Plaintiff 
prevails in an action thereunder. 5 U.S.C. § 552(a)(4)(E). 
11. Department of Justice (DOJ) has issued a handbookaddressing FOIA Annual Reports. See DOJ,Handbook for 
Agency AnnuaiFreedom of Information Act Reports, "Disposition ofFOIA Requests," (available at Caution-

hit p :/ /www .justice .gov Is ites/ d efa u lt/fi I es/ o i p/ pages/ attach me nts/20 14/11/04/ department_ of_j ustice _handbook_ for_ 
agency _an nual_freedom _of _information_ act_reports.pdf < Caution-
htt p :/ /www. justice .gov Is ites/ d efa u lt/fi les/ o i p/ pages/ attach me nts/20 14/11/04/ de pa rtme nt_ of_j ust ice_ hand boo k_fo r _ 
agency _ann ual_freedom_ of_information _ act_reports.pdf > )("DOJ Handbook"). 
12. Among other things, the DOJ Handbook states, "All requests (perfected and non-perfected), appeals, and 
consultations that were pending at any time during the relevant fiscal year [October 1st throughSeptember 30th] will be 
captured." 
13. The DOJ Handbook also states: 
"[E]achagency is ultimately responsible for the accuracy and completeness of itsAnnual FOIA Report. It is 

. thereforeessential for agencies to take steps that will ensure that they are adequatelytracking all of the information 
necessary to complete the Annual FOIA Reportsections detailed below. Agencies that utilize a tracking or case 
managementsystem for this purpose are responsible for ensuring that the system they a reusing can produce an 
accurate Annual FOIA Report that is in compliance with the law and Department of Justice guidance." DOJ Handbook, at 
3. 

I believe that I have adequately described the records that I am seeking. If youbelieve that my request is unclear, if you 
have any questions, or if there isanything else that you need from me to complete this request in a timelymanner, 
please contact me in writing, so that I may perfect my request. If youdeem that any portion of my request is unclear, 
answer the remaining portionsand I will perfect a request for additional material as needed. 

Thank youvery much in advance. 

With my respect, 
<Ca ution"file:/ I /C:/Users/Bob/ AppData/Loca 1/Tem p/msohtmlclip1/01/ clip _image003.jpg> 

Robert Hammond 
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Garcia, Della W CIV USN BUMED FCH VA (US) · 

From: 
Sent: 
To: 

(b) (6) @aol.com 
Tuesday, August 08, 2017 4:16PM 

Cc: 
Garcia, Della W CIV USN BUMED FCH VA (US) 
~V USN BUMED FCH VA (US) aol.com (b) (6) I 

Subject: 
Attachments: 

[Non-DoD Source] Fwd: F'?IA Request DON-NAVY-2017-009256 Submitted 
FOIA DON 17-D Component Input to BUMED; FY 2013 Quarterly Privacy Act 
Reports.pdf 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the 
aut henticity of all links contained w ithin the message prior to copying and pasting t he address to a Web browser. 

Dear Ms Garcia, 

Please see the FOIAon line submission of this request, forwarded toM 
f iles. 

sterday for cross-refere.nce to your 

Thank you in advance for your prompt consideration of my request. Please let me know if there is any clarificat ion or 
anything more that you need from me. 

Thank you again. 

With my respect, 

Robert Hammond 

From: DONFOIA-PA@navy.mil 
To: aol.com 
Sent : 8/7/2017 9:08:27 PM Eastern Standard Time 
Subject: FOIA Request DON-NAVY-2017-009256 Submitted 

This message is t o confirm your request submission t o the FOIAonline applicat ion: View Request< Caut ion
htt ps :/ / foiaonl i ne .regulations.gov:443/ foia/ action/public/view I req uest?objectld=090004d 2814dacd4 > . Request 
information is as follows: 
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* 
* 
* 
* 

Tracking Number: DON-NAVY-2017-009256 
Requester Name: robert hammond 

Date Submitted: 08/07/2017 
Request Status: Submitted . -

(b) (6) 
cription Na~ine and Surgery, (BUMED) 
@mai l.mil < Caution-mai lto :~mai l .mi l > 904-542-3559 Subject: FOIA Request 

Component Input to BUM ED; FY 2013 Quarterly Privacy Act Reports Requester Personal Reference Number: FOIA DON 
17-D References: (a) The Freedom of Information Act ("FOIA"), 5 U.S.C. § 552 et seq., as amended, (b) Joint publication 
of U.S. Department of Justice, Executive Office of the President and U.S. General Services Administration of July 2011, 
"Your Right to Federal Records" (c) The Privacy Act ("PA") of 1974, 5 U.S.C. § 552a, et seq., as amended {d) DoD 5400.11-
R, May 14, 2007, Department of Defense Privacy Program (e) DoD 5400.7-R, September 1998, DoD Freedom of 
Information Act (FOIA) Program (f) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program (g) DoD 
6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation (i) GAO Report GA0-12-828 of July 2012, subject 
Freedom of Information Act Ul Department of Justice Handbook for Agency Annual Freedom of Information Act Reports 
Dear Sir: I am submitting this request under the Freedom of Information Act ("FOIA"), 5 U.S.C. § 552 et seq., as 
amended. If you deny all or any part of this request, please cite each specific exemption you think justifies your decision 
not to release the information and notify me o~ures available under the law. References cited above 
apply. This confirms my conversation with Mr~f today who is on possession of the records that I am 
seeking. Thank you, sir. BACKGROUND. Pursuant to 42 U.S.C. 2000ee-1, DOD submits Quarterly (now semi-annual) 

Privacy Reports t o Congress, The DOD report is consolidated and submitted by the Defense Privacy and Civil Liberties 
Office (DPCLO). FV 2014 and later reports may be found at Caut ion-http:/ /dpcld.defense.gov/Reports/ <Caution
http://dpcld.defense.gov/Reports/ >.RECORDS SOUGHT VIA FOIA. I am respectfully seeking all of the sub-unit/ sub
element reports input subm 
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Rtlquest oetaiis -- .. -- -------------.. ... . -- -- .... - ---5-t_a_t _us- : -,m-'ti~Jfv~lu~t~~-- -Due Date : NJA 

Request Type : FOIA 0 0 (Never Started) 

Submitted Evaluat ion Assignment Processing Closed 

Request Details--------------------------~ 
Trackmg Number : DON-NAVY-2017-009256 

rt Requester : Mr. robert hammond 
Organization : N/A 

Requester Has Account : Yes 
Email Address : (b) (6) ~ 
Phone Number : 

aol.com 

Fax Number : N/A 

Address : (b) (6) City : 
Stat e/Province : 

Zip Code/Postal Code : I 

Submission Details 

Submitted Date: 08/07/2017 
Last Assigned Date : 08/07!2017 

Fee Limit : $150.00 

Request Track: Simp~ e 

Due Date : N/A 
Assigned To : Chief of Naval Operations 

Last Assigned By : N/A 

Request Handling -------------------------~ 
Requester Info Available to -No !! 

t he Public : - · -

Request Track : · S~miil~. _ ~ .. 

Fee Category : .Other 

Fee Waiver Requested: Yes 
Fee Waiver Status: Pending Decision 

Expedited Processing No 
ReQuested: 

Expedited Processing Status : N/A 

- ~ 

Request Perfected : : N.o. !f 
Appellate Authority: ; ol~G.-14 _. ~· 

Acknowledgement Sent Date: fa(!lfL.· :§1 

Unusual Circumstances? : No 

5 Day Notificat ions: r 

Lit igat ion: :No -~) 
·-•. 

Request Description _________ _ _ _______ _ _____ __,__ _ __, 

Short Description : 
:BUM ED.2oif6u~ff~r!Y.'f'~~~~y ·R~ep_o:~i - ... 
(b) (6) (b) (6) Navy Bureau of Medicine and Surgery, (BUM ED) rnail.mil • Subject: 
FOIA Request - Component Input to BUIV1ED; FY 2013 Quarterly Privacy Act Reports Requester Personal Reference 
Number. FOIA DON 17-D References: (a) The Freedom of Information Act ("FOIA''), 5 U.S.C. § 552 et seq., as amended, (b) 
j oint publication of U.S. Department of justice, Executive Office of the President and U.S. General Services 
Administrat ion of july 20 11, "Your Right to Federal Records" (c) The Privacy Act ("PA"} of 1974, 5 U.S.C. § 552a, et seq., as 
amended (d) DoD 5400.11-R, May 14,2007, Department of Defense Privacy Program (e) DoD 5400.7-R, September 1998, 
DoD Freedom of Information Act (FOIA) Program (f) DoD 5400.11-R. May 14, 2007, Department of Defense Privacy 
Program (g) DoD 6025.18-R, jan. 24, 2003, DoD Health Informat ion Privacy Regulation (I) GAO Report GA0-12·828 of july 
2012. subject Freedom of Information Act (j} Department of just ice Handbook for Agency Annual Freedom of lnfom1ation 
Act Reports Dear Sir: I am submitting this request under t he Freedom of Informat ion Act ("FOIA"), 5 U.S.C. § 552 et seq., 
as amended. If you deny all or any part of t his request, please cite each specific exemption you think justifies your 
decision not t o release the information and not ify r~dures available under t he law. References cited 
above apply. This confirms my conversation with Mr.~of today who is on possession of t he records that I 
am seeking. Thank you, sir. BACKGROUND. Pursuant to 42 U.S.C. 2000ee·l . DOD suomits Quarterly (now semi-annual} 
Privacy Reports to Congress, The DOD report is consolidated and submit ted by the Defense Privacy and Civil Liberties 
Office (DPCLO). FY 2014 ond later reports may be found at http://dpcld.defense.gov/Reports/. RECORDS SOUGHT VIA 
FOIA. I am respect fully seeking all of t he sub-unit /sub-element reports Input subm 

Description Available to the ·No · ~· 
Public : ·· .. ,..:... 

Has Description Been ;:- ~1962/2000 

Modi~d? ·~ '~ \ ~e 1 012 

\\uJV 



(b)(6), Navy Bureau of Medicine and Surgery, (BUMED) (b)(6)@mail.mil (b)(6) Department of the Navy via FOIA Online, '~ 
https://foiaonline.regulations.gov/ and donfoia·pa@navy.mil .. J 

Subject: FOIA Request- Component Input to BUM ED; FY 2013 Quarterly Privacy Act Reports Requester Personal -· 
Reference Number: FOIA DON 17-D References: (a) The Freedom of Information Act ("FOIA"), 5 U.S.C. &sect; 552 et seq., 
as amended, (b) joint publication of U.S. Department of jUstice, Executive Office of the President and U.S. General 
Services Administration of july 2011, "Your Right to Federal Records" (c) The Privacy Act ("PA") of 1974, 5 U.S. C. &sect; .. !1 

Additional Information------------------------
Case·#: 

Name of Local Command : · 

Contract/Sol.# : 

Limit Request To Clearly .. Select Limit Request To Clearly Releasable Info~'! 
Releasable Info: 

Attached Supporting Files------------------------, 
Attachments Available to the No y: 

Public: ·-·' 

Attached File 

FOIA DON 17-0 Component Input to BUMED; FY 2013 Quarterly Privacy Act 
Reports _Redacted.pdf 

r •• , ... ,, ..... , .• ,, .. 
No attachments have been added. 

Type 

PDF 0.29 

Size (MB) Remove 
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Garcia, Della W CIV USN BUMED FCH VA (US) 

From: 
Sent: 

(b) (6 ) • aol.com 
Wednesday, August 09, 2017 8:59 PM 

To: Garcia, Della W CIV USN BUMED FCH VA (US) 
Subject: Re: [Non-DoD Source] Fwd: FOIA Request DON-NAVY-2017-009256 Submitted 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the 
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser. 

Dear Ms. Garcia, 

Thank you for your prompt acknowledgement of my request. 

It is truly refreshing and sincerely appreciate it. 

W ith my best w ishes for your continued success and my respect, 

Robert Hammond 

----Original Message-----
From: Garcia Della W CIV USN BUM ED FCH VA (US) (US)< mail.mil> (b) (6 ) r.l 

To: .com> 
Cc: USN BUM ED FCH VA (US) (US) - mail.mil> 
Sent: Wed, Aug 9, 2017 9:40am 
Subject: RE: [Non-DoD Source) Fwd: FOIA Request DON-NAVY-2017-009256 Submit ted 

Good morning. 

I have received your request and will process it as quickly as possible. 

v/r Del la 

Della W. Garcia 
FOIA/PA Paralegal Specialist 
Bureau of Medicine and Surgery 
Medical-Legal Affairs Office 
7700 Arlington Blvd Stetmml 
Falls Church, VA 22042-5124 

COMM (b) (6 ) 

(b) (6) ~ mail.mil < Caution-mailto: (b) (6 ) il mail.mil> 



FOR OFFICIAL USE ONLY (FOUO)- PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil and 
criminal penalties. 

-----Original Message-----
From: aol.com < Caution-mailto (b)(6) . aol.com > (Caution

aol.com? >] mailto aol.com < Caution-ma ilto (b) (6) . 
Sent: Tuesday, August 08, 2017 4:16PM 
To: Ga Della W CIV USN BUM ED FCH VA (US) 
Cc: USN BUMED FCH VA (US); (b) (6) @aol.com <Caution-
mail l.com >· 
Subject: (Non-DoD Source] Fwd: FOIA Request DON-NAVY-2017-009256 Submitted 

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm t he 
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser. 

Dear Ms Garcia, 

Please see the FOIAonline submission of t his request, forwa rded to Mr - yesterday for cross-reference to your 
fi les. 

Thank you in advance for your prompt consideration of my request. Please let me know if t here is any clarification or 
anything more that you need from me. 

Thank you again. 

With my respect, 

Robert Hammond 

From: DONFOIA-PA@navy.mil < Caution-mailto:PA@navy.mil > 
To: aol.com < Caution-mailto (b) (6) 
Sent: 8/7/2017 9:08:27 PM Eastern Standard Time 
Subject: FOIA Request DON-NAVY-2017-009256 Submitted 

@aol.com > 

This message is t o confirm your request submissio·n to the FOIAonline applica tion: View Request< Caution-Caution
https:/ / fo iaon line .regu Ia tions.gov:443/fo ia/action/ pu blic/view/request?o b ject ld=090004d2814dacd4 < Caution
https://foiaonline.regulations.gov:443/foia/act ion/public/view/request?objectld=090004d2814dacd4 > >.Request 
information is as follows: 
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*Tracking Number: DON-NAVY-2017-009256 

*Requester Name: robert hammond 
*Date Submitted: 08/07/2017 

* Navy Bureau of Medicine and 5 
ail.mi l > < Caution-Caution-mailto 

ma il.mil <Caution-

mailto mail.m il? > ~Subject: uest - ponent Input to BUM ED; FY 2013 
Quarterly Privacy Act Reports Request er Personal Reference Number: FOIA DON 17-D References: (a) The Freedom of 
Information Act ("FOIA"}, 5 U.S.C. § 552 et seq., as amended, (b) Joint publication of U.S. Department of Justice, 
Executive Office of t he President and U.S. General Services Administration of July 2011, "Your Right t o Federal Records" 
(c) The Privacy Act {"PA") of 1974, 5 U.S.C. § 552a, et seq., as amended (d) DoD 5400.11-R, May 14,2007, Department of 
Defense Privacy Program (e) DoD 5400.7-R, September 1998, DoD Freedom of Information Act (FOIA) Program (f) DoD 
5400.11-R, M ay 14, 2007, Department of Defense Privacy Program {g) DoD 6025.18-R, Jan. 24, 2003, DoD Health 
Information Privacy Regulation (i) GAO Report GA0-12-828 of July 2012, subject Freedom of Informat ion Act (j) 
Department of Justice Handbook for Agency Annua l Freedom of Information Act Reports Dear Sir: I am submitting this 
request under the Freedom of Information Act ("FOIA"), 5 U .S.C. § 552 et seq., as a mended. If you deny a II or any part of 
this request, please cite each specific exemption you thi nk just ifies your decision not to release the information and 
notify me of appeal procedures available under t he law. References cited above apply. This confirms my conversation 
with Mr. f today who is on possession of the records t hat I am seeking. Thank you, sir. BACKGROUND. 
Pursuant to 42 U.S.C. 2000ee-1, DOD submits Quarterly (now semi-annual) Privacy Reports to Congress, The DOD report 
is consolidated and submitted by the Defense Privacy and Civil Liberties Office (DPCLO). FY 2014 and later reports may 
be found at Caution-Caution·http://dpcld.defense.gov/Reports/ < Caution-http:/ /dpcld.defense.gov/Reports/ > < 
Caution-Caution-http:/ /dpcld.defense.gov/Reports/ < Ca ution-http://dpcld.defense.gov/Reports/ > >. RECORDS 
SOUGHT VIA FOIA. I am respectfully seeking all of the sub-unit/sub-element reports input subm 
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Garcia, Della W CIV USN BUMED FCH VA (US) 

From: 
Sent: 

Yost, Adam B LCDR OJAG, Code 14 <adam.yost@navy.mil> 
Friday, November 03, 2017 9:16AM 

To: Garcia, Della W CIV USN BUM ED FCH VA (US) 
Subject:· 
Attachments: 

FW: Final disposition !CO Mr. Robert Hammond DON-NAVY-2018-000464 
Hammond 2018-000464 finalltr.pdf 

Signed By: 

V/r, 

Adam B. Yost 
LCDR, JAGC, USN 
General Litigation (Code 14) 

adam.yost@navy.mil 

Office of the Judge Advocate General 
Phone: (202) 685-5398 
Email: adam.yost@navy.mil 
SIPR: adam.yost@navy.smil.mil 

This email may contain privacy sensitive information which is "FOR OFFICIAL USE ONLY- PRIVACY SENSITIVE: Any misuse 
or unauthorized disclosure may result in both civil and criminal penalties." 

CONFIDENTIALITY NOTICE: This email message and any attachments are intended only for the person or entity to which 
it is addressed, and may contain confidential or privileged material protected by the attorney-client relationship which 
are protected from disclosure under the Freedom of Information Act, 5 USC 552. Any unauthorized review, use, 
disclosure, or distribution is prohibited. If you are not the intended recipient, please contact the sender by reply email 
and destroy all copies of the original message. If you are the intended recipient, but do not wish to receive 
communications through this medium, please advise the sender immediately. 

-----Original Message-----
From: Winston, Wendy A CIV OJAG, CODE 14 
Sent: Tuesday, October 31, 2017 4:14PM 
To: usn.ncr.bumedfchva.mbx.nmra-navy-str@mail.mil 
Cc: Yost, Adam B LCDR OJAG, Code 14 
Subject: Final disposition ICO Mr. Robert Hammond DON-NAVY-2018-000464 

Good Afternoon, 

Attached please find the final disposition ICO Mr. Robert Hammond; original request number DON-NAVY-2017-009256 
(F17-03). 

Thank you and have a great day! 

Very respectfully, 

Wendy A. Winston 
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Office of the Judge Advocate General 

General Litigation Division (Code 14) 
1322 Patterson Ave, SE, Ste 3000 

vy Yard, DC 20374 
· · ·· ~ ··~· (b) (6) 
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I . • I I 

(b) (6) 

DEPARTMENT OF THE NAVY 
ORACEOFTHEJUDG~APVOCATEGENERAL 

1322 PATTERSON AVI!NUf! SE SUITE 3000 
WASHINGTON NAVY Y ARO DC 20374 

. (b)(6) , ,, l.com 

·--~· ·---....... _.. 

IN RE!PL Y REFER TO: 

5720 
Ser 14/038 
October 31, 2017 

SUBJECT: FREEDOM OF INFORMA TJON ACT (FOIA) REQUEST DON-NAVY-
2017-009256 (Fl7-073); FOIA APPEAL DON-NAW-2018-000464 

This letter responds to your appeal submitted in FOIA Online on October 4, 2017, 
challenging the Bureau of Medicine and Surgery's (BUMED's) response to your 
underlying FOIA request DON-NA VY-20 17-009256, in which you requested BUMED 
"FY 2013 Quarterly Privacy Act Reports, including the forwarding correspondences 
thereof (whether by email, fax, or other) and any attachm~ . .I am also seeking 
any FY 2013 data call emails governing reporting ... Mr. ~is in possession of 
these records .. .I am also requesting a copy of this FOIA request be included as a 

. responsive record integral to my request." BUMED responded to your request via an 
interim letter on September 6, 2017, and then finally in a letter dated September 20, 2017. 
BUMED provided you the FY 2013 Quarterly Privacy Act reports, but redacted references 
to military treatment facility names throughout citing FOIA Exemption 
5 U.S.C. § 552(b)(6); additionally, BUMED stated no other records were found responsive 
to your request because the command had destroyed them in accordance with the 
Department of the Navy's Records Management Program. Your appeal challenges 
BUMED's redactions under exemption (b)(6), the adequacy ofBUMED's search, and 
other reasons which are addressed in this letter below. 

Your appeal is a request for a final determination under the FOIA. For the reasons set 
forth below, your appeal is granted in part and denied in part. To the extent that I am 
gmnting your appeal, u~edacted responsive records are provided to you as Enclosure (1) 
to this letter. I am also including as Enclosure (2) your original FOIA request to BUMED. 

I. BUMED's redactions under FOJA Exemption (b)(6) 

FOIA Exemption (b)(6) allows the Government to withhold information about 
individuals when the disclosure of such information would constitute a clearly unwarranted 

. invasion of personal privacy. This requires a balancing of personal privacy interests 
against the public interest served by disclosure- whether the release of the information 



5720 
Ser 14/038 
October 31, 2017 

will shed light on the agency's perfonnance of its statutory duties. I agree with your claim 
that BUM ED's redactions of military treatment facility names was an overbroad use of 
FOIA Exemption (b)(6). For these reasons, I grant your appeal relating to this issue - the 
attached Enclosure ( 1) contains the completely unredacted'FY 2013 Quarterly Privacy Act 
reports for BUMED. 

II. Adequacy ofBUMED's search for records responsive to your request 

The adequacy of an agency's search for inf01mation requested under the FOIA is 
determined by a "reasonablenessu test. Meeropol v. Meese, 790 F.2d 942,956 (D.C. Cir. 
1986); Weisberg v. United States Dep't of Justice, 705 .F.2d 1344, 135()-51 (D.C. Cir. 
1983 ). As a general rule, an agency must undertake a search that is reasonably calculated 
to locate the requested infonnation. Kowalczyk v. Department of Justice, 73 F.3d 386, 
388 (D.C. Cir. 1996). The mere speculation that requested documents exist does not 
undennine the finding that the agency conducted a reasonable search. Wilbur v. C.lA., 355 
F.3d 675, 678 (D.C. Cir. 2004) ("Likewise, the agency's failure to tum up.a particular 
document, or mere speculation that as yet uncovered documents might exist, does not 
undermine the determination that the agency conducted an adequate search for the 
requested records."). 

In this case, BUMED explained to you it does not possess responsive records for 
"forwarding correspondence thereof( whether by email, fax, or other) and any attachments" 
because the command follows the guidance established in the Department of the Navy 
Records Manage_ment Program, SECNA VINST M-521 0.1, which authorizes destruction of 
such records "when two years old or sooner if no longer needed for administrative use." 
After reviewing their response and the applicable instruction, I find BUMED's search was 
adequate. The fmding that BUMED's search was adequate also includes that 
request seeking" ... any FY 2013 data call emails goveming reporting ... Mr. 
in possession of these records." BUMED infonned this office that 
possess material. responsive to your request. In fact, Mr.gmJ current FOIA 
position at BUMED post~2013. As a result, this part of your appeal is denied. 

III. Remaining grounds for appeal 

First, that part of your appeal aUeging the records you were seeking were actually in the 
possession ofBUMED at the time of your request is moot -the unredacted FY 2013 
Privacy Act Report records have been provided to you in the attached Enclosure ( l ), and I 
have found BUMED's search for records relating to the rem~ your request 
was reasonable and adequate. · Second, the questions for Mr.~ you request to 
be addressed are not the proper subject of a FOIA request or appeal as there is no duty 
under the FOIA to answer questions posed by a requester; there is only a duty to provide 
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documents already in existence at the time of the request. Third, it is not relevant for 
purposes of the FOIA or this appeal that the FY 2013 Quarterly Privacy Act Report records 
may have been filed with other commands within DON or DOD -you were provided the 
requested records that were available and I have upheld the adequacy ofBUMED's search 
for any other responsive records. Fourth, your correspondence about how DOD or DON 
generally applies FOIA Exemption (b)(6) is no longer relevant to this appeal because I 
have granted your appeal as it relates to BUMED's (b)(6) redactions. Fifth, as a courtesy, I 
am providing you a copy of your initial FOIA request in this case to BUMED as Enclosure 
(2). Finally, that part of your appeal which challenges BUMED's alleged failure to provide 
you records in the requested format as a single PDF file by return email is moot because 
the file is included as a PDF enclosure to this letter, which is being sent to you yia email. 

As the Department of the Navy's designated adjudication official for this FOIA appeal, I 
am responsible for the denial of a portion of your appeal. You may seek judicial review of 
this decision by filing a complaint in an appropriate U.S. District Court. My office 
represents the U.S. government and is therefore unable to assist you in this process. 

If you would like to seek dispute resolution services, you have the right to contact the 
Department of the Navy's FOIA public liaison, Mr. Chris Julka, at 
christopher.a.julka@navy.mil or (703) 697-0031. 

If you have further questions or concerns for my office, my point of contact is LCDR 
Adam Yost, JAGC, USN, who may be reached at adam.yost@navy.mil or (202) 685-5398. 

Enclosures 

Sincerely, 

-6{~~ 
G. E. LATTIN 
Director 
General Litigation Division 

(I) BUMED FY 2013 Quarterly Privacy Act Report unredacted 
(2) Your original FOIA request DON-NA VY-2017-009256 

Copy to: 
BUMED 
DNS-36 
DONCIO 
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803 Report 

References: Public Law 110-53, Sec. 803 and OMB Circular A-13D-, Appendix 1 DON Component: BUMED 

Reporting Quarters: FY2013 1st QTR (Oct.- Dec.) 

REPORTS ARE DUE TO 0145-36 BY COB JAN 8TH! 

Reviews 
Types of Reviews' Number of Reviews 

Privacy Act Statements (PAS) 00 

Computer Matching Agreements [CMAs) DPCLO will complete this field 

Section [m) Contr<~ctor Review ' Total Number of Reviews 52 

1 A re,•ie'<- is (Ill ac/M!y 10 emure compliance l'tilh requir~m~/11.\ ~>labl•<hed ill comrallinga!lthorilies ;?l<'h (l$the Pri..-a<y Act of 197-!, 5 U.S. C. 552a; OMB Circular A-! 30. AppmdLr I; and OMB Memo M-07-16. E:mmples ofrel·iews may h~efude a Primc~v impact Assessme,,~ 

OMB Circular A-130 Privacy Act revU,w< (new and updated system ofre<ords ,-,.vie"~- and rt't'iew• of proposed rules for Primc_v Acl Pxemprionsr or OMB Circ>Jiar A-130 Cmnpuer Mwching Jt'<'iell~. 

Contractor Responsibilities 
Are contractor(s) aware of Privacy Act responsibilities and DoD 5400.11-R? <Select One> 

Have contractor employees completed DoD Component Privacy Act training? <Select One> 

Privacy Complaints and Dispositions 
Type/Nature of Complaint' Number of Complaints Responsive Action Taken·' Pending' 

1. Process and Procedure' " 30 " 2. Redress• 0 

3. Oper<~tional7 0 

4. Referred to Other Agency 0 

4. Other, Please Explain 0 

Total Number of Complaints this Quarter 4' 30 " 
" A cumplui!IIIS an assertwn alleging a vi<>lmiun ofprimc:v andiorcivillib~rties. Prinwv complaims rypica/ly allege violarirms of 111 process und prQ{'edurol h•ues (mJJse>U. co/lee/ion, disclosure. and notice); (21 red res;· (!UJI!-Pri,uty'Atl inquirks sedi11g rt'solwion of 

d[l]icultles abom priracy mailers); or (3) operariona/ L<S.NS (Prh-ac_v Act malters JJOI including requests for acce.\·s, disdosun:, and/or amendment) 

J &spunsh·e action taken means the complaim was rr:-.-!ewed and a responsive action uus taken and/or the complaim was nsolwd. 
4 P~nding means thaf the· complaim is being r,·viewed to dcwnnin<· rlw r~sponsh·e ~c1ion and/or r~solJJtion 

-' Prrx:cs.• and prac-edural iss11es: conse/11, collection, disckm1re, and !lUiice. 

' &dress: No/J-Pnmcy Au inq11ines seeking resolurion ofdifficullies a bow prim<Y moilers. 

' Operationill i.~,ues: Primcy Act mailers not including requesrsfor access. disclo.wre. Olidloramendmelll_ 

Type of Advice Provided and the Response to Advice 
Advice Provided" Response to Advice 9 

"Advice pruvided is rhe ,;rillen iss11ante of policies, procedures. or guidan<"<! pertaining 10 privacy i•sued by· (11 the Heads of !Ire OSD and DoD Compontms: or (1) Compo!WJJI Senior OJJidaL<for Pril'tlcy_ 
9 REsponse 10 advice is S(J<!Cijic action raki!n by" DoD Componem imp/ememing the advice prm•ided by (1) the Heads ofrhe OSD and DoD Componems; or (2) Com pone!!/ Senior Officials for Privmy_ Emmples of a respome to advice may inchJde: guidance, new procedure. or 

lrammg_ 



SORNs Report 

References: Public Law 110-53, Sec. 803 and OMB Circular A-130, Appendix l DON Component: 

Reporting Quarters: 

R£PORTSAR£ DUE TO DN$-36 BY COB .JAN 8TH! 

PRIVACY ACT SYSTEM OF RECORDS NOTICES REVIEW REPORT 
Number Reviewed this 
quarter/Total reviewed 

How many SORNs reviewed/updated within the past 2. years mandated by Circular A-130? to-date ~Explain deviation below 12.5% per quarter~ 

Number reviewed/Total 
How many SORNs have been reviewed for ''Pending- NARA approved retentions? Number ~All pending are reported quarterly> 

SORNs REVIEWED THIS QUARTER 
Accurately Describes 

Federal Register Page Accurately Describes NARA's Retention & Routine Use Disclosures ls an Exemptions Still 
SORN ID and NAME Number & Date System of Records Oisposal Stilt Appropriate Required 

N06150-1 Medical Oepartmert ProfessioniTecffik:al Personr~el Dewtopmenl y"' y~ y"' y~ 

N06150-2 Hearth Care Record System y"' y~ y"' y~ 

N06320-1 Hearth CareACCOUlts and lnsw.once Information y"' y~ Y•• y~ 

N06320-3 Quality Assurance/Risk Management y"' y~ ,., y~ 

N0632o-4 Blood Donor Files Y•• y~ ,., y~ 

(Select One) (Select One) (Select One) (Select One) 

(Select One) (Select One) (Select One) (Select One) · 

(Select One) (Select One) (Select One) (Select One) 
Total Number of SORNs Reviewed this Quarter. 

BUMED 

FY2013 1st QTR (Oct.- Dec.) 

Section (m) Contractor OMB Control Number 
Review Complete Requirement Met 

Y•• 
Y•• 
y~ 

Y•• 
Y•• 

(Select One) (Select One) 

(Select One) (Select One) 

(Select One) (Select One) 

1st QTR (Oct-Dec) 

Znd QTR (Jan-Mar) 

3rd QTR (Apr-Jun) 

4th QTR (Jul-Sept) 



BUREAU OF MEDICINE AND SURGERY 

SECTION 803 OF 9/11 COMMISSION ACT OF 2007 
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS 

1ST QTR FY13- OCTOBER 1, 2012- DECEMBER 31, 2012 

Agency Name: Naval Hospital Pensacola 

Complaint# 1 
Description of Complaint: Naval Branch Health Clinic Belle Chase reported a missing 
Medical Board package. 
Findings: The mail receipts show that the Medical Board package was mailed from 
NHP to Belle Chase and was signed for by the mail room . 
. Disposition: The Medical Board package was found at the Belle Chase Clinic. A close 
out report was being filed. 

Complaint #2 
Description of Complaint: 22 patient fonns were discovered in a hotel room in 
Orlando, FL. 
Findings: An Army Govennnent worker was checking out of the Shades of Green and 
was checking the drawers and discovered the forms. The concerned individual placed the 
forms in FED EX immediately to NHP for examination. 
Disposition: The case was turned over to Command Legal. AHL T A inquiry was 
initiated on all 22 patients. Letters were sent out. 

Complaint #3 
Description of Complaint: 15 Medical Records were discovered on a window ledge on 
the ward floor at NHP. 
Findings: Patient Spouse while walking the ward floor came across the Medical Records 
on the ledge and reported it to staff nurse. 
Disposition: Concern was reported to duty COC and PAD filed report within required 
time frame. The case was tumed over to NHP Legal. 

Complaint #4 
Description of Complaint: Concerned ex-significant other states that she believes her 
child's father whom is Active Duty at NAS may be looking in their child's medical 
record. 
Findings: AHLT A inquiry was ran. 
Disposition: The case was turned over to NHP Legal. 
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Agency Name: Navy Medicine Professional Development Center 

Complaint # 5 
Description of Complaint: Complaint submitted from former employee that her PII was 
disclosed without authorization to another employee. 
Findings: The complaint is still pending investigation due to .review of emails and 
witness statements. To date NM PDC has not been able to validate the complaint; 
however, the agency believes the disclosure, if it occurred, was not malicious based on 
preliminary findings and the complaint would have been incidental with minimal 
disclosure. 
Disposition: A review of policies and practices were conducted per current standard 
operating procedure. Investigation is still pending. 

Naval Medical Center Portsmouth 

Complaint #6 
Description of Complaint: A patient requested to have a diagnosis expunged from her 
medical record. 
Findings: unsubstantiated, denied 
Disposition: Complaint Closed 

Complaint #7 
Description of Complaint: Unauthorized disclosure of a patient's PHI. 
Findings: substantiated · 
Disposition: Complaint Closed 

Complaint #8 
Description of Complaint: Unauthorized disclosure of a patient's PHI 
Findings: substantiated. 
Disposition: Complaint Closed 

Complaint # 9 
Description of Complaint: Unauthorized disclosme of a patient's PHI 
Findings: unsubstantiated 
Disposition: Complaint Closed 

Complaint # 10 
Description of Complaint: Unauthorized disclosure of a patient's PHI and accessing the 
HER without the need to know. 
Findings: Investigation is ongoing 
Disposition: Pending 

Complaint # 11 
Description of Complaint: Unauthorized disclosure of a patient's PHI. Clinic phone was 
forwarded to a patient's personal cell phone. 
Findings: Substantiated. 
Disposition: Complaint Closed 
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Complaint # 12 
Description of Complaint: Staff member forwarded PHI from a government computer to his 
personal computer at home. 
Findings: Investigation is ongoing. 
Disposition: Pending 

Complaint # 13 
Description of Complaint: Staff member alleges other staff members accessed her PHI 
without the need to know . 
. Findings: Investigation is ongoing. 
Disposition: : Pending 

Complaint # 14 
Description of Complaint: (SJA Office (Legal)/BUMED Complaint) Complainant alleges 
that ship personnel electronically accessed his medical records without appropriate 
authorization or "need-to-know". 
Findings: Substantiated. 
Disposition: Closed. 

Complaint # 15 
Description of Complaint: Complainant alleges that she observed members of the medical 
center allowing inappropriate access to patient's health information. 
Findings: Under investigation. 
Disposition: Pending 

Complaint # 16 
Description of Complaint: Complainant alleges that members in her chain of command 
accessed her medical information without a need-to-know or appropriate authorization. 
Additionally, complainant alleges staff at the medical center disclosed her patient infmmation 
without appropriate authorization. 
Findings: Unsubstantiated. 
Disposition: Closed 

Complaint #17 
Description of Complaint: Complainant alleges that medical center staff accessed and 
disclosed her electronic PHI to an individual that she did not authorized to have her medical 
information. . 
Findings: Under Investigation 
Disposition: Pending. 

Complaint# 18 
Description of Complaint: Staff member acknowledged that she copied incorrect 
information into a patient's record and requested to have erroneous information expunged. 
Findings: Under Investigation 
Disposition: Pending. 
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Complaint # 19 
Description of Complaint: Clinic representative requested to have erroneous information 
expunged from patient files. 
Findings: Under Investigation 
Disposition: Pending. 

Complaint #20 
Description of Complaint: Complainant alleges that someone in his chain of command 
accessed and disclosed his medical information without appropriate authorization. 
Findings: Under Investigation 
Disposition: Pending. 

Complaint #21 
Description of Complaint: Complainant alleges that someone in her chain of command 
accessed and disclosed her medical information without appropriate authorization. 
Findings: Unsubstantiated. 
Disposition: Closed. 

Complaint #22 
Description of Complaint: Complainant alleges that persons without the appropriate 
authorization forwarded their protected health information in an unprotected electronic 
message .. 
Findings: Under Investigation. 
Disposition: Pending. 

Complaint #23 
Description of Complaint: Complainant alleges that one of the areas at the command 
accessed and disclosed her medical information without appropriate authorization. 
Findings: Under Investigation. 
Disposition: Pending. 

Complaint #24 
Description of Complaint: Complainant alleges that one of the areas at the command 
accessed and disclosed her medical infmn1ation without appropriate authorization. 
Findings: Under Investigation. 
Disposition: Pending. 

Agency Name: Naval Hospital Camp Lejeune 

Complaint #25 
Description of Complaint: Compliant that ex-spouse, who is a contract worker for the 
Naval Hospital, inappropriately accessed patient records. 
Findings: An AHLTA audit was requested and it was found that the accused had 
accessed her ex-husband's records on numerous occasions, even before his transfer to 
MCB Camp Lejeune. 
Disposition: The matter has been turned over to Command Legal and an investigation 
has ensued. The case is still pending the investigation. 
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Complaint #26 
Description of Complaint: Patient came to Medical Records requested a copy of her 
records and before she left the hospital noticed another's patient medical information 
within her record. 
Findings: She immediately returned with the other patient's medical record to 
OutPatient Records. 
Disposition: The receiving Corpsman shredded the records without making note of the 
patient's name. A notification letter could not be sent. 

Complaint #2 7 
Description of Complaint: Patient complains that a phannacy staff member violated his 
rights by talking to him from across the room. 
Findings: The pharmacy staff did address the patient without calling him to the window 
for a more discrete conversation. 
Disposition: The Department Head of Pharmacy spoke to the patient, apologizing for the 
actions of the staff member. 

Complaint #28 
. Description of Complaint: Patient receives her ex-spouses medical record copy, rather 
than her own. 
Findings: The Outpatient staff member failed to verify whose records he was printing. 
Disposition: The ex-spouse was contacted and he had received the records from her. A 
corpsman delivered the correct records to her later that evening. 

Complaint #29 
Description of Complaint: Marines receive spreadsheet that has other names and last 4 
ofSSN. 
Findings: The spreadsheet was to notify Marines of the immunizations needed for 
medical readiness 
Disposition: Scheduled training and to remove SSN from spreadsheets prior to sending 
them out. 

Complaint #30 
Description of Complaint: 35 Medical records lost by accidentally placed in dumpster. 
Findings: Corpsman staged 35 medical records for the next day appointment in a black 
trash bag at the front desk. Later on, it was mistaken for trash and taken to the dumpster. 
It was discovered what happened the next day. 
Disposition: The 35 medical records are reported as lost and mrrecoverable. The 
affected individuals have been notified by mail. 
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Agency Name: Naval Hospital Jacksonville 

Complaint # 31 
Description of Complaint: Complaint from staff member that the retiring Department 
Head removed her personnel file from the office to her residence. The personnel file 
contained PII as well as medical information. 
Findings: The departing Department Head was cleaning what she thought were personal 
files from her office. The personnel file of the staff member was taken home accidentally 
and returned the next day. 
Disposition: DONCIO report submitted. The complainant was notified. US Cert # 
INC000000246662 

Complaint #32 
Description of Complaint: On 15 Novl2, a DONCAF report of a sailor attached to the 
USS Tennessee, was lost by the ship's security manager while in route. On 16 Nov 12, 
the ship's security manager reported the loss of the DONCAF to Naval Hospital 
Jacksonville. 
Findings: The ship's security manager improperly handled PHI/PII by placing the 
material in the trunk of his personal vehicle and took his kids to the baseball park for a 
game. Baseball gear was also in the trunk and it is presumed during the removal of sports 
bags, the PHI/PII material was inadvertently pulled and dropped outside the vehicle. 
PHI/PII material was not recovered. 
Disposition: DONCIO report submitted. The complainant was notified. US Cert # 
INC000000247420 

Agency Name: Naval Health Clinic New England 

Complaint #33 
Description of Complaint: A patient (who is also a staff member) reported that she 
learned that her laboratory test results were verbally disclosed by another staff member to 
individuals who did not have a need to know. . 
Findings: A HIPAA-based investigation revealed that the allegation has merit. A 
subsequent legal investigation has been launched that included an AHLT A audit of the 
EMR to determine if unauthorized access took place and it appears that this may have 
been the case. 
Disposition: Two NHCNE staff members are scheduled for NJP as a result of the 
investigating officer's reconnnendations. To date, NJP has not been conducted, but is 
scheduled for the very near future. 
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Complaint #34 
Description of Complaint: A patient's spouse filed a HIPAA compliant alleging that a 
senior staff member discussed the patient's medical condition with the office door opened 
resulting in other staff members hearing protected health information. 
Findings: A HIPAA-based investigation was conducted in which all staff members on 
board on the day of the alleged violation were interviewed. Staff stated that either they 
were unaware of the event or heard either none of the conversation or nothing of a 
sensitive nature that would constitute PHI. 
Disposition: The patient's spouse received notification that a confirmed HIP AA 
violation does not appear to have taken place, but was assured that greater diligence 
would be taken to protect PHI and that staff were reminded to close office doors when 
sensitive information is to be discussed. 

Complaint #35 
Description of Complaint: A patient list of appointments for a specific specialty clinic 
was given to another patient in error. The list contained PII. 
Findings: The violation did occur and appears to be a careless error. 
Disposition: The list of appointments was returned by the other patient. The patient to 
whom the list applied was notified of the unauthorized disclosure. The staff of this 
specialty clinic reviewed the steps that occur when patients request a list of appointments 
and safeguards were put in place to prevent further unauthorized disclosures. 

Complaint #36 
Description of Complaint: AHLTA records for a medical encounter were inadvertently 
misfiled in another patient's medical record. 
Findings: The staff of the clinic did misfile the record of the encounter, most likely due 
to lack of attention to detail. 
Disposition: The patient finding the misfiled paperwork returned the copies to the clinic. 
The patient whose records were disclosed was notified of the situation. Clinic staff 
reviewed the process for filing AHLTA encounters in the medical record and established 
safeguards to prevent further unauthorized disclosures. 

Complaint # 3 7 
Description of Complaint: An active duty service member was transferred to another 
command and was provided his medical and dental record. The member contacted the 
NHCNE clinic to report that another service member's record was "packaged" with his 
records. 
Findings: The staff of the clinic did misfile the record, most likely due to lack of 
attention to detail. The misfiled record was returned to the medical department of the 
command where the patient is now assigned. 
Disposition: Process review was conducted with the records staff. 
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Agency N arne: Naval Health Clinic Cherry Point 

Complaints #38, 39, 40, 41 
Description of Complaint: Received opened package back from Los Angeles National 
Airport (LAS) which was missing one patient record and contained three Request for 
Medical/Dental Records or Information Form (DD877), being sent to Okinawa, Japan. 
Findings: Missing record was located and verified no information was lost. The three 
DD877 forms were included in the paper envelope with the missing record being sent 
from Naval Health Clinic Cherry Point's Medical Record Department to Okinawa. 
Package was opened during shipping and was returned by LAS. Information had the 
possibility of being compromised. 
Disposition: Medical Record and DD 877s were secured in fiber envelope and resent to 
Okinawa. The tln·ee sponsors identified on the DD877s were sent Notification of 
potential compromise of Personal Identifiable Infonnation involving themselves and their 
dependents. 

Complaint #42 
Description of Complaint: Complaint received from patient that a breach of her 
protected health information had occurred when a Naval Health Clinic staff member 
discussed her medical condition with others staff members, and in front of others, at a 
location outside of the medical treatment facility. 
Findings: Investigation was performed by the command assigned investigating officer 
and allegations were supported by the findings. 
Disposition: The patient was informed of the conclusion. Disciplinary and legal actions 
were taken by the command. Additional HIPAA training was mandated for all staff 
members involved. Staff members were reassigned to non patient care duties. 
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References: Public Law 110-53, Sec. 803 and OMB Circular A-130, Appendix I 

Types of Reviews' Number of Reviews 
PriV<!<;y Act Statements (PAS) "' Computer Matching Agreements (CMAs) DPCLO will complete this field 
Section (m) Contractor Review ' Total Number of Reviews 300 

REPORTS ARE DUE TO DNS-36 BY COB APR 8TH! 

Reviews 

803 Report 

DON Component; 

Reporting Quarters: 

<Select Component> 

FY2013 2nd QTR (Jan-Mar) 

1 A review is a11 aczivily 10 e11sw-e compfia11ce '";111 requin!menl.< e.wablished in comrollingcrulhorilies such as 1he Privacy At:/ o}l974. 5 US.C 552a: OMB Circular A-130. Appendix 1: and OMB Memo M-Oi-16_ Examples ofrevie"" may in.dude a Pri,·acy impaCI Assessmem. 
OMB Cirr:.1tlar A-130 Priw1cy Act revit'l<s (11ewand upda1ed syslem u}J-ecards retielts and revie>t>"ofproposed mlesfor Pril·ary At: I e.wmp!Wns). or OMB Circular A-130 Comprtrer Ma1cfrb1g rc'l•J"e>t>". 

Contractor Responsibilities 
Are contractor(>) aware of Privacy Act responsibilities and DoD 5400. 11-R? <Select One> 
Have contractor employees completed DoD Component Privacy Act training? <Select One> 

Privacy Complaints and Dispositions 
Type/Nature of Complainr Number of Complaints Responsive Action Taken' Pending4 

1. Process and Procedure' " " " 2. Redress6 
0 

3. Operational7 
0 

4. Referred to Other Agency 0 

4. Other, Please Explain 0 

Total Number of Complaints this Quarter " 
= A camp/aim is an assertion al/egi11;<a violarion of privacy mul!urcivillibenies. Prinrcycomplaims rypica//y allege violaliO!IS oj- (f) process m1d procedurall~SIIes (consem, collec!iOJI. disclosure. and notice). (11 redress (non-Privacy Acr inquiries seeking resolmion of 
dijfrcuflies abouT pril'tlc_v mailers); or (3) opermionat iw.es (Pri•·ac_v Act mauers 1101 including n:questsfortu:cess, di<closur-e. ondlnramendmeml 
3 Respan.<iw; Ol"!Um I<Tken m~an.< !lw ~mnplainl uv< rniPu"Pd <md l1 "'·'Jlfmsiv~ lll"linn '""-'"llllwn and/or zh.- ~()mplaim Htl< n>.<nlved_ 

"' Pe11ding mea11s !hall he camp/aim is being revie1t-ed w deJennine !he responsh-e ac1Wn and!orr-esol!ilion 

' Process and prot:edural is.<Ue.<: coment. co/leclion. dL<t:!oS'-'re. and nmi,·e. 
6 &dress: Non-Privacy Acl inquiries seeking resolirlion of d[Jfu:ulliesab01a pri\'OCY 1m111ers. 

' Operaliollal issues: Pri•'ac_v Acl mailers not indudiJJg r~questsfor access. disclosure. and!oramendmem_ 

Tvoe of Advice Provided and the Response to Advic~ 
Advice Provided" Response to Advice9 

8 Ad,,ice prol·ided is zhe wrfllen isS!JaJU:e of policies. prot:edure.<. or guidance perlainiJJg to privacy issued by: (I! the Headsu}1he OSD and DoD Componems.- or (2) CompnneJU Senior OfficiaL, for Privacy_ 

" Response 10 advice is Sj)I'Cific ac1ion wken by a DoD Component implememing lhe advice provided by (l) 1he Heads of the OSD and DoD Componems: ur(l! Compolletu Smior O_fficialsfor Prtwwv Examples of a response 10 advice may inchtde: guidance. new procedure. or 

zrabli11g. 



SORNs Report 

References: Public Law 11D-53, Sec. 803 and OMB Circular A-130, Appendix l DON Component: BUMED 
Reporting Quarters: FY2013 2nd QTR (Jan-Ma.r) 

REPORTS ARE DUE TO DNS-36 BY COB APR 8TH! 

PRIVACY ACT SYSTEM OF RECORDS NOTICES REVIEW REPORT 
Number Reviewed this 
quarter fT otal reviewed 

How rrnny SORNs reviewed/updated within the past 2 years mandated by Circular A-130? to-date: 10 ~Explain deviation below 1Z.5% per quarter~ 

Number reviewedfTotal 
How rrnny SORNs have been reviewed for ''Pending" NARA approved retentions? Number: 0 ~All pendir11< are reported ouarterlyo-

SORNs REVIEWED THIS QUARTER 
Accurately Describes 

Federal Registe; Page Acc.,rate!y Describes NARA's Retention & Routine Use Dlsdos.,res Is an Exemptions Still Section (m) Contractor OMB Control N"mber Action Requked from 
SORN 10 and NAME Number a Date System of Records Disposal Still Appropriate Required Review Complete Requirement Met Review 

N0-3461-1, POW Follow-u Pr ram 68 FR 35657/16 Jun 03 '~ '"' "' '/A {Sele<:tOne) {Select One) No dlanges required 
N06150-1, Me<:lical Department ProfessionalfTechnical 
Persomel Development 68 FR 35657/16 Jun 03 ,., ,., 

"' N/A !Select One) {Select One) No dlanges required 
N06150-2, Health care Remrd System 68 FR 35657/16 Jun 03 ,., ,., ,., '/A No changes required 
N06150-4, Birth Defects Registry 68.FR 35657/16 Jun 03 '~ '~ '" '/A {XIed One) [Select One) No changes required 
N06320-1, Health Care Acmurrl:5 and Insurance lnforiTBti 68 FR 35657/16 Jun 03 '"' Ves '"' 

,,, {Select One) jSelect One) No dlanges required 
N06320-J, Quality Assuranre/Risk Mana ement 68 FR 35657/16 Jun 03 '~ '"' '"' '"' No cha es re uired 
N06320-4.!llood Donor Files 68 FR 35657/16 Jun 03 '~ 

,., 
'~ 

,., No changes required 
NM06150-3, Health/Dental Research Center Data File 69 FR 67128/16 Nov 04 '"' ,., ,,, ,., {Select One) {Select One) No dlanges required 
NM061 50-7, Corrbat TrauiTB Registry Exped"itionary Med 76 FR 28010/13 May 11 '"' '"' '"' '"' (Select:, One) I Select One) No dla es r uired 
NM06150-5, Millennium Cohort Stud 68 FR 35657/16 Jun 03 '~ '"' '"' '"' (Sele<:t One) {Select One) No cha es r uired 

Total Number of SORNs Re-viewe-d this Quarter: " . 



SECTION 803 OF 9111 COMMISSION ACT OF 2007 
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS 

2ND QTR FY13- JANUARY 1, 2013- MARCH 31, 2013 

Naval Medical Center Portsmouth 

Complaint# 1 
Description of Complaint: Staff member established a contract without a Privacy Impact 
Assessment, BAA, Legal approval or authority. 
Findings: substantiated. The contract used unencrypted, coded PHI. 
Disposition: Contract cancelled Complaint Closed 

Complaint #2 
Description of Complaint: Complainant alleged her PHI (Electronic Medical Record) was 
access by her staff without authority. 
Findings: Member was provided an audit report to identify staff that she believed entered her 
record illegally. Member failed to respond after several attempts. 
Disposition: Complaint Closed 

Complaint #3 
Description of Complaint: Complainant alleged that incorrect information had been placed 
in his sensitive patient record. Clinical Department Head approved corrections to medical 
record. 
Findings: Substantiated. 
Disposition: Expungement pending. 

Complaint # 4 
Description of Complaint: Complainant alleged that incorrect information had been put in 
her sensitive patient record. 
Findings: Substantiated Clinical Department approved corrections to medical record. 
Disposition: Expungement pending 

Complaint #5 
Description of Complaint: Complainant alleged that incorrect information had been put in 
her immunization patient record. 
Findings: Substantiated. Clinical Department approved corrections to medical record. 
Disposition: Record Amended. Closed. 

Complaint #6 
Description of Complaint: Medical records containing PHI were inadvertently given to 
another patient upon discharge. Patient records were retnmed 
Findings: Substantiated. Nurse admits to error. Division Officer notified. 
Disposition: Closed. 
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Complaint #7 
Description of Complaint: Complainant alleged that incorrect infonnation had been put in 
her electronic health record. 
Findings: Substantiated. A positive lab result was placed in the patient's medical record due 
to mislabeled specimen by the clinic. Record has been amended. 
Disposition: Closed. 

Complaint #8 
Description of Complaint: Complainant alleged that incorrect information was placed in a 
patient's record .. 
Findings: Substantiated. The Department cut and pasted personal identifiable infmmation 
into the medical record of another patient. 
Disposition: Closed. Record has been amended. 

Complaint #9 
Description of Complaint: Complainant alleged that incorrect information had been placed 
in her electronic health record. 
Findings: On-going 
Disposition: Pending. 

Agency Name: NAVAL HOSPITAL JACKSONVILLE 

Complaint #10 
Description of Complaint: Complaint from a patient that a staff member disclosed to a 
roommate that she was at the clinic for care. 
Findings: It could not be determined rather the staff member disclosed the information 
or not. The individual who the infonnation was allegedly disclosed to would not provide 

· a statement. 
Disposition: DONCIO report submitted. The complainant was notified. US Cert # 
INC000000256900 

Complaint #11 
Description of Complaint: The wrong medical record was provided to a patient to take 
to an appointment 
Findings: The front desk clerk did not verify the patient's information when pulling the 
record. 
Disposition: DONCIO report submitted. The complainant was notified. US Ce1i # 
INC000000259702 

Complaint #12 
Description of Complaint: Staff member faxed patient information to a residence. 
Findings: The staff member did not follow policy/guidelines when she attempted to fax 
medical records to patients to an outside provider's office. 
Disposition: DONCIO report submitted. US Cert # INC000000267982 

2 



Agency Name: ( FHCC-GREAT LAKES (N00211)) 

Complaint# 13 
Description of Complaint: A DOD active duty member was mailed a radiology CD of 
another (veteran) patient 
Findings: A ward secretary mismailed the CD .. 
Disposition: The mismailing was discussed with both the employee and supervisor. 
Procedures are currently being reviewed with the supervisor. Ward secretaries are not to 
mail out CD's. 

Complaint # 14 
Description of Complaint: Unencrypted e-mail containing sensitive information sent by 
DOD member. 
Findings: No breach occurred. 
Disposition: Member educated and ticket closed. 

Complaint # 15 
Description of Complaint: DOD contractor received an unencrypted email from a DOD 
provider with a screenshot displaying PII of one active duty patient. 
Findings: Ticket still open. 
Disposition: Provider was educated. 

Complaint # 16 
Description of Complaint: DOD active duty member accessed information about 
another active duty member without a need to know. 
Findings: Still under investigation. 
Disposition: Still under investigation. 

Complaint# 17 
Description of Complaint: DOD provider discussed medical infonnation about a DOD 
member to a DOD co-worker without authorization. 
Findings: The complainant brought the co-worker with him to his appointment. The 
provider thought the co-worker was the complainant's boss, and the co-worker helped 
him fill out a chit form to work from home. Diagnosis was divulged, but co-worker 
already knew that. 
Disposition: Complainant was sent an apology letter. 
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Agency Name: NAVAL HEALTH CLINIC CHERRY POINT 

Complaint # 18 
Description of Complaint: Unencrypted email containing Personal Identifiable 
Information (PII) was sent to two personal email accounts by a staff member. 
Findings: Naval staff member was sending PII data, name, and last four to personal 
email account. HIP AA Privacy Officer was notified who in turned notified the CIO of 
incident. 
Disposition: CIO instructed to send notification letter to patient. Staff member received 
HIP AA training and instructions referencing proper use of encrypted emails. 

Complaint # 19 
Description of Complaint: A patient was given the appointment information of another 
patient. 
Findings: Multiple staff using the same printer. Patient called HIPAA Privacy Officer 
when the information was not hers. HIP AA Privacy Officer filed incident report. CIO 
directed no action necessary. 
Disposition: Staff members received training to confinn patient infonnation before 
handing PHI or PII to a patient. Use Identifying methods such as name and date of birth. 

Agency Name: Naval Hospital Camp Lejeune 

Complaint #20 
Description of Complaint: Compliant a contract worker for the Naval Hospital, 
inappropriately accessed patient records. 
Findings: An AHLTA audit was requested and it was found that the accused had 
accessed Co-workers PHI and an investigation revealed that she spoke to other co
workers about the PHI; incident happened in Oct 2012 and wasn't reported to Privacy 
Office. Contract employee received a final warning counseling in Oct 2012; however, 
she continued to access his account. 
Disposition: Even though she had received permission to access his account (three times 
since Oct), the member was not notified of the original breach of PHI when she did not 
have pennission to access his account. The findings were that in light of the final 
warning counseling, her continued access of her co-worker's AHLTA record was 
inappropriate. Had her co-worker had been notified of the PHI breach in Oct 2012, most 
likely would not have asked her to access the account. It was decided that her access to 
CHCS/AHLTA be revoked. Ultimately, she was unable to perfonn her job and 
employment was terminated. 

4 



Complaint #21 
Description of Complaint: Patient alleged a Privacy breach when she reads information 
in a provider's notes, who she was referred to. She claims that she filed a complaint with 
the provider's office. 
Findings: No Privacy breach. HIPAA Privacy Rules allow transfer of PHI between 
MTF for treatment purposes. 
Disposition: Patient notified of the Privacy Rule and informed that this Privacy office 
does not handle complaints against other facilities. 

Complaint #22 
Description of Complaint: Patient complains that Family Practice Nurse violated her 
privacy rights by talking loudly and asking her questions from another room. 
Findings: The nurse did speak to the patient from another room and door to hallway 
was aJar. 

· Disposition: The Department Head of Pharmacy spoke to the patient, apologizing for the 
actions of the staff member. Family Practice was given HIP AA and Privacy training 
regarding minimizing incidental disclosures. 

Complaint #23 
Description of Complaint: Provider verbally disclosed spouse PHI to patient. Spouse 
complained about breach. 
Findings: The provider realized right away that he accidentally spoke PHI about the 
patient's spouse. The Patient informed his spouse of the breach. 
Disposition: The provider was instructed how to file a privacy complaint, if the spouse 
wished to make a complaint. The provider did apologize to the spouse for his disclosure. 
No complaint has been received by the Privacy Office to date from spouse. 

Complaint #24 
Description of Complaint: Receiving multiple faxes of PHI in credentialing office. 
Findings: PHI being sent to wrong fax number form other facilities. 
Disposition: Failed to locate a "source", Privacy office is to receive the faxed 
documentation and contact the faxing facilities directly. PHI has been minimized, 
continuing to resolve the problem. 

Complaint #25 
Description of Complaint: PHI documents for shred found at landfill dmnp site. 
Findings: Corpsman placed PHI in bin thinking it was a shred bin. Supervisor at the 
landfill spotted the "trash" and contacted the Privacy Office. The PHI was picked up and 
disposed of properly. 
Disposition: Additional Shred bins were ordered for the clinic and staff trained on the 
importance of paying attention to where the shred bins are and not placing PHI in trash 
bins. 
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Agency Name: (NHC New England) 

Complaint #26 
Description of Complaint: Compliant from patient (a staff member) that provider stated 
- outloud- that the patient was taking controlled substances. Allegedly, other staff 
members were within range of the provider to hear the comment. 

Findings: Interviews conducted with staff to include the provider. Staff do not recall 
hearing the statement. Provider denies the allegation. 

Disposition: The Privacy Officer will pass the results of the interviews to the patient. 
As of the date of this report, the infonnation was not passed to the patient. 

Agency Name: NH SIGONELLA, ITALY 

Complaint #27 
Description of Complaint: Complaint from NME that received unencrypted tracker 
containing PII and PHI from Health Benefit Advisor of a BHC. 
Findings: Health Benefit Advisor e-mail was not properly set up to encrypt messages 
Disposition: Worked with Supervisor to correctly set up e-mail account. Counseling and 
education was provided to the individual who's been assigned a remedial training. 

Complaint #28 
Description of Complaint: One of our Command's member sent an unencrypted e-mail 
containing her own PII to her personal commercial e-mail address 
Findings: Member didn't realize she could not use her commercial e-mail for messages 
containing PII 
Disposition: Education provided 

Complaint #29 
Description of Complaint: Support Services Staff sent general traffic message via 
NICE system. Message contained last four digit of SSN, name and rank of individual.. 
Findings: Message downloaded from secure site and distributed incorrectly to people 
who didn't have a need to know. 
Disposition: Working with site to limit access to general message traffic. 
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803 Report 

References: Public law 110-53, Sec. 803, Privacy Act, and OMB Circula~ A-130, Appendix l 

REPORTS ARE OUETO ONS·36 BY COB JULY 9th! 

Reviews 
Types of Reviews' Number of Reviews 

Privacy Act Statements (PAS) 2 
80 

Computer Matching Agreements (CMAs) DPCLO wlll complete this field 
Section (m) Contract Review 0 

Total Number of Reviews 80 

1 A review is an activity 10 ensure compliance 1dth requiremems establi•hed in comrol/;ng awhorilies mch as the Primcy Acl ofl974. 5 USC: 551a and OMB Cirr:ular A·f30. Appmli:r: 1 
2 Prh-aey Act Suwe:mem review• cm·er fonns and suneys reviewed by the G>mponem Privacy Office. 

Contractor Responsibilities 
Are contractor(s) aware of Privacy Act responsibilities and DoD 5400.11 R? 

Have contractor employees completed DoD Component Privacy Act training? 

Privacy Complaints and Dis ositions 
Type/Nature of Complaint' Number of Complaints Responsive Action Taken' 

1. Process and Procedure' " 33 

z. Redress• 0 

3. Operational7 0 
4. Referr-ed to Other Agency 0 
4. Other, Plea.se Explain 0 

Total Number of Complaints this Quarter ., 

DON Component: 

Reporting Quarters: FY2013 3rd QTR (Apr.- Jun.) 

Ye> 

Ye> 

Pending' 

" 

= A complain/ is an assenion alleging a viola/ion of privacy and/or d:villiberties_ Privaeywmpluim;· rypicul/v allege violations of (1! process and procedural is.ll/es (corc<em, col{ection. dL'icWsure. and naliee); (1) redress (rw11-Privacy Act inquiries seeking resalwion ofdifficulries abm<t 

primcy 1/U/ttersl.- or 0! operali<mal ismes (Prh,acyAcr maners '-'0/ i>1duding requesL<for access. disclosure, andioramendmenl). 
5 &spon<i>'e ocrion whm m~a>!s rh~ cDmplabrt1om rel'iewed and a responsive ocriOJ> NllS taken mrd/nr th~ rnmplni"' ""' r~mlvPd 

' Pending mew1s !hal the comp/a/11/ is being re1·iewed to delennine tire responsire action and/or resolmion. 

' Process and procedural issues: consenl, collectio'c disdomre, and notice 

' Redress: NmJc.Priwuy Aet inq!lilies seeking resohuion ofdiffiwlties abmu privacy mailers. 
7 Oprmional is:;ues: Privacy Act ma/ters 1101 induding requestsforaa:ess. disclosure. andiorammdme!!/. 

Tvoe of Advice Provided and the Response to Advice 
Advice Provided8 Response to Advice9 

·'Advice prodded is the 11rirren i;·mance of po/icie~. prrx·edures. or guidance prtaining To privacy isswd by: (1) The Heads <:<frhe OSD and DoD Componems; or (2! Componem Senior Officials for PriWlCY-

" Response 10 advice i£ specific ac1io11 taken by a DoD Componem implememing the adl'ice pr011ded by (lithe Heads of/he OSD and DoD Compolll:!!l-': or(2! Componerll Senior (}/ficialsfor Pn·ra<)'- E~amples ofo response 10 advice may mclude: guidance. new procedure. or rraining. 



SORNs Report 

References: Public Law 110-53, Sec. 803, Privacy Act, and OMB Circular A-130, Appendix 1 DON Component: <:Select COmponent> 
Reporting Quarters: FY2013 3rd QTR (Apr. -Jun.) 

REPORTS ARE DUE TO DNS-36 BY C06 JULY 9TH! 

PRIVACY ACT SYSTEM OF RECORDS NOTICES REVIEW REPORT 
Number Reviewe<l this 
quarter/Total reviewe<l . 

How many SORNs reviewed/updated within the past 2 years mandate<l by Circular A-130? 10 to-date 10 <Explain deviation below 11.5% per quarter> 

Number reviewedfTotal 

How many SORNs have been reviewed for "Pending" NARA approve<l retentions? 1 Number 10 <All pertding are reported quarterty> 

SORNs REVIEWED THIS QUARTER 
Accurately Describes 

Federal Register Page Accurately Describes NARA"s Retention & Routine Use Disclosures Is an Exemptions Still SystEm Maintained by OMB Control NumbEr Action REquired from 

SORN ID and NAME NumbE; & Date System of Records Disposal Still Appropriate Required Contractor Requirement Met Review 

N03461·2, POW Follow-up Program 68 FR 35657/16 Jun 03 '~ '~ '5 "" Not maintained b_Y contra· <Select One> <Select One> Alteration 

N06150-1, Medical Department Professional/Technical 
Personnel Dev.,lopment 68 FR 35657/16 Jun 03 '~ '~ '~ "'' Not maintained by contra· <Select One> <Select One> Alteration 

N06150-2, Health Care Record System 68 FR 35657/16 Jun 03 '~ '~ ,., 
'" ·Not maintained by conl:r<t· <Select Or>e>- <Select Or>e> Alteration 

N06150-4, Birth Defects Registry 68 FR 35657/16 Jun 03 '~ 'ffi '~ '" ·Not maintain.,d by contra· <Select One. <Select One> Alteration 

N06320-1, Health Care Accounts and Insurance lnformati 68 FR 35657/16 Jun 03 '~ 
,., 

'~ "' Not maintained by contra· <Select One> <Select one> Alteration 

N06320-3, Quality Assurance/Risk Management 68 FR 35657/16 Jun 03 '~ '~ 
,., '5 ·Not maintained by contra <Select One> <Select One> Alteration 

N06320-4, Blood Donor Files 68 FR 35657/16 Jun 03 '~ '~ ,., 
'~ -Not maintaiood by contr<t· <Select One,. <Select OnE> Alteration 

NM06150-3, Health/Dental Research Center Data File 69 FR 67128/16 Nov 04 '~ '~ 
,., ,., ·Not maintained by contr<; <Select one. <Select One> Alteration 

NM06150-7, Combat Trauma Registly Expeditionary Medi 76 FR28010/H May 11 '~ '5 ,., ,., ·Not maintained by contra <Select One> <Select One> Alteration 

NM06150-5, Millennium Cohort Study 68 FR 35657/16 Jun 03 '5 '~ '5 ,., Not maintaine<l by conl:r<t· <Select One. <Select One> All:l=ration 

Total Number of SORNs Reviewed this Quarter: " 



SECTION 803 OF 9111 COMMISSION ACT OF 2007 
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS 

3RD QTR FY13 (25 JUNE 2013) 

Agency N arne: NH JACKSONVILLE 

Complaint #1 
Description of Complaint: A breach occurred when an employee sent an tmencrypted 
report containing PII to an unintended recipient outside of the network. 
Findings: Infonnation Management software logged an event where patient infonnation 
was sent to an individual outside of the network. The email included PHI, name and 
SSN. The individual was intended for a provider in the hospital but instead was sent to 
an civilian account of a person with the same first name. 
Disposition: The staff members' account was disabled while she completed PII, Cyber 
Awareness and HIPAA training. The concerned staff member was reminded of the 
importance of verifying the e-mail addresses of intended recipients and encrypting patient 
information. Notification was completed to the individual whose infonnation was in the 
email. 

Complaint #2 
Description of Complaint: An active duty staff member complained that her medical 
information had been accessed by her department head. 
Findings: An AHLTA audit was completed and it showed that her information was 
accessed on two occasions. 
Disposition: The department head was education on authorized disclosures and uses of 
health information. More specifically, he was educated on requesting infonnation on 
military members when required to do so in the perfonnance of his assigned duties. 

Agency Name: NAVAL HEALTH CLINIC CHERRY POINT 

Complaint #3 
Description of Complaint: Medical records for a dependent child were not packaged 
individually and sent to a parent. 
Findings: Medical documentation for a dependent child was not properly released to the 
parent. 
Disposition: CIO instructed to send notification letter to patient. Staff member received 
HIPAA training and instructions referencing proper mailing of dependent children's 
medical records. 
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Complaint #4 
Description of Complaint: A patient's medical records were included in another 
patient's medical record. The medical records were returned to the clinic. 
Findings: Multiple staff using the same printer. Second verification check was not 
properly performed. 
Disposition: Staff members received training to confirm patient infonnation before 
releasing medical records. 

Complaint #5 
Description of Complaint: A patient's medical records were sent to the wrong medical 
facility. The medical facility contacted the patient to infonn him of the violation. 
Findings: Staff mislabeled envelope. Second verification check was not properly 
performed. 
Disposition: Staff members received training to confinn patient information and mailing 
labels before releasing medical records. 

Complaint #6 
Description of Complaint: Non custodial parent received immunization information. 
Findings: Legally the parent has the rights to the patients information if no legal 
restrictions are in place. 
Disposition: Informed custodial parent of non custodial parents right. Advised to seek 
legal counsel and place restrictions in child's medical record. 

Agency Name: ( FHCC-GREAT LAKES (N00211)) 

Complaint #7 
Description of Complaint: A DOD Employee stored a document in the SharePoint 
(mysite) containing PHilP II of an active duty service member. 
Findings: Founded 
Disposition: DoD employee has removed the documents from the SharePoint My site. 

Complaint #8 
Description of Complaint: A DOD active duty member took a picture of an unknown 
patient on his cell phone, without authorization, went home and uploaded the picture onto 
his personal facebook 
Findings: Founded 
Disposition: The picture was deleted from the cell phone and facebook. The DOD 
member will be having a review board with our local Senior Enlisted. If no further 
actions on the part of the member are determined to be found by the board, then the 
member will receive formal written counseling/instruction on his actions, how they are 
tmacceptable, and what acceptable behavior is regarding patients and PHI. 

2 



Complaint #9 
Description of Complaint: DOD employee advised another DOD employee what his 
PIN number was. 
Findings: IT specialist witnessed exchange of confidential information. 
Disposition: The user's VA network access was disabled. 

Complaint # 10 
Description of Complaint: A veteran's wristband containing PII/PHI was placed on a 
DOD patient's wrist. 
Findings: Nurse placing wrong wristband identified. Two identifiers not used, per 
policy. 
Disposition: Credit monitoring offered the veteran. Patient incident report completed. 

Agency Name: Naval Hospital Pensacola 

Complaint #11 
Description of Complaint: May 3rd at Naval Hospital Pensacola reported an All Hands 
Email that went out to all of NHP and their underlying Clinics to a total of 1861 staff 
members. The wrong address was selected before sending out. 
Findings: The email was sent out not encrypted. It was recalled when discovered. MID 
did remove it from the server. The email had an attaclunent which included a security 
clearance infonnation and financial information with divorce decree. 
Disposition: The Medical record has not showed up. Letter was.mailed out. Staff 
member took online PHI classes and did further education on electronic safe guards. 

Complaint # 12 
Description of Complaint: May 9'11 at BHC Gulfport a patient requested their record. 
When picking up their record and reviewing it later, miss filing of other medical chits 
were discovered. 
Findings: The documentation of the patient's previous spouse and three other 
independent individual's medical documentation were discovered in the one record. 
Disposition: Education was also done to staff and a re-check process was implemented 
for copying records. Letter went sent out. 

Complaint # 13 
Description of Complaint: May 29'11 at Naval Hospital Pensacola in Inpatient Admin a 
record was discovered that had other individual's chits in it.. 
Findings: The patient record had one other individual's chits in it. The patients both had 
the same first letter of the last name. The chits were removed and filed in the proper 
record. 
Disposition: Education was done on proper filing to staff. No letter was required to go 
out. 
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Complaint # 14 
Description of Complaint: June 21 at Naval Hospital Pensacola MID discovered a un 
accounted laptop. 
Findings: While doing inventory of equipment a Fujitsu laptop was discovered un 
accounted for. It was encrypted and did not show to have ever been plugged into the 
network. 
Disposition: Education was done on with staff on doing regular inventory checks. 
Letters are not required to go out. 

Agency Name: Naval Medical Center Portsmouth 

Complaint #15 
Description of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a 
member of the NMCP staff electronically accessed her medical records without 
appropriate authorization or "need-to-know. 
Findings: Unsubstantiated/Other, see 'Disposition' 
Disposition: Determined by another Agency/Office (Closed). 

Complaint # 16 
Description of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a 
member of the NMCP staff electronically accessed her medical records without 
appropriate authorization or "need-to-know. 
Findings: Unsubstantiated/Other, see 'Disposition' 
Disposition: Determined by another Agency/Office (Closed). 

Complaint # 17 
Description of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a 
member of the NMCP staff placed incorrect information in her electronic medical record. 
Findings: Unsubstantiated/Other, see 'Disposition' 
Disposition: Closed, Complainant did not submit requested information. 

Complaint# 18 
Description of Complaint: Complainant alleges that her husband who works at NMCP 
has been accessing her electronic medical record. 
Findings: Under Investigation 
Disposition: Pending. 

Complaint# 19 
Description of Complaint: Complainant alleges that a member of the NMCP staff has 
been accessing her medical information and disclosing it to individuals in the court 
system without her authorization or a need-to-know. 
Findings: Unsubstantiated 
Disposition: Closed. 

4 



Complaint #20 
Description of Complaint: Complainant alleges that members in her chain of command 
accessed her medical information without a need-to-know or appropriate authorization. 
Findings: Under investigation. 
Disposition: Pending 

Complaint #21 
Description of Complaint: Complainant alleges that a member of the NMCP staff 
electronically accessed his medical records without appropriate authorization or "need-to
lmow. 
Findings: Under investigation. 
Disposition: Pending 

Complaint #22 
Description of Complaint: Complainant alleges that a member of the NMCP staff 
electronically accessed his medical records without appropriate authorization or "need-to
know. 
Findings: Under investigation. 
Disposition: Pending 

Complaint# 23 
Description of Complaint: Complainant alleges that a member of the NMCP staff 
electronically accessed his medical records without appropriate authorization or "need-to
know. 
Findings: Under investigation. 
Disposition: Pending 

Complaint# 2 4 
Description of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a 
member of the NMCP staff electronically accessed her medical records without 
appropriate authorization or "need-to-know. 
Findings: Under investigation. 
Disposition: Pending 

Complaint# 25 
Description of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a 
member of the NMCP staff electronically accessed her medical records without 
appropriate authorization or "need-to-lmow. 
Findings: Under investigation. 
Disposition: Pending 
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Complaint# 26 
Description of Complaint: NMCP staff member identified incorrect infonnation in four 
patients' records. Complainant alleged that incorrect infonnation had been put in her 
sensitive patient record. 
Findings: Unsubstantiated; Request to amend patient records forwarded to System 
Administrator 
Disposition: Amendments pending. 

Complaint# 27 
Description of Complaint: HIP AA Officer at another Covered Entity alleges that 
member at NMCP put incorrect information in one of their active duty members medical 
record. 
Findings: Unsubstantiated; Request to amend patient records forwarded to site System 
Administrator 
Disposition: Amendments pending. 

Complaint #28 
Description of Complaint: HIP AA Officer at another Covered Entity alleges that 
member at NMCP put incorrect information in one of their active duty members 
dependent's medical record. 
Findings: Unsubstantiated; Request to amend patient records forwarded to site System 
Administrator 
Disposition: Amendments pending. 

Complaint #29 
Description of Complaint: NMCP staff member identified incorrect information in 
patient's record. Complainant alleged that incorrect information had been put in her 
sensitive patient record. 
Findings: Unsubstantiated; Request to amend patient records forwarded to System 
Administrator 
Disposition: Amendments pending. 

Complaint #30 
Description of Complaint: Patient at NMCP alleges that incorrect information has been 
put into her medical record. 
Findings: Unsubstantiated; Request to amend patient records waiting for verification of 
alleged error. 
Disposition: Amendments pending. 

Complaint #31 
Description of Complaint: NMCP impermissibly disclosed a patient's Protected Health 
Information to his Chain of Command. 
Findings: Unsubstantiated; 
Disposition: Closed. 
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Complaint #32 
Description of Complaint: Patient's Chain of Command required her to disclosed her 
Protected Health infonnation 
Findings: Substantiated; 
Disposition: Chain of Command inform of privacy policies. Case Closed. 

Complaint #33 
Description of Complaint: Patient's Protected Health information was delivered to 
wrong patient as part of a request for a copy of a medical record. 
Findings: Substantiated; 
Disposition: Case Closed. 

Complaint #343 
Description of Complaint: Patient's Protected Health Information was scanned into 
another patient's medical record. 
Findings: Substantiated; 
Disposition: Case Closed. 

Complaint #35 
Description of Complaint: Patient's request for Protected Health infonnation was not 
complete. The patient requested his inpatient and outpatient medical records and only 
received his outpatient records. 
Findings: Under Investigation 
Disposition: Pending. 

Complaint #36 
Description of Complaint: Complainant received Protected Health Information of 
another patient as part of a request for a copy of her medical records. 
Findings: Under Investigation 
Disposition: Pending. 

Complaint #37 
Description of Complaint: Complainaot's pharmacy medications were given to another 
patient. 
Findings: Under Investigation 
Disposition: Pending. 

Agency Name: Naval Hospital Camp Lejeune 

Complaint #38 
Description of Complaint: Staff took home medical records to complete 
Findings: Staff member admitted to taking home medical records to complete. 
Disposition: Staff member counseled and understands that he cannot take medical 
records home without proper authorization. Low risk, individuals not notified. 
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Complaint #39 
Description of Complaint: Patient complains that daughter's biological father receives 
medical infonnation over the phone on daughter. Daughter is listed under another 
sponsor. 
Findings: No Privacy breach. Child has father's last name and listed under both her 
biological father and sponsor in DEERS. 
Disposition: Biological father has right to minor child's medical infonnation. 

Complaint #40 
Description of Complaint: Patient in Radiology receives wrong CD with incorrect 
patient information on the label. 
Findings: Patient was very rude to staff and in a hurry and may have answered when the 
name of the other patient was called. He grabbed the CD and hurried away without an 
opportnnity to verify. 
Disposition: CD was returned. Was password protected. Low risk, individuals not 
notified. 

Complaint #41 
Description of Complaint: Provider verbally disclosed spouse PHI to patient. Spouse 
complained about breach. 
Findings: The provider realized right away that he accidentally spoke PHI about the 
patient's spouse. The Patient informed his spouse of the breach. 
Disposition: The provider was instructed how to file a privacy complaint, if the spouse 
wished to make a complaint. The provider did apologize to the spouse for his disclosure. 
No complaint has been received by the Privacy Office to date from spouse. 

Complaint #42 
Description of Complaint: Staff member complains that another staff member called 
her ex-boyfriend (whom she has a child with) regarding the status of her surgery. 
Findings: Inconclusive 
Disposition: Ex-boyfriend does not collaborate the story. He works in surgery and he 
was only contacted by the other staff to let him know that of being called into surgery on 
a weekend. He maintains that the infonnation he received about the surgery was from the 
member herself. 
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. Agency Name: Naval Health Clinic Patuxent River 

Complaint# 43: 
Description of Complaint: PII disclosed to incorrect patient. 
Findings: Two patients were assisted at the front desk area in the Military Medicine 
Clinic. An appointment was booked for one patient and his Military ID Card was placed 
on the desk. The first patient left without picking up his 10 Card. The second patient 
came into the clinic for an appointment. After checking into the clinic, he picked up both 
IDs without realizing it. The second patient then present the other patient's ID card for 
his prescriptions not aware that he had the incorrect ID card. 
Disposition: ID card returned to correct person. In-service was held for the Front Desk 
Staff on retuning the patient's ID card directly to the patient and not setting it down on 
the desk for the patient to pick up. 

Agency Name: USNH Rota 

Complaint# 44: 
Description of Complaint: Patient contacted USNH Rota with a complaint of receiving 
another patient's dental data, along with SSN. Patient stated he received an email 
containing dental form, NA VMED 6600/13, which belonged to another patient. 
Findings: NA VMED 6600/13 was sent to incorrect patient/unintended party and email 
was not encrypted. Email was sent from mil. com to mil. com and per DoN Privacy 
Office, notification to the intended party was not required. 
Disposition: Directorate-wide training was provided for dental clinic which included 
HIP AA, PII, and PHI. Procedures for transferring member records were reviewed for 
front desk staff and all members of the clinic. Training petty officer reviewed all training 
records for all members to ensure HIP AA and PII training were current. Members of the 
dental directorate reviewed proper procedures of transferring medical records and 
implications ofHIPAA violations for the hospital, patients, and staff. 

Agency Name: (USNH GTMO BAY) 

Complaint# 45: 
Description of Complaint: Label on prescription medication-two individuals 
involved. First individual had prescription medication filled with label on the meds 
(which had her name and the medication name on it). First patient did ot pick up her 
refill. Medication then had brand new label covering the original label with name on new 
patient. znd patient removed the new label and saw the name of the first individual on the 
old label. 
Findings: Stopped the use of using new labels to cover old labels to save amount of 
containers being used. 
Disposition: Per feedback received from DONCIO this was not a significant issue; 
however, new SOP was put in place for pharmacy and all the techs retrained on not using; 
the new labels to cover old labels on medication containers. 

9 



Agency Name: (USNH SIGONELLA) 

Complaint #46 
Description of Complaint: Complaint from Navy Medicine East Operations 
Department receiving unencrypted e-mail containing PII 
Findings: An International SoS patient tracker, was sent unencrypted by an ISoS staff 
member to a Branch Clinic Staff Member. The Staff Member sent, unencrypted, the same 
tracker, with PII data, dates of birth, name and last four, to Navy Medicine East~ 
Operations Department for routine TRICARE business . The Staff Member was not 
correctly set up to encrypt e-mails. 
Disposition: Worked with Staff Member to correctly set up e-mail account. 
Counseling and education was provided to tl1e individual who's been assigned a remedial 
training. 

Complaint #47 
Description of Complaint: Photographs were scanned into the wrong patient's AHLTA 
medical encounter. The encounter is in Updated status and is sensitive. 
Findings: Provider realized error and immediately contacted the Command HIP AA 
Privacy Officer. to route authorization for explmgement to the Conunanding Officer. 
Disposition: Provider deleted fue note instead of editing it. Staff was advised to use 
extra caution when working with patient medical records and to review the 
documentation at the end of the appointment. 

Complaint #48 
Description of Complaint: Medical report from a local Bahrain provider was scanned 
and unintentionally placed in the wrong patient's AHLTA record. 
Findings: Staff Member realized error and immediately contacted the Command HIP AA 
Privacy Officer to route authorization for expungement to the Commanding Officer. 
Disposition: Expungement authorized by Commanding Officer and Staff was advised to 
use extra caution when working with patient medical records and to review the 
documentation at the end of fue appointment. 

Complaint #49 
Description of Complaint: E-mail containing PII and PHI was erroneously sent 
uncrypted. 
Findings: Staff Member immediately realized mistake and notified the Command 
HIP AA Privacy Officer. 
Disposition: No notification of individual was needed as recipients had a need to know 
and everything happened within DoD firewall. Staff was advised to use extra caution 
when managing e-mail with PII and PHI. 
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_ 803 Report 

References: Public Law 110-53, Sec. 803, Privacy Act, and OMB Circular A-130, Appendix J 

REPORTS ARE DUE TO DNS-36 BY COB JULY 9th! 

Reviews 
Types of Reviews' Number of Reviews 

Privacy Act Statements (PAS)' "" Computer Matching Agreements (CMA5) DPCLO will complete this field 
Section (m) Contract Review 0 

Total Number of Reviews 368 

'A review is a !I auidry lo emure complio!1te nilh requiremem.< eswblished /II comrollingamhorilies such as !he Privacy Acl ofl974, 5 u_s_c 552o and OMB Circ1dur A-130, Appendir 1 
2 

Prit>o<y Acl Statemem revie\\~ <"UW:r fonns a11d suneys revie\n!d by !Ire CmllPOll<'TU Pri\!acy Office_ 

Contractor Responsibilities 
Are contractor(s) aware of Privacy Act responsibilities and DoD 5400. 11-R? 
Have contractor employees completed DoD Component Privacy Act training? 

Prtvacy Complaints and Dispositions 
Type/Nature of Complaint' Number of Complaints Responsive Action Taken' 

11. Process and Procedure' " " '2. Redress" 0 

3. Operational' 0 
4. Referred to Other Agency 0 
4. Other, Please Explain 0 

Total Number of Complaints this Quarter " 

DON Component: 
Reporting Quarters: FY2013 4th QTR (Jul.- Sep.) 

'"' 
'"' 

Pending" 

' 

2 
A complt!im L< an ossenion allegiJ!g a violalion afpri•'acy and/orch1/ liberties_ Privacy comploims !ypica/jy alkge violaliollsoj-(1) process and prl)(:edura/ is;·11es (COIISelll, col!ectian, disc/o.<ure. and 110/it:e); (2) redress (non-Privacy Act inquiries seeking resohaion ofdifficuliies abow 

privaq mailers); or (3) operatUmal issues (Pri110cy Act moilers JWI indudi~tgrequesls[oraccess, disclosure, andloramendme!!l) 
3 

&spom;;,,. acti11n1akc11 '"'''""' d•e complailltHm revie"d and a r<:~fJO">iW actio11 H!ZS tak<:11 and/or the complaill/ >><IS ,e;ul•"'"· 
4 

Pending means t!UIIlhe complaiJI/ is behJg rHie~<ed 10 detennh!t' the responsive action and/or re.mlutiOJL 
5 Proc·ess and procedural issues: comem. calfecrion. disclosure, alld oolice_ 
6 Redress: Non-Prh·aq Au inquiries .<eekillg resolmion ofdifficulries abom privacy mailers_ 
- Operalim1al issues: Privacy Ac·t maua.• not including reques/sfar access. djst/w;ure, andloramendmem. 

Type of Advice Provided and the Resoonse to Advice 
Advice Provided8 Response to Advice 9 

8 Advli::e provMed is the urill~n i:m1a11ce of politieS. procedure.<, or guidance penaining 10 pri1·ar:y issu~d by: (/) rile Heads of the OSD and DoD Componems; or/2) Campanelli SeniorOfftdalsfor Priw::cy_ 
9 RespmiS~ 10 advice is Spt'cific acdon wken by a DoD Campanelli imp!emcmitJg 1he 11d1·in! provided by (1) the Heads of/he OSD and DoD Componetus; or (2) Campanelli Senii!r OJ]idalsfor Privacy. Examples o,( a response to advil:e may indude: guidance, new procedure, or lraillillf:. 
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NME COMBINED SECTION 803 OF 9/11 COMMISSION ACT OF 2007 
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS 

4TH QTR FY13- JULY 1, 2013- SEPTEMBER 30, 2013 

BUMED COMPLAINTS 

Agency Name: ( FHCC-GREAT LAKES (N00211)) 

Complaint #1 
Description of Complaint: One Navy Corpsman exposed PII without encryption 
Findings: Founded 
Disposition: Corpsman educated and ticket closed. 

Agency Name: NH CORPUS CHRISTI 

Complaint #2 
Description of Complaint: A staff member working in the call center at NHCCC filed 
complaint stating that her coworker counseled a patient in the work area and she 
overhead it. 
Findings: It was confinned that the co-worker did hear the conversation but reasonably 
safeguards were used in this case. 
Disposition: Resolved. The complainant was notified. No breach was reported but staff 
was advised that more safeguards shall be used to avoid overhearing of conversation as 
much as possible. 

Complaint #3 
Description of Complaint: Mental health provider complained that a medical records 
staff member access and printed mental health notes. 
Findings: It was confirmed that staff members were printing these notes and did so 
within their line of work of verifying patient charts and reconciling all notes from 
ALTHA into the official record (STR). 
Disposition: Resolved. The complainant was notified. No breach was reported because 
staff was working within their scope. The provider was advised that if they did not want 
notes put in the official record they should not be placed in ALTHA. 

Naval Medical Center Portsmouth 

Complaint #4 
Description of Complaint: A staff member scanned wrong information into a patient's 
electronic health record. 
Findings: Substantiated 
Disposition: In the process of being expunged. 

Complaint #5 
Description of Complaint: A patient took photos of another patient's PHI left 
unattended in an exam room and reported the incident. 
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Findings: Substantiated 
Disposition: Procedural update. Case Closed 

Complaint #6 
Description of Complaint: Patient provided medical documentation from another 
hospital and was lost by the Emergency Room. · 
Findings: Unsubstantiated 
Disposition: Documentation was located in Emergency Room patient record and 
retumed to patient. Case closed 

Complaint #7 
Description of Complaint: Member alleges another staff member entered electronic 
health record without the need to know. 
Findings: Unsubstantiated 
Disposition: Case Closed 

Complaint #8 
Description of Complaint: Member alleges another staff member entered electronic 
health record without the need to !mow. 
Findings: After contacting patient several times, patient failed to file a formal complaint. 
Unsubstantiated 
Disposition: Case closed 

Complaint #9 
Description of Complaint: Patient alleges a staff member violated his privacy rights by 
denying him access to his medical records 
Findings: Substantiated 
Disposition: Procedural Change. Member provided copies of medical record. Case 
closed 

Complaint #I 0 
Description of Complaint: Staff member alleges another staff member entered his 
wife's Electronic Health record without the need to know. 
Findings: Ongoing 
Disposition: TBD 

Complaint #II 
Description of Complaint: Complaimmt alleges that members in his chain of command 
accessed her medical information without a need-to-know or appropriate authorization. 
Findings: Unsubstantiated. 
Disposition: Closed 

Complaint # I2 
Description of Complaint: Complainant alleges that members in her chain of command 
accessed her medical information without a need-to-lmow or appropriate authorization. 
Findings: Unsubstantiated. 
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Disposition: Closed 

Complaint# 13 
Description of Complaint: Complainant alleges that member in her chain of command 
accessed patients medical information without a need-to-know or appropriate 
authorization. 
Findings: Substantiated. 
Disposition: Closed 

Complaint #14 
Description of Complaint: (SJA Office (Legal) Health & Human Services) Complainant 
alleges that NMCP staff disclosed her medical information to persons that did not have a 
need-to-know or without appropriate authorization. 
Findings: Under Investigation. 
Disposition: Pending 

Agency Name: NAVAL HEALTH CLINIC CHERRY POINT 

Complaint# 15 
Description of Complaint: A patient was given images of another patient's surgery. 
They were printed on the same sheet as the patient's surgical images. 
Findings: Ambulatory Surgery Unit equipment printed images of another patient's 
surgical images on the same sheet as a patient who received surgery that same day. The 
staff did not follow standard operating procedure to clear the images from the previous 
surgery prior to taking more images for the next patient's surgery. HIPAA Privacy 
Officer was notified who in turned notified the CIO of incident. 
Disposition: CIO instructed no notification was required since the images did not 
contain anything harmful to the patient. Staff member received training and instructions 
for second check prior to giving infonnation to the patient. 

Agency N arne: Naval Hospital Pensacola 

Complaint# 16 . 
Description of Complaint: On September 24'h NHP was notified of a patient's medical 
record that was sent through certified mail and incorrectly delivered by the US Postal 
Service. 
Findings: Medical record was lost in the mail. 
Disposition: Currently working with the US Postal Service to find out the current status 
of the package to verify if it has been recovered. 

Complaint # 17 
Description of Complaint: On September IS'h NHP pulled an audit regarding an active 
duty member went into the electronic medical records of two active duty personnel whom 
he was not providing any patient care to and looked at their labs, previous encounters, 
and information related to any problems with their medical care. 
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Findings: The active duty member was not authorized to look at these member's health 
infonnation. The two member's information he looked at had the same name with 
different spellings. 
Disposition: Active duty member's whose records were accessed were notified and 
disciplinary action is being taken on the member who accessed their records. 

Complaint # 18 
Description of Complaint: On August 21st NHP was notified that an encrypted email 
was sent with a patient's personal infonnation to a staff member who was not authorized 
to receive such information on the individual. 
Findings: The staff member who received the email was incorrectly sent the information 
due to his name being similar to the proper recipient's name. The staff member who did 
receive the information emailed the sender ilmnediately and notified them of the error. 
Disposition: Education on improved attention to detail. 

Complaint # 19 
Description of Complaint: On August 16'11 NHP was notified that a staff member sent an 
unencrypted email containing full social security numbers of six military personnel. 
Findings: Email was sent to one individual. 
Disposition: Conducted training on the use of encrypted email n:iessages. 

Agency Name: Naval Health Clinic Quantico 

Complaint #20 
Description of Complaint: Complaint from patient that nurse faxed referral containing 
PII to patient's place of work. 

Findings: Nurse tried to contact patient to provide referral. Patient worked the overnight 
shift and could not be reached during normal business hours. Nurse then sent referral 
containing PII data and name to patient's place of work. Fax was received by the 
patient's supervisor and placed in his office mailbox. 

Disposition: Department Head of the nurse was notified who in-tum counseled and 
provided further training to the employee on HIP AA and PII. 

Agency Name: Naval Hospital Camp Lejeune 

Complaint #21 
Description of Complaint: Photos talc en of patient injury on smart phone 
Findings: Staff member took photos of patient unique injury with no identifiers 
Disposition: Incident occurred in the Emergency Department. According to DH, photos 
were deleted by staff member while DH watched. Conducted additional HIP AA training 
on instructed proper procedures of requesting patient injmy photos. Note: Complaint not 
initiated by patient, however, patient was contacted. 

Complaint #22 
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Description of Complaint: Patient spouse complains that she overheard medical staff 

members refer to her husband as "psych patient" 
Findings: No privacy Breach. 
Disposition: Staff speaking to other staff members. Charge nurse verbally reprimanded 

the staff and spoke to the patient spouse, resolving the issue. 

Complaint #23 
Description of Complaint: Nursing station has no privacy 
Findings: Nursing station lacked monitor privacy screens 
Disposition: Nursing station temporary and very small patient treatment room. 
Minimum had privacy screens placed on computer monitors. Recommended curtain, 

however, could not be done because oflighting. Area too small to consider any other 

barriers. 

Complaint #24 
Description of Complaint: Unauthorized patient record access ALHTA 
Findings: No findings 
Disposition: AHLTA audit inconclusive. Patient hard copy record at BAS, not hospital, 

however, compliant is that a contract worker from hospital accessed the record. No such 

evidence could be found. 

Complaint #25 
Description of Complaint: Radiology refusing to provide staff member infonnation via 
email for Suitability screening purposes. 
Findings: Creating unnecessary barrier to patient care 
Disposition: Radiology staff provided information on the proper way to send PiliP HI 

through email. 

Complaint #26 
Description of Complaint: Email sent to group with attachment that had. SSN 
Findings: Low risk incident 
Disposition: Email was sent to Naval HospitallO staff members, all with verified 
HIP AA training. Provided training on sender and receiver email responsibility. 
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Garcia. Della W CIV USN BUMED FCH VA (US) 

From: 
Sent: 
To: 
Cc: 

Subject: 

Good afternoon. 

Garcia, Della W OV USN BUM ED FCH VA (US) 
Thursday, October OS, 2017 3:28PM 
'Winston, Wendy A OV OJAG, CODE 14' 
Inch, Adam E LCDR USN NAVOVLAWSUPPACT DC (US); Myers, Pamella A CAPT USN 
BUMED FCH VA (US) 
RE: FOIA Appeal !CO Mr. Robert Hammond DON-NAVY-2018-000111 

I received your email and will get the items to you as quickly as possible--cert ainly by the 19th. 

In t he meantime, please give me a call at the number below or on my cell a~ if you need anything else. 

v/r Della 

Della W. Garcia 
FOIA/PA Paralegal Specialist 
Bureau of Medicine and Surgery 
Medical-Legal Affairs Office 
7700 Arlington Blvd Ste OlmJ 
Fa lls Church, VA 22042-5124 

COMM (b)(6) 

~mail.mi l 

FOR OFFICIAL USE ONLY (FOUO)- PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil 
and criminal penalties. 

-----Original Message-----

(b) (6) From: Winston, Wendy A CIV OJAG, CODE 14 [mailto @navy. mil] 
Sent: Thursday, October 05, 2017 2:40PM 
To: Garcia, Della W CIV USN BUM ED FCH VA (US) 
Cc: Inch, Adam E LCDR USN NAVCIVLAWSUPPACT DC (US) 
Subject : FOIA AppeaiiCO Mr. Robert Hammond DON-NAVY-2018-000111 

Good Afternoon, 

We just received a FOIA appea l from Mr. Robert Hammond; origina l request 
number DON-NAVY-2017-009256 (F17-073). Could you please provide to us, by 19 Oct 2017. 

1) A brief memo justifying the withholding of responsive information also include the search that was conducted. 
2) A copy of any correspondence between your command and the requester {both 
emails and written correspondence). 
3) A copy of all responsive records redacted and unredacted. 

Thank you and have a great dayl 

1 
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Very respectfully, 

Wendy A. Winston 

Paralegal Specialist (FOIA/PA) Coordinator 
Office of the Judge Advocate General 
General Litigation Division (Code 14) 
1322 Patterson Avenue, SE, STE 3000 

Washi Yard, DC 20374 
TE L: 
DSN: Q IIRI~ 
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Garcia, Della W CIV USN BUMED FCH VA (US) 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 
Signed By: 

Good Afternoon, 

Winston, Wendy A CIV OJAG, CODE 14 ~navy.mil > 
Thursday, October 05, 2017 2:40PM 
Garcia, Della W OV USN BUMED FCH VA (US) 
Inch, AdamE LCDR USN NAVCIVLAWSUPPACT DC (US) 
FOIA Appeal ICO Mr. Robert Hammond DON-NAVY-2018-000111 

70 FY 2013 Quarterly PA Reports.w attachments.pdf 
.mil 

We just received a FOIA appeal from Mr. Robert Hammond; original request 
number DON-NAVY-2017-009256 (F17-073) . Could you please provide to us, by 19 Oct 2017. 

1) A brief memo justifying the withholding of responsive information also include the search that was conducted. 
2) A copy of any correspondence between your command and the requester (both 
emails and written correspondence). 
3) A copy of all responsive records redacted and unredacted. 

Thank you and have a great day! 

Very respectfully, 

Wendy A. Winston 
Paralegal Specialist (FOIA/PA) Coordinator 
Office of the Judge Advocate General 
General litigat ion Division (Code 14) 
1322 Patterson Avenue, SE, STE 3000 
Washington Navy Yard, DC 20374 
TEL: 
DSN (b) (6) 
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Garcia. Della W CIV USN BUMED FCH VA (US) 

From: 

Sent: 
To: 
Cc: 
Subject 

Good aft ernoon. 

Garcia, Della W ClV USN BUMED FCH VA (US) 
Thursday, October 19, 2017 1:16PM 
'Winst on, Wendy A CIV OJAG, CODE 14' 
Inch, Adam E LCDR USN NAVClVLAWSUPPACT DC (US) 
RE: FOIA Appeal ICO Mr. Robert Hammond DON-NAVY-2018-000111 

I have forwa rded the requested documentation to you at~navy. mil via AMRDEC. 

Please let me know if you need anything e lse. 

v/r Della 

Della W. Garcia 
FOIA/PA Paralegal Special ist 
Bureau of Medicine and Surgery 
Medical-Legal Affairs Office 
7700 Arlington Blvd St e WJI(IJ 
Falls Church, VA 22042 -5124 

COMM (b) (6) 
-~mail.mi l 

FOR OFFICIAL USE ONLY (FOUO)- PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil 
and criminal penalties. 

----Original Message-----

From: Winston, Wendy A CIV OJAG, CODE 14 [mailto:~navy.mil) 
Sent: Thursday, October 05, 2017 2:40PM 
To: Garcia, Della W CIV USN BUM ED FCH VA (US) 
Cc: Inch, Adam E LCDR USN NAVCIVLAWSUPPACT DC (US) 
Subject: FOIA Appea l ICO Mr. Robert Hammond DON-NAVY-2018-000111 

Good Afternoon, 

We just rece ived a FOIA appea l f rom Mr. Robert Hammond; or iginal request 
number DON-NAVY-2017-009256 (F17-073). Could you please provide to us, by 19 Oct 2017. 

1) A brief memo justifying the withholding of responsive information also include the search that was conducted. 
2) A copy of any correspondence between your command and t he requester {both 
emails and written correspondence). 
3) A copy of all responsive records redacted and unredacted. 

Thank you and have a great day! 
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Very respectfully, 

Wendy A. Winston 
Paralegal Specialist (FOIA/PA) Coordinator 
Office of the Judge Advocate General 
General Litigation Division (Code 14) 
1322 Patterson Avenue, SE, STE 3000 WasNfiil'rd, DC 20374 
TEL: I e 
DSN 
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Garcia, Della W CIV USN BUMED FCH VA (US) 

From: 
Sent: 

Winston, Wendy A CIV OJAG, CODE 14 ~navy.mil> 
Thursday, October 19, 2017 4:25 PM 

To: Garcia, Della W CIV USN BUMED FCH VA (US) 
Cc: Inch, AdamE LCDR USN NAVCIVLAWSUPPACT DC (US); Yost, Adam B LCDR USN 

COMNAVLEGSVCOM DC (US) 
Subject: 
Signed By: 

~reo Mr. Robert Hammond DON-NAVY-2018-000111 

~navy.mil 

Good Afternoon Ms. Garcia, 

I am in receipt of the AMRDEC files. Thanks! 

v/r 
Wendy A. Winston 

~----Origin a I Message-----
From: Garcia, Della W CIV USN BUM ED FCH VA (US) [mailto @mail.mil] (b) (6) 
Sent: Thursday, October 19, 2017 1:16PM 
To: Winston, Wendy A CIV OJAG, CODE 14 
Cc: Inch, AdamE LCDR OJAG, Code 14 
Subject: RE: FQIA AppeaiiCO Mr. Robert Hammond DON-NAVY-2018-000111 

Good afternoon. 

I have forwarded the requested documentation to you at 

Please let me know if you need anything else. 

v/r Della 

Della W. Garcia 
FOIA/PA Paralegal Specialist 
Bureau of Medicine and Surgery 
Medical-Legal Affairs Office 

7700 Arl ington Blvd Ste
Fa lis Church, VA 22042-5124 

COMM (b) (6) 

(b) (6) ., mail. mil 

(b) (6) @navy.mil via AMRDEC. 

FOR OFFICIAL USE ONLY (FOUO)- PRIVACY SENSITIVE. Any misuse or unauthorized 
disclosure may result in both civil and criminal penalties. 

-----Original Message-----
From: Winston, Wendy A CIV OJAG, CODE 14 [mailto 
Sent: Thursday, October 05, 2017 2:40 PM 

(b) (6) • navy.mil] 

1 
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To: Garcia, Della W CIV USN BUM ED FCH VA (US) 
Cc: Inch, Adam E LCDR USN NAVCIVLAWSUPPACT DC (US) 
Subject: FOIA AppeaiiCO Mr. Robe rt Hammond DON-NAVY-2018-000111 

Good Afternoon, 

We just received a FOIA appeal f rom Mr. Robert Hammond; original request 
number DON-NAVY-2017-009256 (F17-073). Could you please provide to us, by 19 bet 2017. 

1) A brief memo justifying the withholding of responsive information also include t he search that was conducted. 
2) A copy of any correspondence between your command and the requester (both 
emails and written correspondence). 
3)·A copy of all responsive records redacted and unredact ed. 

Thank you and have a great day! 

Very respectfully, 

Wendy A. Winston 
Paralegal Specialist (FOIA/PA) Coordinator 
Office of the Judge Advocate General 
General Litigation Division (Code 14) 
1322 Patterson Avenue, SE, STE 3000 
Washington Navy Yard, DC 20374 

TEL: 
DSN (b) (6) 
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DEPARTMENT OF THE NAVY 
BUREAU OF MEDICINE AND SURGERY 

7700 ARLINGTON BOULEVARD 
FALLS CHURCH, VA 22042 

From: Chief, Bweau of Medicine & Surgery 
To: Assistant to the General Counsel 

IN REPLY REFER TO 

5720/F17~073 

Ser~OOJE/171J~OOJ0222 
October 19, 2017 

Subj: FOIA APPEAL IN THE CASE OF MR. ROBERT HAMMOND 

Ref: (a) 5 USC § 552 Freedom of Infonnation Act (FOIA) 
(b) 32 CFR § 701 et. Seq. 
(c) SECNA V Insh11ction 5720.42F 

Encls: (1) Mr. Hammond's request 
(2) BUMED's interim response to Mr. Hammond 
(3) BUMED's final response to Mr. Hammond with attachments, redacted 
(4) Responsive documents, unredacted 

1. Mr. Hammond submitted a request, dated August 7, 2017, to Chief ofNaval Operations 
Freedom of Information Act (FOIA) office via FOIA on-line and subsequently forwarded a copy 
of his request to Mr. ~a email on August 7, 2017. The Bureau of Medicine and 
Surgery's (BUMED) FOIA office received Mr. Hammond's request on August 8, 2017. In his 
request, he sought, "FY 2013 Quarterly Privacy Act Reports including fonvarding 
correspondences thereof (whether by email, fax or other) and any attachments." 

2. Upon receiving Mr. Hammond's request, BUMED began working with Mr. [ti)~o 
obtain the requested material as he is the Privacy Act coordinator for BUMED. ~r· ~was 
to gather the material requested by Mr. Hammond and provide it to the FOIA coordinator for 
review and direct response to Mr. Hammond. It was subsequently discovered that Mr. 
did not possess the matelial from the timefram.e Mr. Hammond requested as Mr. assumed 
his position post 2013. When that was discovered, BUMED sent Mr. Hammond an interim 
response on September 6, 2017 informing him that we were in the process of gathering the 
requested material and that we expected to complete his request by September 20, 2017. 

3. Mr. ~redecessor, Ms. Della Garcia searched BUMED's records to locate the material 
sought by Mr. Hammond and could not locate documents responsive to his request as we follow 
the guidance established in the Department of the Navy Records Management Program which 
establishes policies and procedures for life cycle management (creation, maintenance, use, and 
disposition) of Navy records. Guidance only requires the requested infom1ation to be maintained 
for two years. 

4. In an effort to provide Mr. Hammond information, BU~D contacted the DON Navy FOIA 
office to obtain copies of the FY 2013 Quarterly Privacy Act Reports BUMED submitted to 
them. DON Navy FOlA provided copies ofBUMED's submissions and we subsequently 
released them to Mr. Hammond on September 20, 2017. 



5720/F17-073 
Ser MOOJE/17UM0010222 
October 19> 2017 

5. The documents provided to Mr. Hammond were redacted by removing certain identifiers in 
accordance with the Freedom oflnfonnation Act, 5 U.S.C. § 552 (b)(6) to prevent a clearly 
unwananted invasion of personal privacy. The material redacted was Military Treatment 
Facility names and they were removed because the narratives associated with them contained 
details that one familiar with the case could easily identifY the individual based upon the location 
of the privacy violation. Some violations were so unique that coupled with the location, an 
individual's identity and thus privacy could easily be disclosed. 

my point of contact is Ms. Della vV. Garcia, who may be contacted at 
~~!!!!!or (b) (6) 

Sincerely, 

U~6 
P. A. MYERS 
Captain 
Judge Advocate General's Corps 
United States Navy 
Staff Judge Advocate 
By direction of the Chlef, 
Bureau of Medicine and Surgery 
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Mr. Robert Hammond 

(b) (6) 
Dear Mr. Hammond, 

DEPARTMENT OF THE NAVY 
BUREAU OF MEDICINE AND SURGERY 

7700 ARLINGTON BOULEVARD 
FALLS CHURCH, VA 22042 

IN REPLY REFER TO 

5720/Fl7-073 
Ser MOOJE/1 7UMOOJ0200 
September 20, 2017 

SUBJECT: FREEDOM OF INFORMATION ACT (FOlA) REQUEST - BUMED Fl7-073 

This is a supplemental response to your Freedom oflnformation Act (FOIA) request of 
August 7, 2017 to the Chief of Naval Operations Freedom of Information Act office. In your 
request, you are seeking FY 2013 Quarterly Privacy Act Reports including "forwarding 
correspondences thereof (whether by email, fax or other) and any attachments." 

Under the guidelines of the FOIA I have reviewed the responsive documents over which 
BUMED has cognizance, determined that they are releasable under FOIA and have enclosed 
them; however, certain identifiers have been removed in accordance with the Freedom of 
Information Act, 5 U.S.C. § 552 (b)(6) to prevent a clearly unwarranted invasion of personal 
privacy. 

Additionally, BUMED does not possess documents responsive to your request for 
"forwarding correspondences thereof (whether by email, fax or other) and any attachments" as it 
follows the guidance established in the Departmen~ of the Navy Records Management Program 
which establishes policies and procedures for life cycle management (creation, maintenance, use, 
and disposition) of Navy records. 

Since your request bas been partially denied, you are advised of your right to appeal this 
determination in writing. Such an appeal, if any, should be addressed to: 

Office of the Judge Advocate General (Code ] 4) 
Washington Navy Yard 
1322 Patterson A venue 
Washington D C 20374-5066 

The appeal must be received within 90 calendar days from the date of my Jetter and a 
copy of this correspondence should be attached, along with a statement regarding the basis of 
your appeal. It is recommended that the letter of appeal and the envelope both bear the notation, 
"Freedom of Information Act Appeal." 

For this determination, you have the right to seek dispute resolution services from the 
DoD Navy Component FOIA Public Liaison, Mr. Chris Julka, at Christopher.a.julka@navy.mil 
or (703) 697-0031. 



5720/F17-073 
Ser MOOJE/17UMOOJ0194 
September 20, 2017 

There are no assessable fees associated with the processing of your request. If you have 
· nt of contact ~arcia, who may be contacted at 

· ·or~ · 

Sincerely, 

~-e 
P. A. :tviYERS 
Captain 
Judge Advocate General's Corps 
United States Navy 
Staff Judge Advocate 
By direction of the Chief, 
Bureau of Medicine and Surgery 

Enclosure: FY13 Quarterly Privacy Act Reports 
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References: Public Law 110"53, Sec. 803 and OMB Circular A-130, Appendix I 

Types of Reviews' 

Privacy Act Statements (PAS) 

Computer Matching Agreements (CMAs) 

Section (m) Contractor Review 

Number of Reviews 

so 
DPCLO will complete thi5 field 

' Total Number of Reviews 52 

803 Report 

DON Component: BUMED 

Reporting Quarters: FY2013 1st QTR {Oct.- Dec.) 

REPORTS ARE DUE TO DNS-36 BY COB JAN 8TH1 

Reviews 

' A n•r·icll' is Wl a<·iidl_v 10 t'll'>!tl"<' c·omp/iunee ll'ilh requii"<'IT/Ci!'-< e.wuhli.<lreJ rn cmuml/ii!J< IJU/!rorilie.> slid< as rhe Prir-il<Y Acl of !Y74, 5 U.S.C 551a; OMB Circular A-1 :w. App<.'lliix ]; and OMB Mt'mo M-1!7-!6_ Example.< o/re•i<·"~ mav i11dude a Primc:v im(lli<'I A_n-,_wme!JI. 

OMB Cin ular A-1311 Prir·acy A<·l re1'ie11~ (II<~•· and updated .•v-<l<'m f!f'rec-orJ.,- nTinto< und rev!""" of proposed mh·.> fi>r Primcy Au c-rempliom-), or OMB Cin•11iar A-130 Compu/t'r Marching n•r·icll"-

L 
Are contractor(s) aware of Privacy Act responsibilities and OoD 5400_ 11-R? 

Have contractor employees completed DoD_ ~omponent Privacy Act ~~~ining? 

Type!N<1ture of Complaint' 

1. ProCess and Procedure' 

2.. Redress' 

3. Operational7 

4. Referred to Other Agency 

4. Other, Please Explain 
Total Number of Complaints this Quarter 

Number of Compl<~ints 

" 
0 

0 

4> 

Contractor Responsibilities 

Privacy Complaints and Dispositions 
Responsive Action T<!ken·' 

;o 

;o 

<Select One> 
<Select One> 

Pending' 

" 

" 
' A c·omp/aint ;,· "" llS.\'erlionallegmg 11 1'1oi11UoJJ ojjJri\'llcy andk1r c-ivillilnmit'.'· Prh'acv complaims typic-a/('' aile?<' vio/au,ms of (I) pmn• . .s """ f>r'"·eJurol ''·''"''-" f<·onst'/11. collection Jisc-/o.\111'<'. auJ 1/0ii<·d; /1) n·Jress (llm>-PrhYJ<:o Acl i11quirie.< ,,-,,eking l'<'_m/ruirm of' 

difjhuliies a!Jow privacy ma/lt'TSI; or (31 operaliallal iS.\'!ICS (Privac:v A(·/ mailers !WI i11dudir~g reque.<l.ljara,·(·cs.<. disclosure, andioramendmenl) 
3 R~.<J'<m.l'il'<' action wken mean-; 1he mmp/ailll \\<IS rev[e,.l'd und a rt'-<fXmsh·e aNiml \\VS raken aud/11r rll<' eomplaim rms n•so/l·ed. 

' Pc11di111! m<·an< tlrattlw t·mnplaim 1\' n~~rg ren'cwed 10 dt'f<'rmine rhe re.\'{mllsive actimr a"d/CJr re.<r!hlllon 

·' Proce.\'.1' and proc·edurol issue.\·: l'OJI.\'<'111, co!/ec-lillll, di.l'c/Miin?, and 111HU·e 

0 R<•dtcss: Ntm-Pril'<l<y Au i11quirk1 .\·eekill;? rcso/urio11 qf dljf!'cuili<·~ ahmu prim<y muliers_ 

• 0{1<'rorional issue.\·: Primcy Ac-t mmle1:1· JIIJI indudinx l'<'q<wst.•foracn'.~l. di.w·lo"rr<'. andlorameudm~m 

Type of Advice Provided and the Response to Advice 

Advice Provided" Response to Advice9 

" Adnt·e pmr,ided is tire "''illen i.I'SII<l>l<'<' of' policies, pmccdw·es, or xuidance per!uillinl! w pril-aq [,\'Oiled !Jy: II) tire H~ad.<ofthe OSD a11d De>D Compm!<'!ll.•: or (1) Componelll SeJJi<>r 0(/lcia/s j(,r Primq 

' Re.\f'""-"' to udv1cc ;,, . . \'[l<'clfi<' aclimr laken hy a DoD Compunmr imp/,•mentinx 1h adm-e provided hy (/) t/1<• Head.< '!fill<' OSD and DoD Comp<mel11>; or f]) Co!llf'<IIJ<'!j/ S..'niorOJPcials for Pm•aq_ Examples of a r~.l'f'l/!1.\'e 10 adl'il'<' may inc-/11de -~~ridaJJc·e. llcll'procedrm•. "' 

lrailli!l/!. 



SORNs Report 

References: Public Law 110-53, Sec. 803 and OMS Circular A-130, Appendix t DON Component: 

Reporting Quarters: 

REPORTS ARE DUE TO DN$-36 BY COB JAN !tTH! 

PRIVACY ACT SYSTEM OF RECORDS NOTICES REVIEW REPORT 

How many SORNs reviewedfupdated within the past Z years mandated by Circular A-130? 

Number Reviewed this 
quarter/Total reviewed 
to-date <Explain deviation below 12.5% per quarter> 

How many SORNs have been reviewed for ··pending" NARA approved retentions? 

SORN lD and NAME 

Federal Register Page 
Number ll: Date 

NJ615Q-1 Medical Dep.;.ttment Profess!on!Technical PersormeJ Development 

NQ615Q-2 HeaKh Care Record System 

N0632CI-1 Health care Acr:ounts and Insurance lnform..tian 

N0632Q-3 Quality AssuranWRisk Management 

NQ632G-4 Blood Donor Files 

Total Number of SORNs Reviewed this Quarter: 

Number reviewed/Total 
Number <All pending are reported quar~e~ly> 

SORNs REVIEWED THIS QUARTER 
Accurately Describes 

Accurately Describes NARA"s Retention & Routine Use Disclosures Is an Exemptions Still 

System of Records Disposal Still Appropriate Reqtrired 

«> '"' '"' '"' ,., ,., ,., ,., 
,., 

'"' 
,., ,., 

,., ,., ,., ,., 
,., ,., ,., ,., 

(Select One) (Select One) (Select One) (Select One) 

(Select One) (Select On"-) (Select One) (S,.Iect One) 

(Select One) (Select on .. ) (Select One) (Select One) 

BUMED 

FYZ013 1st QTR (Oct. -Dec.) 

Section (m) Contractor OMJI Control Number 
Reqtrirement Met Review Complete 

,., 
,., 
,., 
'"' ,., 

(Select One) 

(Select One) 

(Select One) 

{Select One) 

(S<O!ecl One) 

(Select One) 

1st QTR (Oct-Dec) 

2nd QTR IJan·Mar) 

3rd QTR (Apr-Jun) 

4th QTR (Jut-Sept) 



BUREAU OF MEDICINE AND SURGERY 

SECTION 803 OF 9/11 COMMISSION ACT OF 2007 
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS 

1ST QTR FY13- OCTOBER 1, 2012- DECEMBER 31,2012 

A N 
(b)(6) 

gency arne: 

Complaint# I 
Description of Complaint: Naval Branch Health Clinic 

151151 
reported a missing 

Medical Board package. 
Findings: The mail receipts show that the Medical Board package was mailed from 

lbH61 and was signed for by the mail room . 
. Disposition: The Medical Board package was found at the lb 115 ' Clinic. A close 
out report was being filed. 

Complaint #2 
Description of Complaint: 22 patient forms were discovered in a hotel room in 

(b) (5) 

Findings: An Army Government worker was checking out oftheib1151 and 
was checking the drawers and discovered the forms. The concerned individual placed the 
forms in FED EX immediately to1

b
1 161 for examination. 

Disposition: The case was turned over to Command Legal. AHLT A inquiry was 
initiated on all 22 patients. Letters were sent out. 

Complaint #3 
Description of Complaint: 15 Medical Records were discovered on a window ledge on 
the ward floor at 1b1151 

Findings: Patient Spouse while walking the ward floor came across the Medical Records 
on the ledge and reported it to staff nurse. 
Disposition: Concern was reported to duty COC and PAD filed report within required 
time frame. The case was turned over to lbl 

161 Legal. 

Complaint #4 
Description of Complaint: Concerned ex-significant other states that she believes her 
child's father whom is Active Duty at 1b1161 may be looking in their child's medical 
record. 
Findings: AHLTA inquiry was ran. 
D. . . Th d tb>i"> tsposttlon: e case was turne over to Legal. 



Agency Name: lbi ''' 

Complaint# 5 
Description of Complaint: Complaint submitted from former employee that her PI! was 
disclosed without authorization to another employee. 
Findings: The complaint is still pending investigation due to review of emails and 
witness statements. To datelb1

(6
1 has not been able to validate the complaint; 

however, the agency believes the disclosure, if it occurred, was not malicious based on 
preliminary findings and the complaint would have been incidental with minimal 
disclosure. 
Disposition: A review of policies and practices were conducted per current standard 
operating procedure. Investigation is still pending. 

(b) (6) 

Complaint #6 
Description of Complaint: A patient requested to have a diagnosis expunged from her 
medical record. 
Findings: unsubstantiated, denied 
Disposition: Complaint Closed 

Complaint #7 
Description of Complaint: Unauthorized disclosure of a paiient' s PH!. 
Findings: substantiated 
Disposition: Complaint Closed 

Complaint #8 
Description of Complaint: Unauthorized disclosure of a patient's PHI 
Findings: substantiated. 
Disposition: Complaint Closed 

Complaint# 9 
Description of Complaint: Unauthorized disclosure of a patient's PHI 
Findings: unsubstantiated 
Disposition: Complaint Closed 

Complaint #I 0 
Description of Complaint: Unauthorized disclosure of a patient's PHI and accessing the 
HER without the need to know. 
Findings: Investigation is ongoing 
Disposition: Pending 

Complaint #II 
Description of Complaint: Unauthorized disclosure of a patient's PHI. Clinic phone was 
forwarded to a patient's personal cell phone. 
Findings: Substantiated. 
Disposition: Complaint Closed 
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Complaint # 12 
Description of Complaint: Staff member forwarded PHI from a government computer to his 
personal computer at home. 
Findings: Investigation is ongoing.· 
Disposition: Pending 

Complaint # 13 
Description of Complaint: Staff member alleges other staff members accessed her PHI 
without the need to know. 
Findings: Investigation is ongoing. 
Disposition: : Pending 

Complaint # 14 
Description of Complaint: (SJA Office (Legal)/BUMED Complaint) Complainant alleges 
that ship personnel electronically accessed his medical records without appropriate 
authorization or "need-to-know". 
Findings: Substantiated. 
Disposition: Closed. 

Complaint # 15 
Description of Complaint: Complainant alleges that she observed members of the medical 
center allowing inappropriate access to patient's health information. 
Findings: Under investigation. 
Disposition: Pending 

Complaint #16 
Description of Complaint: Complainant alleges that members in her chain of command 
accessed her medical information without a need-to-know or appropriate authorization. 
Additionally, complainant all.eges staff at the medical center disclosed her patient information 
without appropriate authorization. 
Findings: Unsubstantiated. 
Disposition: Closed 

Complaint# 17 
Description of Complaint: Complainant alleges that medical center staff accessed and 
disclosed her electronic PHI to an individual that she did not authorized to have her medical 
information. . 
Findings: Under Investigation 
Disposition: Pending. 

Complaint # 18 
Description of Complaint: Staff member acknowledged that she copied incorrect 
information into a patient's record and requested to have erroneous infonnation expunged. 
Findings: Under Investigation 
Disposition: Pending. 
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Complaint #19 
Description of Complaint: Clinic representative requested to have erroneous information 
expunged from patient files. 
Findings: Under Investigation 
Disposition: Pending. 

Complaint #20 
Description of Complaint: Complainant alleges that someone in his chain of command 
accessed and disclosed his medical information without appropriate authorization. 
Findings: Under Investigation 
Disposition: Pending. 

Complaint #21 
Description of Complaint: Complainant alleges that someone in her chain of command 
accessed and disclosed her medical information without appropriate authorization. 
Findings: Unsubstantiated. 
Disposition: Closed. 

Complaint #22 
Description of Complaint: Complainant alleges that persons without the appropriate 
authorization forwarded their protected health information in an unprotected electronic 
message .. 
Findings: Under Investigation. 
Disposition: Pending. 

Complaint #23 
Description of Complaint: Complainant alleges that one of the areas at the command 
accessed and disclosed her medical information without appropriate authorization. 
Findings: Under Investigation. 
Disposition: Pending. 

Complaint #24 
Description of Complaint: Complainant alleges that one of the areas at the command 
accessed and disclosed her medical information without appropriate authorization. 
Findings: Under Investigation. 
Disposition: Pending. 

Agency Name: lbll
61 

Complaint #25 
Description of Complaint: Compliant that ex-spouse, who is a contract worker for the 
Naval Hospital, inappropriately accessed patient records. 
Findings: An AHLTA audit was requested and it was found that the accused had 
accessed her ex-husband's records on numerous occasions, even before his transfer to 

(b) (6) 

Disposition: The matter has been tumed over to Cmmnand Legal and an investigation 
has ensued. The case is still pending the investigation. 
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Complaint #26 
Description of Complaint: Patient came to Medical Records requested a copy of her 
records and before she left the hospital noticed another's patient medical information 
within her record. 
Findings: She immediately returned with the other patient's medical record to 
OutPatient Records. 
Disposition: The receiving Corpsman shredded the records without making note of the 
patient's name. A notification letter could not be sent. 

Complaint #27 
Description of Complaint: Patient complains that a pharmacy staff member violated his 
rights by talking to him from across the room. 
Findings: The pharmacy staff did address the patient without calling him to the window 
for a more discrete conversation. 
Disposition: The Department Head of Pharmacy spoke to the patient, apologizing for the 
actions of the staff member. 

Complaint #28 
Description of Complaint: Patient receives her ex-spouses medical record copy, rather 
than her own. 
Findings: The Outpatient staff member failed to verify whose records he was printing. 
Disposition: The ex-spouse was contacted and he had received the records from her. A 
corpsman delivered the correct records to her later that evening. 

Complaint #29 
Description of Complaint: Marines receive spreadsheet that has other names and last 4 
ofSSN. 
Findings: The spreadsheet was to notify Matines of the immunizations needed for 
medical readiness 
Disposition: Scheduled training and to remove SSN from spreadsheets prior to sending 
them out. 

Complaint #30 
Description of Complaint: 35 Medical records lost by accidentally placed in dumpster. 
Findings: Corpsman staged 35 medical records for the next day appointment in a black 
trash bag at the front desk. Later on, it was mistaken for trash and taken to the dumpster. 
It was discovered what happened the next clay. 
Disposition: The 35 medical records are reported as lost and unrecoverable. The 
affected individuals have been notified by mail. 
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(b) (6) 
Agency Name: 

Complaint #31 
Description of Complaint: Complaint from staff member that the retiring Department 
Head removed her personnel file from the office to her residence. The personnel file 
contained PII as well as medical information. 
Findings: The departing Department Head was cleaning what she thought were personal 
files from her office. The persmmel file of the staff member was taken home accidentally 
and returned the next day. 
Disposition: DONCIO report submitted. The complainant was notified. US Ce11 # 
INC000000246662 

Complaint #32 
Description of Complaint: On 15 Nov 12, a DONCAF report of a sailor attached to the 

ibl!Bl was lost by the ship's security manager while in route. On 16 Nov 12, 
the ship's security manager reported the loss of the DONCAF toN a val Hospital 

(b) (6) 

Findings: The ship's security manager improperly handled PHI/PH by placing the 
material in the trunk of his personal vehicle and took his kids to the baseball park for a 
game. Baseball gear was also in the trunk and it is presumed during the removal of sports 
bags, the PHJ/PII material was inadvertently pulled and dropped outside the vehicle. 
PHIIPII material was not recovered. 
Disposition: DONCIO report submitted. The complainant was notified. US Cert # 
INC000000247420 

(bJ (6) 
Agency Name: 

Complaint #33 
Description of Complaint: A patient (who is also a staff member) repm1ed that she 
learned that her laboratory test results were verbally disclosed by another staff member to 
individuals who did not have a need to know. . 
Findings: A HIP AA-based investigation revealed that the allegation has merit. A 
subsequent legal investigation has been launched that included an AHL TA audit of the 
EMR to determine if unauthorized access took place and it appears that this may have 
been the case. 
Disposition: Two lbl 

16
l staff members are scheduled for NJP as a result of the 

investigating officer's recommendations. To date, NJP has not been conducted, but is 
scheduled for the very near future. 
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Complaint #34 
Description of Complaint: A patient's spouse filed a HIPAA compliant alleging that a 
senior staff member discussed the patient's medical condition with the office door opened 
resulting in other staff members hearing protected health information. 
Findings: A HIPAA-based investigation was conducted in which all staff members on 
board on the day of the alleged violation were interviewed. Staff stated that either they 
were unaware of the event or heard either none of the conversation or nothing of a 
sensitive nature that would constitute PHI. 
Disposition: The patient's spouse received notification that a confirmed HIP AA 
violation does not appear to have taken place, but was assured that greater diligence 
would be taken to protect PHI and that staff were reminded to close office doors when 
sensitive information is to be discussed. 

Complaint #35 
Description of Complaint: A patient list of appointments for a specific specialty clinic 
was given to another patient in error. The list contained PII. 
Findings: The violation did occur and appears to be a careless error. 
Disposition: The list of appointments was returned by the other patient. The patient to 
whom the list applied was notified of the unauthorized disclosure. The staff of this 
specialty clinic reviewed the steps that occur when patients request a list of appointments 
and safeguards were put in place to prevent further unauthorized disclosures. 

Complaint # 3 6 
Description of Complaint: AHLTA records for a medical encounter were inadvertently 
misfiled in another patient's medical record. 
Findings: The staff of the clinic did misfile the record of the encounter, most likely due 
to lack of attention to detail. 
Disposition: The patient finding the misfiled paperwork returned the copies to the clinic. 
The patient whose records were disclosed was notified of the situation. Clinic staff 
reviewed the process for filing AHL TA encounters in the medical record and established 
safeguards to prevent further unauthorized disclosures. 

Complaint #37 
Description of Complaint: An active duty service member was transferred to another 
command and was provided his medical and dental record. The member contacted the 
NHCNE clinic to report that another service member's record was "packaged" with his 
records. 
Findings: The staff of the clinic did misfile the record, most likely due to lack of 
attention to detail. The misfiled record was returned to the medical department of the 
command where the patient is now assigned. 
Disposition: Process review was conducted with the records staff. 
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- (b) (6) 
Agency Name: 

Complaints #38, 39, 40, 41 
Description of Complaint: Received opened package back from 1' 1 1'' 

'b' 161 which was missing one patient record and contained three Request for 
Medical/Dental Records or Information Form (DD877), being sent to 1b1161 

Findings: Missing record was located and verified no information was lost. The three 
DD877 forms were included in the paper envelope with the missing record being sent 
from 1b1161 Medical Record Department to'b 1161 

Package was opened during shipping and was returned by1bi!BI Information had the 
possibility of being compromised. 
Disposition: Medical Record and DO 877s were secured in fiber envelope and resent to 
''"" The three sponsors identified on the DD877s were sent Notification of 
potential compromise of Personal Identifiable Infonnation involving themselves and their 
dependents. 

Complaint #42 
Description of Complaint: Complaint received from patient that a breach of her 
protected health information had occurred when a Naval Health Clinic staff member 
discussed her medical condition with others staff members, and in front of others, at a 
location outside of the medical treatment facility. 
Findings: Investigation was performed by the command assigned investigating officer 
and allegations were supported by the findings. 
Disposition: The patient was informed of the conclusion. Disciplinary and legal actions 
were taken by the command. Additional HIP AA training was mandated for all staff 
members involved. Staff members were reassigned to non patient care duties. 
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References: Public Law 110-53, Sec. 803 and OMB Circular A-130, Appendix J 

Types of Reviews' 

Privacy Act Statements (PAS) 
Computer Matching Agreements (CMAs) 
Section (m) Contractor Review 

Number of Reviews 

"' DPCLO will complete this field 

Total Number- of Reviews 300 

803 ~eport 

DON Component: <Select Component> 

Reporting Quarters: FY1013 2nd QTR (Jan-Mar) 

REPORTS ARE DUE TO DNS-36 BY COB APR STH1 

Reviews 

1 A r~\';~,,. i.< an <lclidtv to''"""'"' '""'[>!iUJ"e lt;th rt'q!llr~mt•ll/_, e.ll<'l>hslr<•d iu t'Oiitrollw~? arllhotilie.\' Slich ,,. lire Pr<l'<J(V Ac!o{J9n. 5 U.S C. 552a: OMB On:ular A-13D. Apf'<'lldix I; am/ OMB Memo M-07-/6_ E~amph•s <if J"t"l'i<'lt:l' may md11d,• a Primcv impacl A.l'-""'-'rll<'/11. 

OMB Cin:·u/ar A-130 Prwacy Act l'l'l"ie""- (new and upd<T!t•d -':"-"'""' ofrr<·ord< n•rklt>' and reviclt:> o{propost•d nth•sfor Pri\"f.rty A a ewm[>fiOI1S), fl{ OMB Cin·11lar A-1311 Com;•lll<'r Mardu'ng ltTi<'l"' 

I Contractor Responsibilities 
I Are contr~ctor(s) aware of Privacy Act responsibilities and DoD 5400. 11-R? <Select One> 

Have contractor employees completed DoD Component Privacy Act training? <Select One> 

Privacy Complaints and Dispositions 
Type/Nature of Complaint Number of Complaints Responsive Action Taken-' Pending' 

1. Process and Procedure' " " w 
:2. Redress• 0 

3. Operational7 
0 

4. Referred to Other Agency 0 

4. Other, Please Explain 0 

Total Number of Complaints this Quarter " 
~ A ('{JIIIfllai!il i.< an aS,\>!1'1/fm alleging a ,-iolmiml o{pri\'a~y amfmrd\•il !Iher!h•_,_ Pri\'<ll'Y comp/aillfs £Ypiwl!v allege vio/atiml.< of: 1/) prous.< and pmcedru·u//,,,1'11<'.\ (nm«'JII. mlf<•<'!iml, dL<drJ.fllr<". a11d 110/in!); (21 redn•ss (IWII-f'rh·ucv Acl illl{llirie,,· sed111g It"-'"'"""""( 
dij//c,/iic_\ ahuw pnmcv muner<); or (3) opemliolial is."'"·' (Prm:J<y Act mal/as 1101 mdudmg reque.l/,l"fi>r<I<'tns. disdo.<IJrt'. audJi>r<llll<'lldmcll/) 

' R<'.<{>lmsiw uCiion 1ak,., mean' tlw ,-,mplaim '"'·' n•'i<'""d a11d a n·.<ponsh·e auiou '"'" wk~u amiior !he mmpluilll ""-' ,--,_._,-,/wJ. 

" Fe!l<img m<'Ull.< that tile n>mpiuoii/S Milt'! n.•vit'ltV<i 111 dt"lermfm• 1/u! n!.<prmSt\~' at: I loll all<iiur n•so/1<1/mr 

' Prou•ss a11d pmced11ral i.\'SIIe.<: con,<' Ill. <·olleUi<m. dbo;-lo.w<n'. and lioli<"<" 
0 Redrc.>s: Non-Pril'acv Act mquirics seekil1!!. re.m/utioli q{ dijflc-!dties uhout prinR:v mal/e,-,;. 

- Opt•mlimwl i.«I<<'S: Pri\•at·v AN 1/WIIers 1101 ill< il<dlll!!. rt?ql<<'j'/Sjoractess, d!:<dmiiY<'. and-·or umendmelll. 

Type of Advice Provided and the Response to Advice 
Advice Provided" Response to Advice• 

8 AJ1·in• pmrided is the '""ilfc'/1 issual/t:e offNl/il'ies,pmcedw>!s, or guidauce f't'rlainiug Jr> primn m·,,.-d by: (/)i/11! Head_,· q(1l•e OSD mrd D<•D Cmnpml<'<l/.l'; <Jr(l) Compmwlll Sc•nior 0{/icia/sfi>r Pril·a,·y_ 

' Rt'<f"!l"<" w wfl•it·e is .<pel'i[h "~""" wken hv a DoD 011/if"/11<"/U llllf'l<'lllt'lll/1/g the '""'in• prcll·Jded hy (I )I he Head.,· of til<' OSD and D<ID Compa>l<'/11,1-;.or (2) Com!"""' !<I Sen•or 0!/i<·ia/sjor Pril'<1<'Y- £rwnples of a re.<ponse /o ad1·ice m<I_v inc/udt• )!<ti<lw"'"· '"'"'Jirl><<'di<n.'. or 

trammx 



SOR~s Report 

References: Public Law 11Q-53, Sec. 803 and OMB Circular A-130, Appendix I DON Component: BUMED 

Reporting Quarters: FY2013 2nd QTR (Jan-Mar) 

REPORTS ARE DUE TO DNS-36 BY COB APR 8TH! 

PRIVACY ACT SYSTEM OF RECORDS NOTICES REVIEW REPORT 
Number Reviewed this 
quarter/Total reviewed 

How many SORNs reviewed/updated within the past 1 years mandated by Circular A-130? to·d~te: 10 <Explain deviation below 12.5% p.<r quarter~ 

Ntznber reviewedrfotal 

How many SORNs have been reviewed for ·rendin~· NARA approved retentions? Nurrt>er: o ~All pendin~ are reported quarterly> 

SORNs REVIEWED THIS QUARTER 
Accurately DescribM 

Federal Re~ister Pase Accurately Describes NARA's Retention a Routine Use Disclosures Is an Exemptions Still Section (m) Contractor OMB Control Number Acti<ln Required from 

SDRN ID and NAME Number a Date System of Record'l Disposal Still Appropriate Required Review Complete Requirement Met Review 

N03461-2, POW Fotlow-u Pro ram 68 FR 35657/16 Jun OJ 
·~ 

,., ,., "i' {Sel~ctOn~) {Select One) No chan es r uired 

N06150-1, Medical Departrrent Pmfessional/T echnical 
Personnel. Development 68 FR 35657/16 Jun 03 ,., ,., ,., "i' (Select One) (SelectOn") No chan«es required 

N0615D-2, Health care Record System 158 FR 35657/16 Jun 03 ,., ,., ,., 
"'' No cha es re uired 

NOb150-4, Birth Defects RE!!listry 68 FR 35657!16 Jun 03 ,,, ,,, ,,, ,;, (Select One) (Select One) Na chan es r uire<l 

N06320-1, Health Care Accounts and Insurance lnformati 68 FR 35657 f16 Jun 03 ,,, ,,, ,., ,;, [Select One) (Select One) No chan es r uired 

N06320-3, Qua lit Assurance fRisk Mana ement 68 FR 35657116 Jun 03 ,., 
'~ "' '" No chan es required 

N05320..t, Blood Donor Files 68 FR.35657/16 Jun 03 
·~ 

Yes ,., ,., No chan es r ufred 

NA>\06150-3, Health/Dental Research Center Data F11e 69 FR 67118/16 Nov 04 ,., 
'" ,,, ,., (Select One) [Select One) No chan es required 

NIY\06150-7, Combat Trauma Re ist E>< editionar Med 76 FR 28010/13 May 11 ,,. ,., ,., ,,, {Select One) (Select One) No chan es required 

NM06150-5, Mlilennium Cohort Study 68 fR 35657/16 Jun 03 ,., ,., ,., ,., {Seie" One) [Select One) No chan es re uired 

Total Number of SORN~ Reviewed this Quarter: " 



(b) (6) 

SECTION 803 OF 9/11 COMMISSION ACT OF 2007 
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS 

2ND QTR FY13- JANUARY 1, 2013- MARCH 31, 2013 

Complaint #I 
Description of Complaint: Staff member established a contract without a Privacy Impact 
Assessment, BAA, Legal approval or authority. 
Findings: substantiated. The contract used unencrypted, coded PHI. 
Disposition: Contract cancelled Complaint Closed 

Complaint #2 
Description of Complaint: Complainant alleged her PHI (Electronic Medical Record) was 
access by her staff without authority. 
Findings: Member was provided an audit report to identify staff that she believed entered her 
record illegally. Member failed to respond after several attempts. 
Disposition: Complaint Closed 

Complaint #3 
Description of Complaint: Complainant alleged that incorrect information had been placed 
in his sensitive patient record. Clinical Department Head approved COLTections to medical 
record. 
Findings: Substantiated. 
Disposition: Expungement pending. 

Complaint# 4 
Description of Complaint: Complainant alleged that incorrect information had been put in 
her sensitive patient record. 
Findings: Substantiated Clinical Department approved corrections to medical record. 
Disposition: Expungement pending 

Complaint #5 
Description of Complaint: Complainant alleged that incorrect information had been put in 
her immunization patient record. 
Findings: Substantiated. Clinical Department approved corrections to medical record. 
Disposition: Record Amended. Closed. 

Complaint #6 
Description of Complaint: Medical records containing PHI were inadvertently given to 
another patient upon discharge. Patient records were returned 
Findings: Substantiated. Nurse admits to error. Division Officer notified. 
Disposition: Closed. 



Complaint #7 
Description of Complaint: Complainant alleged that incorrect information had been put in 
her electronic health record. 
Findings: Substantiated. A positive lab result was placed in the patient's medical record due 
to mislabeled specimen by the clinic. Record has been amended. 
Disposition: Closed. 

Complaint #8 
Description of Complaint: Complainant alleged that incorrect information was placed in a 
patient's record .. 
Findings: Substantiated. The Department cut and pasted personal identifiable information 
into the medical record of another patient. 
Disposition: Closed. Record has been amended. 

Complaint #9 
Description of Complaint: Complainant alleged that incorrect information had been placed 
in her electronic health record. 
Findings: On-going 
Disposition: Pending. 

(b) (6) 

Agency Name: 

Complaint #1 0 
Description of Complaint: Complaint from a patient that a staff member disclosed to a 
roommate that she was at the clinic for care. 
Findings: It could not be determined rather the staff member disclosed the information 
or not. The individual who the information was allegedly disclosed to would not provide 
a statement. 
Disposition: DONCIO report submitted. The complainant was notified. US Cert # 
INC000000256900 

Complaint # 11 
Description of Complaint: The wrong medical record was provided to a patient to take 
to an appointment 
Findings: The front desk clerk did not verify the patient's information when pulling the 
record. 
Disposition: DONCIO repot1 submitted. The complainant was notified. US Cet1 # 
INC000000259702 

Complaint# 12 
Description of Complaint: Staff member faxed patient information to a residence. 
Findings: The staff member did not follow policy/guidelines when she attempted to fax 
medical records to patients to an outside provider's office. 
Disposition: DONCIO report submitted. US Cert # INC000000267982 
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Agency Name: 
(b) {6) 

Complaint #13 
Description of Complaint: A DOD active duty member was mailed a radiology CD of 
another (veteran) patient 
Findings: A ward secretary mismailed the CD .. 
Disposition: The mismailing was discussed with both the employee and supervisor. 
Procedures are currently being reviewed with the supervisor. Ward secretaries are not to 
mail out CD's. 

Complaint # 14 
Description of Complaint: Unencrypted e-mail containing sensitive information sent by 
DOD member. 
Findings: No breach occutTed. 
Disposition: Member educated and ticket closed. 

Complaint #15 
Description of Complaint: DOD contractor received an unencrypted email from a DOD 
provider with a screenshot displaying PII of one active duty patient. 
Findings: Ticket still open. 
Disposition: Provider was educated. 

Complaint# 16 
Description of Complaint: DOD active duty member accessed information about 
another active duty member without a need to know. 
Findings: Still under investigation. 
Disposition: Still under investigation. 

Complaint #17 
Description of Complaint: DOD provider discussed medical information about a DOD 
member to a DOD co-worker without authorization. 
Findings: The complainant brought the co-worker with him to his appointment. The 
provider thought the co-worker was the complainant's boss, and the co-worker helped 
him fill out a chit form to work from home. Diagnosis was divulged, but co-worker 
already knew that. 
Disposition: Complainant was sent an apology letter. 
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(b) (6) 
Agency Name: 

Complaint# 18 
Description of Complaint: Unencrypted email containing Personal Identifiable 
Information (PII) was sent to two personal email accounts by a staff member. 
Findings: Naval staff member was sending PII data, name, and last four to personal 
email account. HIP AA Privacy Officer was notified who in turned notified the CIO of 
incident. 
Disposition: CIO instructed to send notification letter to patient. Staff member received 
HIP AA training and instructions referencing proper use of encrypted emails. 

Complaint# 19 
Description of Complaint: A patient was given the appointment infonnation of another 
patient. 
Findings: Multiple staff using the same printer. Patient called HIPAA Privacy Officer 
when the information was not hers. HIP AA Privacy Officer filed incident report. CIO 
directed no action necessary. 
Disposition: Staff members received training to confin~ patient information before 
handing PHI or PII to a patient. Use Identifying methods such as name and date of birth. 

Agency Name: 161161 

Complaint #20 
Description of Complaint: Compliant a contract worker for the Naval Hospital, 
inappropriately accessed patient records. 
Findings: An AHLTA audit was requested and it was found that the accused had 
accessed Co-workers PHI and an investigation revealed that she spoke to other co
workers about the PHI; incident happened in Oct 2012 and wasn't reported to Privacy 
Office. Contract employee received a final warning counseling in Oct 2012; however, 
she continued to access his account. 
Disposition: Even though she had received pe1mission to access his account (three times 
since Oct), the member was not notified of the original breach of PHI when she did not 
have permission to access his account. The findings were that in light of the final 
warning counseling, her continued access of her co-worker's AHL TA record was 
inappropriate. Had her co-worker had been notified of the PHI breach in Oct 2012, most 
likely would not have asked her to access the account. It was decided that her access to 
CHCS/ AHLTA be revoked. Ultimately, she was unable to perform her job and 
employment was terminated. 
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Complaint #21 
Description of Complaint: Patient alleged a Privacy breach when she reads information 
in a provider's notes, who she was referred to. She claims that she filed a complaint with 
the provider's office. 
Findings: No Privacy breach. HIP AA Privacy Rules allow transfer of PHI between 
MTF for treatment purposes. 
Disposition: Patient notified of the Privacy Rule and infom1ed that this Privacy office 
does not handle complaints against other facilities. 

Complaint #22 
Description of Complaint: Patient complains that Family Practice Nurse violated her 
privacy rights by talking loudly and asking her questions from another room. 
Findings: The nurse did speak to the patient from another room and door to hallway 
was ajar. 
Disposition: The Department Head of Pharmacy spoke to the patient, apologizing for the 
actions of the staff member. Fan1ily Practice was given HIP AA and Privacy training 
regarding minimizing incidental disclosures. 

Complaint #23 
Description of Complaint: Provider verbally disclosed spouse PHI to patient. Spouse 
complained about breach. 
Findings: The provider realized right away that he accidentally spoke PHI about the 
patient's spouse. The Patient informed his spouse of the breach. 
Disposition: The provider was instructed how to file a privacy complaint, if the spouse 
wished to make a complaint. The provider did apologize to the spouse for his disclosure. 
No complaint has been received by the Privacy Office to date from spouse. 

Complaint #24 
Description of Complaint: Receiving multiple faxes of PHI in credentialing office. 
Findings: PHI being sent to wrong fax number fmm other facilities. 
Disposition: Failed to locate a "source", Privacy office is to receive the faxed 
documentation and contact the faxing facilities directly. PHI has been minimized, 
continuing to resolve the problem, 

Complaint #25 
Description of Complaint: PHI documents for shred found at landfill dump site. 
Findings: Corpsman placed PHI in bin thinking it was a shred bin. Supervisor at the 
landfill spotted the "trash" and contacted the Privacy Office. The PHI was picked up and 
disposed of properly. 
Disposition: Additional Shred bins were ordered for the clinic and staff trained on the 
importance of paying attention to where the shred bins are and not placing PHI in trash 
bins. 
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Agency Name: 
ib) (6) 

Complaint #26 
Description of Complaint: Compliant from patient (a staff member) that provider stated 
- outloud- that the patient was taking controlled substances. Allegedly, other staff 
members were within range of the provider to hear the comment. 

Findings: Interviews conducted with staff to include the provider. Staff do not recall 
hearing the statement. Provider denies the allegation. 

Disposition: The Privacy Officer will pass the results of the interviews to the patient. 
As of the date of this report, the infmmation was not passed to the patient. 

A N 
(b)(6) gency arne: 

Complaint #27 
Description of Complaint: Complaint from rbr 

161 that received unencrypted tracker 
containing PII and PHI from Health Benefit Advisor of a BHC. 
Findings: Health Benefit Advisor e-mail was not properly set up to encrypt messages 
Disposition: Worked with Supervisor to con·ectly set up e-mail account. Counseling and 
education was provided to the individual who's been assigned a remedial training. 

Complaint #28 
Description of Complaint: One of our Command's member sent an unencrypted e-mail 
containing her own Pll to her personal commercial e-mail address 
Findings: Member didn't realize she could not use her commercial e-mail for messages 
containing Pll 
Disposition: Education provided 

Complaint #29 
Description of Complaint: Support Services Staff sent general traffic message via 
NICE system. Message contained last fom digit of SSN, name and rank of individual.. 
Findings: Message downloaded from secure site and distributed incorrectly to people 
who didn't have a need to know. 
Disposition: Working with site to limit access to general message traffic. 
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803 Report 

References: Public Law 110-53, Sec. 803, Privacy Act, and OMB Circular A-130, Appendix l 

REPORTS ARE DUE TO DNS-36 6Y COB JULY 9th' 

Reviews 

Types of Reviews' Number of Reviews 

Privacy Act Statements (PAS)' " Computer Matching Agreements (CMAs) DPCLO will complete this field 

Section (m) Contract Review ' Total Number of Reviews 80 

1 

A 1'<'\'iewis an <Jclil'ily 10 em we «nllpli<mN.' wid! n:qmn:memse.\'Tilblished iii umlrllllill:,! awhorili<'.< .<1/ch as 1he Prime• AcT rif 1974. 5 U.S. C. 552<1 <11/d OMB Cin 11/ar A-1 .10. Appendi< I 

'Prh·acy An Sratemelll ,...,.;,.,.., cm"('r fimn_,, andsut"l'<'YS n!\"i<'ll'<'d by 1/Je O"npml<"!/1 Prii'U<Y Office 

Are contractor(s) aware of Privacy Act responsibilities and DoD 5400. 11-R? 

Have contractor employees completed DoD Component Privacy Act training? 

Type/Nature of Complaint' 

1. Process and Procedure' 

2. Redress' 

3. Oper<~tional7 

4. Referred to Other Agency 

4. Other, Please Explain 

Total Number of Complaints this Quarter 

Number of Complaints 

" 
' 
' 

" 

Contractor Responsibilities 

Privacy Complaints and Dispositions 
Responsive Action Taken·' 

" 

DON Component: 

Reporting Quarters: 

,,, 
'" 

FY2013 Jrd QTR {Apr. -Jun.) 

Pending" 

" 

A compl<li/11 ;,, 1111 asscnion a!i<·xi't!! a rio!mwu <lfpril·acy ai/IJ/(Jr,·n•i/ lil~'rlic.< Primcy mmp/uillls (vpi<·a//y a/leg<• l'iola/iOIJ< r>f: (I) f'r<>ces.< and pron•Jw·a{ '·'""'' (nm.n•n!. mll<"cfirm. Jf_,·,/osrrre, <111</ wli<'e!. {l! reJn·-'·'· (rwH-Pit\-at·v Acl mquirie., .veekilll{ n•.t·oi/1/W!I <If d!ljicullic.< 11how 

pn"tm~l' mall<'!:\); or (.l! "l'<'f'lllw!lal is<m!.< (Pn.-ucy Au mallei:< m>l ilit·!udill)! J·equt•.t.,_t_{ora<U'-'"· di.t·clvsurr:, W!dwr<l!N<'IIdme!!l/. 

' R•·-•t~'"-'"il-~ "'"'"'" lak~!lm.-am d1e complamlltm rni<'lt>!d and a I"<'Sf!oi!Si\'t' uuim1 11"<1.< lakt"l/ andior dw complai111 lms re.wl~t•d 

_, Pt·11di11!! means lh<lllh<" wmp/aim i.< h.-il1g rel"it'ltt•d w Je/ermilw !he"-"-"!""'·'""" uui<m umM>r n•.w/111im1 

·' Pmcn• and wm·edurul i.<SII<'S.' "111<<"111, wile<"/ ion, Ji.<cla.<!m". u11d 110/t<~·-

" Redre.,.r: N<m-Priracy A<·l inquin,•.< sedmg n'.WJilllillll oj"diffhulri<"S a/lou/ prit'IJ(V mal/aS 

• OJ"-•mlional i.~1·un· Prim<y AC111ra11en; ""' iucludiug n:qr"'-<l<}i'r <Jcce.<s. di.«lmcwc•, andiarameudm,•ilf. 

Type of Advice Provided and the Response to Advice 

Advice Provided8 Response to Adv1ce9 

'' Ad1·i~e prm'idcd l.t·the 1mf!e11 i.'-'JJan<·<• aj"polici.-s. proc.-durr.•s, or guidam-c JN-'rWimng w prl1·acy IS<1«"d /Jv: (/)/he Head.\ a/If"• OSD 11m! D<JD Compm><•J!Is; or/}) Comprmt'.'rl &11ior O!]icia/s.far Prim<y. 

"Rr'-'f!""-"' 10 ad\"i('<' is .<f'<'cific a<:l!rm taken /w a DoD Cm/I(I<JJ1e111 imf'l<'meming the arh•i<·<• pm,·itkJ l~v (I) Till! Heads r>/1/te OS{) am/ DoD Com{'fJIJ<'nf.\': or 121 Com/~"1<'1/1 Se1.ior O(!icials/iJr Pmm·v £tatnp/es '{{ 11. I'C.ff~"'"' {<) <Jd1·in• may i'1dud<' !<l<idance. "''""{JmceJrm-. or ,,·uillillg 



References: Public Law 110-53, Sec. 803, Privacy Act, and OMB Circular A-130, Appendix I 

How many SORNs reviewed/upda_ted within the p:ost 2 years mandated by Circular A-130? 10 

How many SORNs have been reviewed for"Pending" NARA approved retentionsl1 

federal ~ster Page I Accu~tely Describes 
N>>m"""• & o~t.. System of R<>< 

jN06150-1: Medical I 

'" 

Total Number of d this Quarter: " 

SORNs Report 

REPORTS ARE DUE TO DNS-36 BY COB JULY 9TH! 

PRIVACY ACT SYSTEM OF RECORDS NOTICES REVIEW REPORT 
Number Reviewed this 

quarter/Total reviewed 

to·d<tte 10 !<Explain deviation below 12.5% per quarter> 

Number reviewed/Total 
Number 10 

SORNs 
Accurately Describes 

<All pendin~ ar~ ~eJX>rted quarterly> 

NARA·s Retention & I Routine Use Disclosun>sl Is"" [;<emptions Stilt 

Disposal Still Appropriate Required 

,_ '· "' 

OON Component:. <Select Component> 

Reporting Quarters: FY1013 Jrd QTR (Apr.- Jun.) 

System Maintained by OMB Control Number 

Contr,.ctor Requirement Met 

<Se[e, 

Action Required from 
Review 

Alteration 



SECTION 803 OF 9/11 COMMISSION ACT OF 2007 
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS 

3RD QTR FY13 (25 JUNE 2013) 

I b) (6) 
Agency Name: 

Complaint# 1 
Description of Complaint: A ·breach occuned when an employee sent an unencrypted 
repmi containing PI! to an unintended recipient outside of the network. 
Findings: Infonnation Management software logged an event where patient information 
was sent to an individual outside of the network. The email included PHI, name and 
SSN. The individual was intended for a provider in the hospital but instead was sent to 
an civilian account of a person with the same first name. 
Disposition: The staff members' account was disabled while she completed PI!, Cyber 
Awareness and HIP AA training. The concerned staff member was reminded of the 
importance of verifying the e-mail addresses of intended recipients and encrypting patient 
information. Notification was completed to the individual whose information was in the 
email. 

Complaint #2 
Description of Complaint: An active duty staff member complained that her medical 
information had been accessed by her department head. 
Findings: An AHLT A audit was completed and it showed that her information was 
accessed on two occasions. 
Disposition: The department head was education on authorized disclosures and uses of 
health information. More specifically, he was educated on requesting information on 
military members when required to do so in the performance of his assigned duties. 

(b) (6) 
Agency Name: 

Complaint #3 
Description of Complaint: Medical records for a dependent child were not packaged 
individually and sent to a parent. 
Findings: Medical documentation for a dependent child was not properly released to the 
parent. 
Disposition: CIO instructed to send notification letter to patient. Staff member received 
HIPAA training and instructions referencing proper mailing of dependent children's 
medical records. 



Complaint #4 
Description of Complaint: A patient's medical records were included in another 
patient's medical record. The medical records were returned to the clinic. 
Findings: Multiple staff using the same printer. Second verification check was not 
properly performed. 
Disposition: Staff members received training to confirm patient information before 
releasing medical records. 

Complaint #5 
Description of Complaint: A patient's medical records were sent to the wrong medical 
facility. The medical facility contacted the patient to inform him of the violation. 
Findings: Staff mislabeled envelope. Second verification check was not properly 
perfom1ed. 
Disposition: Staff members received training to confinn patient information and mailing 
labels before releasing medical records. 

Complaint #6 
Description of Complaint: Non custodial parent received immunization information. 
Findings: Legally the parent has the rights to the patients information if no legal 
restrictions are in place. 
Disposition: Informed custodial parent of non custodial parents right. Advised to seek 
legal counsel and place restrictions in child's medical record. 

(b) (6) 
Agency Name: 

Complaint #7 
Description of Complaint: A DOD Employee stored a document in the SharePoint 
(mysite) containing PHVPII of an active duty service member. 
Findings: Founded 
Disposition: DoD employee has removed the documents from the SharePoint My site. 

Complaint #8 
Description of Complaint: A DOD active duty member took a picture of an unknown 
patient on his cell phone, without authorization, went home and uploaded the picture onto 
his personal facebook 
Findings: Founded 
Disposition: The picture was deleted from the cell phone and facebook. The DOD 
member will be having a review board with our local Senior Enlisted. If no further 
actions on the pat1 of the member are determined to be found by the board, then the 
member will receive formal written counseling/instmction on his actions, how they are 
unacceptable, and what acceptable behavior is regarding patients and PHI. 
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Complaint #9 
Description of Complaint: DOD employee advised another DOD employee what his 
PIN number was. 
Findings: IT specialist witnessed exchange of confidential information. 
Disposition: The user's VA network access was disabled. 

Complaint #10 
Description of Complaint: A veteran's wristband containing PII/PHI was placed on a 
DOD patient's wrist. 
Findings: Nurse placing wrong wristband identified. Two identifiers not used, per 
policy. 
Disposition: Credit monitoring offered the veteran. Patient incident report completed. 

Agency Name: lb)IBJ 

Complaint# 11 
Description of Complaint: May 3'd at 161161 reported an All Hands 
Email that went out to all of161 161 and their underlying Clinics to a total of 1861 staff 
members. The wrong address was selected before sending out. 
Findings: The email was sent out not encrypted. It was recalled when discovered. MID 
did remove it from the server. The email had an attachment which included a security 
clearance information and financial information with divorce decree. 
Disposition: The Medical record has not showed up. Letter was mailed out. Staff 
member took online PHI classes and did further education on electronic safe guards. 

Complaint# 12 
Description of Complaint: May 9th at 1" 16' a patient requested their record. 
When picking up their record and reviewing it later, miss filing of other medical chits 
were discovered. 
Findings: The documentation of the patient's previous spouse and three other 
independent individual's medical documentation were discovered in the one record. 
Disposition: Education was also done to staff and a re-check process was implemented 
for copying records. Letter went sent out. 

Complaint #13 
Description of Complaint: May 29th at 161161 

in Inpatient Admin a 
record was discovered that had other individual's chits in it .. 
Findings: The patient record had one other individual's chits in it. The patients both had 
the same first letter of the last name. The chits were removed and filed in the proper 
record. 
Disposition: Education was done on proper filing to staff. No letter was required to go 
out. 
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Complaint #14 
Description of Complaint: June 21 at Naval Hospital"' 161 MID discovered a un 
accounted laptop. 
Findings: While doing inventory of equipment a Fujitsu laptop was discovered un 
accounted for. It was encrypted and did not show to have ever been plugged into the 
network. 
Disposition: Education was done on with staff on doing regular inventory checks. 
Letters are not required to go out. 

Agency Name: 'b1161 

Complaint# 15 
Description of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a 
member of the NMCP staff electronically accessed her medical records without 
appropriate authorization or "need-to-know. 
Findings: Unsubstantiated/Other, see 'Disposition' 
Disposition: Determined by another Agency/Office (Closed). 

Complaint# 16 
Description of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a 
member of the NMCP staff electronically accessed her medical records without 
appropriate authorization or "need-to-know. 
Findings: Unsubstantiated/Other, see 'Disposition' 
Disposition: Determined by another Agency/Office (Closed). 

Complaint# 17 
Description of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a 
member of the NMCP staff placed incorrect information in her electronic medical record. 
Findings: Unsubstantiated/Other, see 'Disposition' 
Disposition: Closed, Complainant did not submit requested information. 

Complaint# 18 
Description of Complaint: Complainant alleges that her husband who works at lbl 

161 

has been accessing her electronic medical record. 
Findings: Under Investigation 
Disposition: Pending. 

Complaint# 19 
Description of Complaint: Complainant alleges that a member of the 1b1 161 staff has 
been accessing her medical information and disclosing it to individuals in the coutt 
system without her authorization or a need-to-know. 
Findings: Unsubstantiated 
Disposition: Closed. 
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Complaint #20 
Description of Complaint: Complainant alleges that members in her chain of command 
accessed her medical information without a need-to-know or appropriate authorization. 
Findings: Under investigation. 
Disposition: Pending 

Complaint #21 
Description of Complaint: Complainant alleges that a member of the lbl 

161 staff 
electronically accessed his medical records without appropriate authorization or "need-to
know. 
Findings: Under investigation. 
Disposition: Pending 

Complaint #22 
Description of Complaint: Complainant alleges that a member of the 16

1(
61 staff 

electronically accessed his medical records without appropriate authorization or "need-to
know. 
Findings: Under investigation. 
Disposition: Pending 

Complaint# 23 
Description of Complaint: Complainant alleges that a member of the 161161 staff 
electronically accessed his medical records without appropriate authorization or "need-to
know. 
Findings: Under investigation. 
Disposition: Pending 

Complaint# 24 
Description of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a 
member of ihe (bl 

161 staff electronically accessed her medical records without 
appropriate authorization or •·need-to-know. 
Findings: Under investigation. 
Disposition: Pending 

Complaint# 25 
Description of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a 
member of the NMCP staff electronically accessed her medical records without 
appropriate authorization or "need-to-know. 
Findings: Under investigation. 
Disposition: Pending 

5 
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Complaint# 26 
Description of Complaint: 161161 staff member identified incorrect information in four 
patients' records. Complainant alleged that incorrect information had been put in her 
sensitive patient record. 
Findings: Unsubstantiated; Request to amend patient records forwarded to System 
Administrator 
Disposition: Amendments pending. 

Complaint# 27 
Description of Complaint: HIP AA Officer at another Covered Entity alleges that 
member at NMCP put incorrect information in one of their active duty members medical 
record. 
Findings: Unsubstantiated; Request to amend patient records forwarded to site System 
Administrator 
Disposition: Amendments pending. 

Complaint #28 
Description of Complaint: HIPAA Officer at another Covered Entity alleges that 

b )b)iS} • • c . . f h . . d b mem er at put mcorrect m,ormatton m one o t e1r acttve uty mem ers 
dependent's medical record. 
Findings: Unsubstantiated; Request to amend patient records forwarded to site System 
Administrator 
Disposition: Amendments pending. 

Complaint #29 
· ' f C I ' 161161 ff b 'd 'fi d . . c . . Descnptton o omp amt: sta mem er 1 ent1 1e mcorrect lll10rmatton m 

patient's record. Complainant alleged that incorrect information had been put in her 
sensitive patient record. 
Findings: Unsubstantiated; Request to amend patient records forwarded to System 
Administrator 
Disposition: Amendments pending. 

Complaint #30 
Description of Complaint: Patient at lbl 

161 alleges that incorrect information has been 
put into her medical record. 
Findings: Unsubstantiated; Request to amend patient records waiting for verification of 
alleged error. 
Disposition: Amendments pending. 

Complaint #31 
Description of Complaint: lbl 

161 impermissibly disclosed a patient's Protected Health 
Information to his Chain of Command. 
Findings: Unsubstantiated; 
Disposition: Closed. 
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Complaint #32 
Description of Complaint: Patient's Chain of Command required her to disclosed her 
Protected Health information 
Findings: Substantiated; 
Disposition: Chain of Command inform of privacy policies. Case Closed. 

Complaint #33 
Description of Complaint: Patient's Protected Health information was delivered to 
wrong patient as part of a request for a copy of a medical record. 
Findings: Substantiated; 
Disposition: Case Closed. 

Complaint #343 
Description of Complaint: Patient's Protected Health Information was scanned into 
another patient's medical record. 
Findings: Substantiated; 
Disposition: Case Closed. 

Complaint #35 
Description of Complaint: Patient's request for Protected Health information was not 
complete. The patient requested his inpatient and outpatient medical records and only 
received his outpatient records. 
Findings: Under Investigation 
Disposition: Pending. 

Complaint # 3 6 
Description of Complaint: Complainant received Protected Health Information of 
another patient as part of a request for a copy of her medical records. 
Findings: Under Investigation 
Disposition: Pending. 

Complaint # 3 7 
Description of Complaint: Complainant's pharmacy medications were given to another 
patient. 
Findings: Under Investigation 
Disposition: Pending. 

(b) (6) Agency Name: 

Complaint #38 
Description of Complaint: Staff took home medical records to complete 
Findings: Staff member admitted to taking home medical records to complete. 
Disposition: Staff member counseled and understands that he cannot take medical 
records home without proper authorization. Low risk, individuals not notified. 
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Complaint #39 
Description of Complaint: Patient complains that daughter's biological father receives 
medical information over the phone on daughter. Daughter is listed under another 
sponsor. 
Findings: No Privacy breach. Child has father's last name and listed under both her 
biological father and sponsor in DEERS. 
Disposition: Biological father has right to minor child's medical information. 

Complaint #40 
Description of Complaint: Patient in Radiology receives wrong CD with incorrect 
patient information on the label. 
Findings: Patient was very rude to staff and in a huny and may have answered when the 
name of the other patient was called. He grabbed the CD and hurried away without an 
opportunity to verify. 
Disposition: CD was returned. Was password protected. Low risk, individuals not 
notified. 

Complaint #41 
Description of Complaint: Provider verbally disclosed spouse PHI to patient. Spouse 
complained about breach. 
Findings: The provider realized right away that he accidentally spoke PHI about the 
patient's spouse. The Patient informed his spouse of the breach. 
Disposition: The provider was instmcted how to file a privacy complaint, if the spouse 
wished to make a complaint. The provider did apologize to the spouse for his disclosure. 
No complaint has been received by the Privacy Office to date from spouse. 

Complaint #42 
Description of Complaint: Staff member complains that another staff member called 
her ex-boyfriend (whom she has a child with) regarding the status of her surgery. 
Findings: Inconclusive 
Disposition: Ex-boyfriend does not collaborate the story. He works in surgery and he 
was only contacted by the other staff to let him know that of being called into surgery on 
a weekend. He maintains that the infmmation he received about the surgery was from the 
member herself. 
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Agency Name: 161161 

Complaint# 43: 
Description of Complaint: PII disclosed to inconect patient. 
Findings: Two patients were assisted at the front desk area in the Military Medicine 
Clinic. An appointment was booked for one patient and his Military ID Card was placed 
on the desk. The first patient left without picking up his ID Card. The second patient 
came into the clinic for an appointment. After checking into the clinic, he picked up both 
IDs without realizing it. The second patient then present the other patient's ID card for 
his prescriptions not aware that he had the inconect ID card. 
Disposition: ID card returned to conect person. In-service was held for the Front Desk 
Staff on retuning the patient's ID card directly to the patient and not setting it down on 
the desk for the patient to pick up. 

Agency Name: 161161 

Complaint# 44: 
Description of Complaint: Patient contacted 161151 with a complaint of receiving 
another patient's dental data, along with SSN. Patient stated he received an email 
containing dental fonn, NAVMED 6600/13, which belonged to another patient. 
Findings: NAVMED 6600/13 was sent to incorrect patient/unintended patty and email 
was not encrypted. Email was sent from mil. com to mil. com and per DoN Privacy 
0 ffice, notification to the intended party was not required. 
Disposition: Directorate-wide training was provided for dental clinic which included 
HIPAA, PII, and PHI. Procedures for transferring member records were reviewed for 
front desk staff and all members of the clinic. Training petty officer reviewed all training 
records for all members to ensure HIPAA and PII training were cunent. Members of the 
dental directorate reviewed proper procedures of transferring medical records and 
implications of HIP AA violations for the hospital, patients, and staff. 

Agency Name: 1
"

1161 

Complaint# 45: 
Description of Complaint: Label on prescription medication-two individuals 
involved. First individual had prescription medication filled with label on the meds 
(which had her name and the medication name on it). First patient did ot pick up her 
refill. Medication then had brand new label covering the original label with name on new 
patient. 2"d patient removed the new label and saw the name of the first individual on the 
old label. 
Findings: Stopped the use of using new labels to cover old labels to save amount of 
containers being used. 
Disposition: Per feedback received from DONCIO this was not a significant issue; 
however, new SOP was put in place for pharmacy and all the techs retrained on not using 
the new labels to cover old labels on medication containers. 
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Agency N arne: 161161 

Complaint #46 
Description of Complaint: Complaint from '61 

'
6
' 

Department receiving unencrypted e-mail containing PII 
Findings: An Intemational SoS patient tracker, was sent unencrypted by an ISoS staff 
member to a Branch Clinic Staff Member. The Staff Member sent, unencrypted, the same 
tracker, with PII data, dates of birth, name and last four, to 161161 

Operations Department for routine TRICARE business . The Staff Member was not 
correctly set up to encrypt e-mails. 
Disposition: Worked with Staff Member to correctly set up e-mail account. 
Counseling and education was provided to the individual who's been assigned a remedial 
training. 

Complaint #4 7 
Description of Complaint: Photographs were scanned into the wrong patient's AHL TA 
medical encounter. The encounter is in Updated status and is sensitive. 
Findings: Provider realized error and immediately contacted the Command HIPAA 
Privacy Officer to route authorization for expungement to the Commanding Officer. 
Disposition: Provider deleted the note instead o~ editing it. Staff was advised to use 
extra caution when working with patient medical records and to review the 
documentation at the end of the appointment. 

Complaint #48 
Description of Complaint: Medical report from a local 161161 provider was scanned 
and unintentionally placed in the wrong patient's AHL TA record. 
Findings: Staff Member realized error and immediately contacted the Command HIP AA 
Privacy Officer to route authorization for expungement to the Commanding Officer. 
Disposition: Expungement authorized by Commanding Officer and Staff was advised to 
use extra caution when working with patient medical records and to review the 
documentation at the end of the appointment. 

Complaint #49 
Description of Complaint: E-mail containing PII and PHI was erroneously sent 
uncrypted. 
Findings: Staff Member immediately realized mistake and notified the Command 
HIP AA Privacy Officer. 
Disposition: No notification of individual was needed as recipients had a need to know 
and everything happened within DoD firewall. Staff was advised to use extra caution 
when managing e-mail with PII and PHI. 
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803 R~port 

References: Public Law 110-53, Sec. 803, Privacy Act, and OMB Circular A-130, Appendix l 

REPORTS ARE DUE TO DNS-36 BY COB JULY 9th! 

Reviews 

Types of Reviews' Number of Reviews 

Privacy Act Statements (PAS)' "' Computer Matching Agreements (CMAs) OPCLO will complete this field 

Section (m) Contract Review 0 

Total Number of Reviews 368 

A revrewir "'' <T<'Ii.-ily ro en<ure compliunc~ \l'ilh rcqliiremml., eswi>J;,,h~d ill ''uillrollill~ uu!lwrilie' mch as !he PdFa<:v Arl (}( 1974. \ USC 552a a!ld OMB Cin:·11/ar A-130. 4p]>clldrx I 

2 
Priracy A<"l Sta/CI!It'Jil r<"l"i<'"' con•r jimns and .mn·eys r<"l'i<"llt•d hy !he O;m[loJ!<'ill Prit·ucy Office 

Contractor ReS'Onsibilities 

DON Component: 

Reporting Quarters: 

Are contractor(s) aware of Privacy Act responsibilities and DoD 5400.1 1-R? Yes 

Have contractor employees mmpl~ted DoD Component Pri~cr ~~ining? Yes 

Type/Nature of Complaint' 

1. Process and Procedure' 

2. Redress" 

3. Operational7 

4. Referred to other Agency 
4. Other, Please Explain 

Total Number of Complaints this Quarter 

Number of Complaints 

'" 0 

0 

0 
0 

" 

Privacy Complaints and Dispositions 

Responsive Action Taken .. 

" 

FY2013 4th QTR (Jul.- Sep.) 

Pending"' 

' 

: A< ump/ai/11 i.1· U/1 a.<.i<"r/io!! <JIIt•)!illg l1 l'iolafloll uj prii'<J<:V wrd,(;rdri//il>ali<•s. Pril'a<:v I"OinJ>luirus lypic<JIIy llll<'g<' l'iolulions t<f.' (II pro<"<" I:\' alld prm·,.durol i<SI«'S (<·t!ll\'<'111. mil<"<' lim!. Ji.'d"''"''-'· and 110/i,,-); (2) n•<hn.\ (1/0!!-Pnva<:v Acl illqurrie.< see kill!! reso/1</w!! of dr//icrdll<'< abmll 

pril'tl(V 111ill/<"rs); or (3) "J'<'rmio!lal LV.<U<'-' (Pril'tlCY Au mall<""' 1101 indudiH?. n•que_\"/.,fi>r U<'C<'SS, disclo.<!ln!, undJoram<'ndmcml. 

' Rt•-•pmm'"' at·lioll wke11 tnmltS I lot· wmplaim \<<1.\' n.••·iel!>:d und a Tt"-'f'l"""'" a<·timl ""-' tak<'!l a!!d/()Y lirt' <·omp/aim """ resoln•d 

' Pt•!ldin?. 111<'l111.< tha!!b,• t"<Jmplaiuf is beirJ/!. r<"\'i<'lt»d /u dt'l<'rmill<' the respomin•flcli<!llll"d:(>r n·solulio!!. 

' Prot'<">.\" <md pmn•dural iwut•.<': mn_\'l.·nt, t•r>ll<'<'fiO!!, disclosure. <md no/Ice. 

' Redn:·.~<: Noii-PYil'II<:V ACI i!!qlllri<"s seeking n:<ufwirm o( Jin;<·u/Iie_\' ahuw prb•ilc_v m<JI!<•r.<. 

- Openmmwl ,_,._,,,._,._. Pril'tlc_v Au rnauer.< nor includm?. n:qllc.<r<fi;r a<·t·ess. di.<dosurc, wrdiJrU/11<""""'"111-

Tvoe of Advice Provided and the Response to Advice 

Advice Provided5 Response to Advice9 

·' Ad,.;,.,. pr<J\'u1ed i.< J/1<• "rill<" II issuann• <if pol!de.<. prm·<•dur>•<. or )..~ddll!lt'<' penaim·ll~ 10 priwu:v i.<.wwd hy: ( /) 1he Head., ()(/fit• OSD rmd DoD Comprmmrs; ur /]) Cump<JI\e!PI Senb:>r Q!ficial' for Pri\'UlY-

' Re.\]><J/11'<' {o ad1·ice is -'f'~t·i{it· a<·ti<m rukt•lll~• a DoD Com{~)lf<'/11 implt•m,•min;: the udriC<• rmwid,•d l>v (1) lite Head< o(rlw OSD al!d DoD Compmli'!il<: OY (2! Compmt<•JJ! Serlor 0{/iciu/_,·j(Jr Prim<')'. £ramp/e.\' o( l1 r>'.\fJOlli'<' w udvice may ilicl"de !!liidall<"r'. II<'""PTI>t't'dPII"<'. or Tramill)<. 
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NME COMBINED SECTION 803 OF 9/11 COMMISSION ACT OF 2007 
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS 

4TH QTR FY13- JULY 1, 2013- SEPTEMBER 30, 2013 

BUMED COMPLAINTS 

Agency Name: 'b1'
61 

Complaint# I 
Description of Complaint: One Navy Corpsman exposed PI! without encryption 
Findings: Founded 
Disposition: Corpsman educated and ticket closed. 

(b) (6) 
Agency Name: 

Complaint #2 
Description of Complaint: A staff member working in the call center at 1

bi
161 filed 

complaint stating that her coworker counseled a patient in the work area and she 
overhead it. 
Findings: It was confirmed that the co-worker did hear the conversation but reasonably 
safeguards were used in this case. 
Disposition: Resolved. The complainant was notified. No breach was reported but staff 
was advised that more safeguards shall be used to avoid overhearing of conversation as 

. much as possible. 

Complaint #3 
Description of Complaint: Mental health provider complained that a medical records 
staff member access and printed mental health notes. 
Findings: It was confirmed that staff members were printing these notes and did so 
within their line of work of verifying patient charts and reconciling all notes from 
ALTHA into the official record (STR). 
Disposition: Resolved. The complainant was notified. No breach was reported because 
staff was working within their scope. The provider was advised that if they did not want 
notes put in the official record they should not be placed in ALTHA. 

(b) (6) 

Complaint #4 
Description of Complaint: A staff member scanned wrong information into a patient's 
electronic health record. 
Findings: Substantiated . 
Disposition: In the process of being expunged. 

Complaint #5 
Description of Complaint: A patient took photos of another patient's PHI left 
unattended in an exam room and reported the incident. 



Findings: Substantiated 
Disposition: Procedural update. Case Closed 

Complaint #6 
Description of Complaint: Patient provided medical documentation from another 
hospital and was lost by the Emergency Room. 
Findings: Unsubstantiated 
Disposition: Documentation was located in Emergency Room patient record and 
returned to patient. Case closed 

Complaint #7 
Description of Complaint: Member alleges another staff member entered electronic 
health record without the need to know. 
Findings: Unsubstantiated 
Disposition: Case Closed 

Complaint #8 
Description of Complaint: Member alleges another staff member entered electronic 
health record without the need to know. 
Findings: After contacting patient several times, patient failed to file a formal complaint. 
Unsubstantiated 
Disposition: Case closed 

Complaint #9 
Description of Complaint: Patient alleges a staff member violated his privacy rights by 
denying him access to his medical records 
Findings: Substantiated 
Disposition: Procedural Change. Member provided copies of medical record. Case 
closed 

Complaint #10 
Description of Complaint: Staff member alleges another staff member entered his 
wife's Electronic Health record without the need to know. 
Findings: Ongoing 
Disposition: TBD 

Complaint# 11 
Description of Complaint: Complainant alleges that members in his chain of command 
accessed her medical information without a need-to-know or appropriate authorization. 
Findings: Unsubstantiated. 
Disposition: Closed 

Complaint# 12 
Description of Complaint: Complainant alleges that members in her chain of command 
accessed her medical infom1ation without a need-to-know or appropriate authorization. 
Findings: Unsubstantiated. 
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Disposition: Closed 

Complaint #13 
Description of Complaint: Complainant alleges that member in her chain of command 
accessed patients medical information without a need-to-know or appropriate 
authorization. 
Findings: Substantiated. 
Disposition: Closed 

Complaint #14 
Description of Complaint: (SJA Office (Legal) Health & Human Services) Complainant 
alleges that 1

bll6l staff disclosed her medical infmmation to persons that did not have a 
need-to-know or without appropriate authorization. 
Findings: Under Investigation. 
Disposition: Pending 

(b) (6) 

Agency Name: 

Complaint #15 
Description of Complaint: A patient was given images of another patient's surgery. 
They were printed on the same sheet as the patient's surgical images. 
Findings: Ambulatory Surgery Unit equipment printed images of another patient's 
surgical images on the same sheet as a patient who received surgery that same day. The 
staff did not follow standard operating procedure to clear the images from the previous 
surgery prior to taking more images for the next patient's surgery. HIP AA Privacy 
Officer was notified who in turned notified the CIO of incident. 
Disposition: CIO instructed no notification was required since the images did not 
contain anything harmful to the patient. Staff member received training and instructions 
for second check prior to giving infmmation to the patient. 

Agency Name: 16
"

6
' 

Complaint # 16 
Description of Complaint: On September 24th NI-IP was notified of a patient's medical 
record that was sent through ce11ified mail and incorrectly delivered by the US Postal 
Service. 
Findings: Medical record was lost in the mail. 
Disposition: Cunently working with the US Postal Service to find out the current status 
of the package to verify if it has been recovered. 

Complaint# 17 
Description of Complaint: On September 18th (bt 

16
' pulled an audit regarding an active 

duty member went into the electronic medical records of two active duty personnel whom 
he was not providing any patient care to and looked at their labs, previous encounters, 
and information related to any problems with their medical care. 
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Findings: The active duty member was not authorized to look at these member's health 
information. The two member's information he looked at had the same name with 
different spellings. 
Disposition: Active duty member's whose records were accessed were notified and 
disciplinary action is being taken on the member who accessed their records. 

Complaint # 18 
Description of Complaint: On August 2lst'" 16

' was notified that an encrypted email 
was sent with a patient's personal information to a staff member who was not authorized 
to receive such information on the individuaL 
Findings: The staff memberwho received the email was incorrectly sent the infonnation 
due to his name being similar to the proper recipient's name. The staff member who did 
receive tbe infonnation emailed the sender immediately and notified them of the error. 
Disposition: Education on improved attention to detail. 

Complaint#19 
Description of Complaint: On August 161

h ibl '
61 was notified that a staff member sent an 

unencrypted email containing full social security numbers of six military personneL 
Findings: Email was sent to one individuaL 
Disposition: Conducted training on the use of encrypted email messages. 

Agency N arne: rbliBI 

Complaint #20 
Description of Complaint: Complaint from patient that nurse faxed referral containing 
PI! to patient's place of work. 

Findings: Nurse tried to contact patient to provide referraL Patient worked the overnight 
shift and could not be reached during nonnal business hours. Nurse then sent referral 
containing PI! data and name to patient's place of work. Fax was received by the 
patient's supervisor and placed in his office mailbox. 

Disposition: Department Head of the nurse was notified who in-turn counseled and 
provided fmther training to the employee on HIP AA and PIT. 

Agency Name: tbl 
161 

Complaint #21 
Description of Complaint: Photos taken of patient injury on smart phone 
Findings: Staff member took photos of patient unique injury with no identifiers 
Disposition: Incident occurred in the Emergency Department. According to DH, photos 
were deleted by staff member while DH watched. Conducted additional HIPAA training 
on instructed proper procedures of requesting patient injury photos. Note: Complaint not 
initiated by patient, however, patient was contacted. 

Complaint #22 
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Description of Complaint: Patient spouse complains that she overheard medical staff 
members refer to her husband as "psych patient" 
Findings: No privacy Breach. 
Disposition: Staff speaking to other staff members. Charge nurse verbally reprimanded 
the staff and spoke to the patient spouse, resolving the issue. 

Complaint #23 
Description of Complaint: Nursing station has no privacy 
Findings: Nursing station lacked monitor privacy screens 
Disposition: Nursing station temporary and very small patient treatment room. 
Minimum had ptivacy screens placed on computer monitors. Recommended curtain, 
however, could not be done because oflighting. Area too small to consider any other 
barriers. 

Complaint #24 
Description of Complaint: Unauthorized patient record access ALHT A 
Findings: No findings 
Disposition: AHLTA audit inconclusive. Patient hard copy record at BAS, not hospital, 
however, compliant is that a contract worker from hospital accessed the record. No such 
evidence could be found. 

Complaint #25 
Description of Complaint: Radiology refusing to provide staff member information via 
email for Suitability screening purposes. 
Findings: Creating unnecessary barrier to patient care 
Disposition: Radiology staff provided infonnation on the proper way to send PIIIPHI 
through email. 

Complaint #26 
Description of Complaint: Email sent to group with attachment that had SSN 
Findings: Low risk incident 
Disposition: Email was sent to Naval HospitallO staff members, all with verified 
HIP AA training, Provided training on sender and receiver email responsibility. 
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Mr. Robert Hammond 

(b) (6) 
Dear Mr. Hammond, 

DEPARTMENT OF THE NAVY 
l!UREAU OF MEDICINE AND SURGERY 

noo ARLING'(ON BOULEVARD 
FALLS CHURCH, VA 22042 

IN REP\.Y REFER TO 

5720/Fl7~073 
Ser MOOJE/17UMOOJ0194 
September 6, 2017 

SUBJECT: FREEDOM OF INFORMATION ACT (FOlA) REQUEST- BUMED Fl7-073 

1 am responding to your Freedom of Inforrpation Act (FOIA) request of August 7, 2017 to 
the Chief of Naval Operations Freedom of Information Act office. Per your request, you are 
seeking FY 2013 Quarterly Privacy Act Reports including "forn'arding correspondences thereof 
(whether by email, tax or other) and any attachments." 

Subsequently, your request was assigned tracking number DON-Navy 2017-009256 and 
forwarded to the Bureau of Medicine and Surgery (BUMED) for action an~ direct response to 

.YOU. l received your inquiry on August 8, 2017. 

BUMED is in the process of gathering documents responsive to your reque.st. Please 
consider tlns an interim response as we continue to process your request. We expect to complete 

·the compilation of responsive documents by September 20, 2017. 

There are no assessable fees associated ,.,.;th the processing of your request. If you have 
of contact is · who may be contacted at 

~L!.i'±~!ll or 

Sincerely, 

W9Nn~-13 
P.A.MYERS 
Captain 
Judge Advocate General's Corps 
United States Ni!.Vy 
Stuff Judge Advocate 
By direction of the Chief~ 
Bureau of Medicine and Surgery 



Garcia, Della W CIV USN BUMED FCH VA (US) 

From: Garcia, Della W. CN BUM ED 
Sent: 
To: 

Tuesday, September 23, 2014 9:46 AM 
'Patterson, Robin L CIV OPNAV, DNS-36' 

Subject: FW: FOIA Request- All Fiscal Year 2013 Annual FOJA Reports 

As discussed ... v/r Della 

Della W. Garcia 
FOIA/PA Paralegal Specialist 
Bureau of Medicine and Surgery 
Medical-Legal Affairs Office 

7700 Arlington Blvd Ste 
Falls Church, VA 22042-5124 

COMM (b) (6) 

aDmed.navy.mil 

FOR OFFICIAL USE ONLY (FOUO)- PRIVACY SENSITIVE. Any misuse or unauthorized 
disclosure may result in both civil and criminal penalties. 

From: .com [mai lto ol.com) 
Sent: ay, mber 17, 2014 4 
TJ: Garcia, Della W. CIV BUMED 
Cc:~DR BUMED 
Sub~-AII Fisca l Year 2013 Annual FOIA Reports 

Good afternoon, Ms. Garcia and Ms. Partridge. 

I did not receive the letter that you referenced, which would not have been in the requested PDF format in any event. I 
also sent multiple follow-ups requesting status. Therefore, I consider the date of your reply for appeal purposes as 
September 16, 2014. 

Your reply is not responsive to my request and lam asking for your prompt reply to obviate the need for a appeal and/or 
jud icia l review. 

You provided me a link to your outgoing report, while I sought records related to agency submissions to you (along w ith 
any supporting data). Specifically," I am requesting a copy of all FY 2013 Annual Freedom of lnformat jon Act Report 
submissions to you from your subordinate commands as they were received in your office from your subordinate 
commands. This includes t he incoming correspondence, all enclosures and any raw data.)" 

Finally, I as~ed for your help in providing me t he URL of the website where I may track this and other Navy FOIA 
requests. 
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I will greatly appreciate your help in responding fully to my FOIA request. I look forward to your prompt 
acknowledgement of this correspondence and toward a ful ly responsive reply. Please file a copy ofthis correspondence 
in your FOIA case file. 

Thank you again, 

With my respect, 

Robert Hammond 

In a message dated 9/16/2014 7:04:34 A.M. Eastern Daylight Time, (b) (6) " med.navy.mil writes: 

Good morning. 1\/ly apologies for the delay in response to your email as I have been out of the office. BUM ED 
processed your request in July and mailed the original to your home address. Attached is a copy of the response mailed. 
v/r Della 

Della W. Garcia 
FOIA/PA Paralegal Specialist 
Bureau of Medicine and Surgery 
Medical-Legal Affairs Office 
7700 Arlington Blvd StJIQII 
Falls Church, VA 22042-5124 

COMM (b) (6) 
[IDJQJM@med.navy.mil 

FOR OFFICIAL USE ONLY (FOUO)- PRIVACY SENSITIVE. Any misuse or unauthorized 
disclosure may result in both civil and criminal penalties. 

-----Origina I Message-----
From: @aol.com [mailto~aol.com) 
Sent: Wednesday, September 10, 2014 10:06 PM 
To~': BUM ED; donfoia-pa@navy.mil; donfoiapublicliaison@navy.mil 
Cc~aol.com 

Subject: Re: FOIA Request- All Fiscal Year 2013 Annual FOIA Reports 

Dear Ms. Garcia, 

I am aga in following up on my aged FOIA request below of June 21, 2014 regarding submissions to your office 
for the FY 2013 Annual FOIA Report Congress. With the end of reporting period for the FY 2014 Annual FOIA Report to 
Congress rapidly approaching, I am asking for your immediate reply. 

I am and again asking that you provide me your agency case tracking number from your official accountable 
system of records along with the website where I may track the status of my as required by laws, regulations and 
policies. 
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Joint publication of U.S. Department of Justice, Executive Office ofthe President and U.S. Genera l Services 

Administration of July 2011: "Your Right to Federal Records" {see http:/ /publications.usa.gov/USAPubs.php7Pub iD=6080 
<http:/ /publications.usa.gov/USAPubs.php?PubiD=6080>) states: states that for req uests 'that w ill require more than 
ten days for the agency to process, the FOIA requires agencies to assign a tracking number to your request. Each agency 
must provide a telephone number or website by which a requester can use the assigned tracking number to obtain 

information about the status of a pending request." Some other applicable refere nces are discussed later in this appeal 
addendum. 

DoD 5700.7-R C1.3.2. states: "Control System. A request for records that invokes the FOIA shall enter a 
formal control system designed to ensure accountability and compliance with t he FOIA. Any request for DoD records 

that either explicitly or implicitly cites the FOIA shall be processed under the provisions of this Regulation" 

Finally, I am asking for assistance from DON FOIA Public Liaison and DON FOIA Requester Service Center in 
obtaining the Bureau of Medicine and Surgery FOIA case tracking number for this request. 

A copy of this correspondence will be forwarded to interested parties. Please retain this correspondence in your 
FOIA case file for my request. 

With my respect, 

Robert Hammond 

In a message dated 9/4/201410:19:36 P.M. Eastern Daylight Time, (b)(6) • aol.com writes: 

Good evening, Ms. Garcia. 

Would you please provide me the status of my FOIA request of June 21, 2014, along with a t racking number 
and the URL of a website from which I may obtain future status. 

Thank you. 

W ith my respect, 

Robert Hammond 

In a message dated 8/8/2014 8:27:09 A.M. Eastern Daylight Time,~aol.com writes: 

Good morning, Ms. Garcia, 
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Can you please provide me the status of my request, a tracking number and the URL of a website form 
which I may obtain future status. 

Thank you. 

With my respect, 

Robert Hammond 

In a message dated 6/26/201410:23:22 A.M. Eastern Daylight Time,(IDJBJ@med.navy.mil writes: 

Good morning. I am the receipt of your request and will process it as quickly as possible. v/r Della 

Della W. Garcia 
FOIA/PA Paralegal Specialist 
Bureau of Medicine and Surgery 
Medica l-Legal Affairs Office 

7700 Arlington Blvd Ste~ 
Falls Church, VA 22042-5124 

COMM (b) (6) 

[O)JO)]@med.navy.mil 

FOR OFFICIAL USE ONLY (FOUO)- PRIVACY SENSITIVE. Any misuse or unauthorized 
disclosure may result in both civil and criminal penalties. 

----··Origin a I Message-----
From~@aol.com [mailto: @aol.com] 
Sent: ~2014 6:13AM 

(b) (6) 

To: aol.com; BUMED- FOIA; Garcia, Della W. CIV BUM ED 
Subject: FOIA Request- All Fiscal Year 2013 Annual FOIA Reports 

Robert Hammond 

(b) (6) 
~aol.com 

June 21, 2014 

Della W. Garcia, FOIA/PA Paralegal Specialist Bureau of Medicine and Surgery Medical-Lega l Affairs Office 
7700 Arlington Blvd Ste 512.4 
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Falls Church, VA 22042-5124 

Subject: FOIA Request- All Fiscal Year 2013 Annual FOIA Reporst 

References: (a) Joint publication of U.S. Department of Justice, Executive Office of the President and U.S. 
General Services Administration of July 2011, "Your Right to Federal Records" at 
http:/ /publications.usa.gov /USAPu bs. ph p? Pub I D=6080 <http:/ /publications.usa.gov /USAPu bs.ph p ?Pub I D=6080> 

(b) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program 

(c) DoD 5400.7-R, September 1998, DoD Freedom of Information Act (FOIA) Program 

(d) DoD 6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation 

Dear Ms. Garcia, 

I under submitting this request under the Freedom of Information Act, U.S. C. subsection 522. I agree to 
pay fees for searching or copying the records up to $200. If the fees exceed this amount please advise me of the cost. I 
am a private citizen seeking this information. I do not believe that there should be any charge for providing these 
records. 

If you deny all or any part of this request, please cite each specific exemption you think justifies your 
refusal to release the information and notify me of appeal procedures available under the law. 

Please include a copy of this request in your reply. This request letter is an agency record and providing a 
copy of this request is an integral part of my FOIA request. · 

The requested format is Adobe PDF. 

Background: The Freedom of Information Act Requires an annual report. The overarching guidance for 
DoD is found in DoD 5400.7-R, September 1998, which states: 

C7 .1. REPORTS CONTROL 
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C7.1.1. General. 

C7.1.1.1. The Annual Freedom of Information Act Report is mandated by the statute and reported on a 
fiscal year basis. Due to the magnitude of the requested statistics and the need to ensure accuracy of reporting, DoD 
Components shall track this data as requests are processed. This will also facilitate a quick and accurate compilation of 
statistics. DoD Components shall forward their report to the Directorate for Freedom of Information and Security Review 
no later than November 30 following the fiscal year's close. 

(Intervening text omitted) 

C7.1.2.5.4. Accuracy of Calculations. Components must ensure the accuracy of calculations. As backup, 
the raw data used to perform calculations should be recorded and preserved. This will enable recalculation of median 
[and mean values] as necessary. Components may require subordinate elements to forward raw data, as deemed 
necessary and appropriate. 

I am requesting a copy of all FY 2013 Annual Freedom of Information Act Report submissions to you from 
your subordinate commands as they were received in your office from your subordinate commands. This includes the 
incoming correspondence, all enclosures and any raw data. Desired format is PDF. Formal reply by email is acceptable. 
The Department of Navy web site at 
https ://fa i a. navy. m i 1/fo ia/we bd o cO 1. nsf I (vwDocs By I D )/D L12 071812 2 9 2 7 /$fi le/2 012 %20Age ncy%2 OCo m pone nts%20a n 
d %205 u be om pone nts-a d dresses. pdf 
< https ://fa i a. navy. m i 1/fo i a/we bdocO 1. nsf I ( vw DocsBy I D )/D L12 071812 29 2 7 j$fi le/2 012 %20Age ncy%2 OCo m pone nts%20a 
nd%20Subcomponents-addresses.pdf> lists the following commands reporting to you: 

Subcomponent/Component or Agency Address Phone number Echelon II Commands are listed in BOLD 
Updated July 18, 2012 

2)Bureau of Medicine and Surgery (BUM ED) 7700 Arlington Blvd Ste 5214, Falls Church, VA 22042 703-
681-8970 

National Naval Medical Center 8901 Wisconsin Ave., Bethesda, MD 20889-5000 301-295-2215 

Naval Medical Research Center 503 Robert Grant Ave., Silver Spring, MD 20910-7500 301-319-7581 

Naval Medical Logistics Command 1681 Nelson Street, FT Detrick, MD 21702301-619-2928 

Navy & Marine Corps Public Health Center 620John Paul Jones Circle, STE 1110, Portsmouth, VA 
757-953-0929 

Navy Medicine Manpower, Personnel, Training & Education 8901 Wisconsin Ave., Bethesda, MD 
20889-5611 301-295-1781 
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Navy Medicine Information Systems Support Activity 2266 Reynolds Ave., FT Sam Houston, TX 
78234 301-319-1032 

Navy Medicine East, Portsmouth 620 John Paul Jones Circle, Portsmouth, VA 23708 757-953-5452 

Naval Medical Center, Portsmouth (DON) 620 John Paul Jones Circle, Portsmouth, VA 23708 757-
953-0095 

Naval Hospital Jacksonville, Florida (DON) 2080 Child Street, Jacksonville, FL 32214 904-542-7816 

Naval Hospital Camp Lejeune, North Carolina (DON) 100 Brewster Boulevard, Camp LeJeune, NC 
28547 910-450-4980 

Naval Hospital Pensacola, FL 6000 West Hwy 98, Pensacola, FL 32512 850-505-6845 

Naval Health Clinic Corpus Christi, Texas (DON) 10651 East Street, Corpus Christi, TX 78419 361-961-
3103 

Naval Health Clinic New England, Newport (DON) 43 Smith Road, Newport, Rl 02841401-841-7753 

Naval Hospital Beaufort, South Carolina (DON) 1 Pickney Boulevard, Beaufort, SC 29465 843-228-
5309 

Naval Health Clinic Great Lakes, Illinois (DON) 3001a Sixth Street, Great Lakes, IL 60088 847-688-
3288 

U.S. Naval Hospital Guantanamo Bay Cuba (DON) Box 5, FPO AE 09589 011-53-997-2270 

Naval Health Clinic Cherry Point, North Carolina (DON) PSC Box 8023, Cherry Point, NC 28533 252-
466-0537 

U.S. Naval Hospital Naples, Italy (DON) PSC 887 Box 351, FPO AE 09617 314-629-6350 

U.S. Naval Hospital Rota, Spain (DON) PSC 819 Box 18, FPO AE 09645 956-82-2581 

U.S. Naval Hospital Sigonella, Italy (DON) PSC 836, FPO AE 09636 314-624-4779 

Naval Health Clinic Charleston, South Carolina (DON) 3600 River Avenue, North Charleston, SC 
29045 843-743-7277 

Naval Medical Center San Diego (DON) 34800 Bob Wilson Dr., San Diego, CA 92134-5000 619-532-
5896 

Naval Hospital Oak Harbor (DON) 3475 N. Saratoga St., Oak Harbor, WA 98278 360-257-9520 

Naval Hospital Bremerton (DON) HP Boone Road, Bremerton, WA 98312 360-475-4644 

Naval Health Clinics Hawaii (DON) 1407 Makalapa Dr., Pearl Harbor, Hl96860 757-374-1721 

U.S. Naval Hospital Okinawa (DON) PSC482 FPO AP 96362-1600 315-643-7410 

U.S. Naval Hospital Guam (DON) Agan Heights Guam 96919 671-344-9671 
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Reference (a) states that for requests 'that will require more than ten days for the agency to process the 
FOIA requires agencies to assign a tracking number to your request. Each agency must provide a telephone number or 
website by which a requester can use the assigned tracking number to obtain information about the status of a pending 
request." DoD 5400.11-R, May 14,2007, paragraph C3.1.10. states: "Time Limits. "DoD Components normally shall 
provide access within 20 working days after receipt of the request. If access cannot be given within the 20 working day 
period, the requester shall be notified in an interim response." Please provide me a tracking number for this request. 
Please provide a copy of this letter of request in your reply. This is an integral part of my request and this letter is an 
agency record in your posession. 

Thank you in advance. 

With my respect, 

Robert Hammond 

8 



Garcia, Della W CIV USN BUMED FCH VA (US) 

Patterson, Robin L CIV OPNAV, DNS-36 < navy.mil> 
Monday, November 02, 2015 12:20 PM 

(b) (6) From: 
Sent: 
To: Garcia, Della IN CIV USN BUMED FCH VA (US); Garcia, Della W CIV USN BUMED FCH VA 

(US) 
Subject: FW: ROBERT HAMMOND FOIA REQUEST 

Della, 

Our continued coordination on issue is below. 

Vr/robin 

-----Or • I • ~~ . • • . 

(b) (6 ) From: IV OPNAV, DNS~3 
Se~mber 02, 2015 9:25AM 
To~mail.mi l 
Cc: Patterson, Robin L CIV OPNAV, DNS-36; Strong, Richard R CIV OPNAV, DNS-3; 
36L 
Subject: ROBERT HAMMOND FOIA REQl)EST 

Judy: 

(b) (6) 

1 have our response letter drafted for Mr. Hammond and our referral letter to your Agency. 

CIV OPNAV, DNS-

1 do have a quick question to ask before I email t he referral. I want t o make M r. Hammond's response from Navy is very 
clear. 

Has your office responded to Mr. Hammond's FOIA request of February 26, 2013 fo r the critical low value of sodium 
stored in WRNMMC computers in December 2011? 

If so, please provide this office with a copy of your response. 

Lastly, I am following up with our conversation last week rega rding your FOIA website ensuring that Navy gets removed 
from the "Introduction" as well as the link to our " Navy FOIA home page". 

Standing by ....... 

Most Respectfully, 

m Analyst 
Team Chief & DON FOIA Requester Service Center 
OPNAV/SECNAV Privacy/Freedom of Information Program Office 
DNS-36 
2000 Navy Pentagon 
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Wa sh ington, DC 20350-2000 
PA/FOIA SERVICE CENTER: 202-685-0412 
Mailbox: DONFOJA-PA@navy.mil 
FAX: 202-685-6580 
(b) (6) ~ navy. mil 
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Garcia, Della W CIV USN BUMED FCH VA {US) 

From: 
Sent: 

Patterson, Robin L CJV OPNAV, ONS-36 ~navy.mil> 
Monday, November 02, 2015 11:38 AM 

To: Garcia, Della W CIV USN BUMED FCH VA (US); Garcia, Della W CIV USN BUMED FCH VA 
(US) 

Subject: FW: Appeal DON 2015-009400 and Other Appeals - Please Take Immediate Action -
Hammond 

Another one FYI 

Respectfully, 

R. Patterson 
Head, SECNAV/CNO FOIA/PA Program Office (DNS-36). 
CNO Office of The Director, Navy Staff 
Organization and Management Division 
FOIA/ PA Service Center 202 685-0412 OONFOIA-PA@NAVY.MIL 

-----Original Message-----
From: Patterson, Robin L CIV OPNAV, DNS-36 
Sen-·: Monda November 02, 2015 11:32 AM 
To: • • IV OPNAV, DNS-36L;mmJIICIV OPNAV, DNS-36C ~navy.mil) 
Cc: Strong, Richard R CIV OPNAV, ONS-3 • 
Subject: FW: Appea l DON 2015-009400 and Other Appeals - Please Take Immediate Action- Hammond 

(b) (6) 
For your action. 

Respectfully, 

R. Patterson 
Head, SECNAV/CNO FOIA/PA Program Office (DNS-36). 
CNO Office ofThe Director, Navy Staff 
Organization and Management Division 
FOIA/PA Service Center 202 685-0412 DONFOIA-PA@NAVY.M IL 

-----0 
From: l.com [mailto: aol.com] 
Sent: 1, 2015 7:00 AM 

(b) (6) .., 

To: Foster Kirk A CAPT AJAG, 01; Pat terson, Robin L CIV OPNAV, DNS-36; Lattin, Grant E CIV OJAG, CODE 14 
Cc: LT OJAG, Code 14; DONFOIA-PA; Julka, Christopher A CIV DON, CIO; DON FOIA Public Liaison 
Subject: Re: Appeal DON 2015-009400 and Other Appeals - Please Take Immediate Action 
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Dear Ms. Patterson, Mr. Lattin and Captain Foster. 

I see from FOIAonline that this appeal is still under evaluation. Th at is good. I hope that you will carefully review the 
work of your act ion officers and susta in my appeal. 

My sole desire, as pertains to Navy, is for thorough searches to be done and for all records sought in my FOIA requests 
to be released without improper redaction . I have been advised that, should judicial review become necessary, I would 
likely prevail in every element of my appeals, whereupon I will be seeking to recover legal fees and other expenses. 1 

sincerely hope that this can be avoided. Please careful review any of my appeals and FOIA requests that may be assigned 
to your offices. · 

Please also note that - while it is not my desire to do so- there are other actions that I may take regarding the handling 
of my FOIA requests and appeals, should I feel that the ·process is not fair and proper going forward. I would like to work 
with you. Please let me know if there is anything that you need from me. 

Thank you. 

With my respect. 

Robert Hammond 

In a message dated 10/17/2015 8:13:51 P.M. Eastern Daylight Time, {b) {6) m aol.com writes: 

Captain Foster and DONFOIA-PA@navy.mil <mailto:DONFOIA-PA@navy.mil> 

Th is is in response to Captain Foster's letter 2570, Ser 10/045 dated October 8, 2015 but post marked October 
15, 2015 addressing my appeal with DON tracking number 2015-009400. I have attached that letter for everyone's 
convenience. 

For Captain Foster, 

First, you failed to advise me of my right to seek judicia l review as required by the FOIA and governing 
regulations and policies. Please provide me a proper letter of your f inal determination. 

Next you suggest that you are "directing Code 14 to release addit ional documents to you. 

Specifically, I am directing them to conduct a search for all records received f rom you in 

FY2013, all records dealing with your appeals as they relate to the FY2013 annual FOIA 
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report (which was released to you in t he original response t o your request), and a copy of 

all Code 14 correspondence to you regarding these FY2013 appeals in their possession." Please note that al l of 
these records are already the subject of other FOIA requests under appeal and these records must be addressed by 
acting on and sustaining those separate appeals. 

For DONFOIA-PA@navy.mil <mailto:DONFOIA-PA@navy.mil>, 

Please immediately act on my separate appeals shown below that are direct ly related t o documents cited above 
in Captain Foster's let ter: 

1. Request DON-NAVY-2015-007691, Appealed as DON-NAVY-2.015-008860 on 30-Aug-15, subject: Records of 
Hammond Fiscal Year 2013 FOIA Requests Submitted to Wa lter Reed National Military Medical Center (WRNMMC) 

2. Request DON-NAVY-2015-0090, Appealed as DON-NAVY-2016-000208 on 10/9/2.015, subject: Records of 
Fiscal Year 2013 FOIA Appeals Cited in DON JAG final determination letter dated 18 Sep 2015 

3. Request DON-NAVY-2015-008546 
<https://foiaonline. regulat ions.gov/foia/action/registered/requestmod?requestld=y9XgYDan2nlnclkNxCOtRsfN3-
XAPJAa&requestFunction=View>. Appealed as DON-NAVY-2016-000207 on 10/9/2015, subject: Records of Appeal of 
WRNMMC Fai lure to Correct Medical Records~anctmiGJ) 

4. Request DON-NAVY-2015-007416 
<https:/ / foiao nline. regu lations.gov /foi a/ action/ registered/ req uestmod?req uestld=m K3aw6zSOMd ptv4rOXUa W uij Koh W 
jNFZ&requestFunction=View> Appealed as DON-NAVY-2015-009400 on 9/18/2015, subject: Records of Appeal Final 
Determinations - Hammond Fiscal Year 2013 

Note that there are other apreals pending adjudication. Those appeals must be acted in a timely manner as 
well. 

Fina lly, please provide all responses via PDF. To the extend that responses do not contain my PI I, please provide 
them by return email. In this way there will be no disagreement about what is being provided and when as related to 
my appeal rights and to your Annual FOIA report. You may securely redact my Pll (if any) and return replies by email. 
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Thank you, 

With my respect, 

Robert Hammond 
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Garcia, Della W CIV USN BUMED FCH VA (US) 

From: 
Sent: 

Patterson, Robin L CN OPNAV, DNS-36 ~navy.mil> 
Monday, November 02, 2015 11:37 AM 

To: Garcia, Della W CIV USN BU M ED FCH VA (US); Garcia, Della W CIV USN BUMED FCH VA 
{US) 

Subject: FW: Appeal DON 2015 -009400 and Other Appeals - Please Take Immediate Action -
Hammond 

FYI 

Respectfully, 

R. Patterson 
Head, SECNAV/CNO FOIA/PA Program Office (DNS-36) . 
CNO Office of The Director, Navy Staff 
Organization and Management Division 
FOIA/PA Service Cent er 202 685-0412 DONFOIA-PA@NAVY. M il 

-----Original Message----
From: Patterson, Robin L CIV OPNAV, DNS-36 
Sent: Monday, November 02, 2015 11:32 AM 
To: IV OPNAV, DNS-36l; IV OPNAV, DNS-36C navy.mil) (b) (6) (b) (6) Ol 

Cc: Strong, RiChard R CIV OPNAV, DNS-3 
Subject: FW: Appeal DON 2015-009400 and Other Appeals- Please Take Immediate Action- Hammond 

(b) (6) 

For your action . 

Respectfully, 

R. Patterson 
Head, SECNAV/CNO FOIA/PA Program Office (DNS-36}. 
CNO Office ofThe Director, Navy Staff 
Organizat ion and Management Division 
FOIA/PA Service Center 202 685-0412 DONFOIA-PA@NAVY.Mil 

-----Original Message-----
From:~aol.com [mailto ao l.com] (b) (6) I 

Sent : Sunday, November 01, 2015 7:00AM 
To: Foster, Kirk A CAPT AJAG, 01; Patterson, Robin l CIV OPNAV, DNS-36; Lattin, Grant E CIV OJAG, CODE 14 
Cc~T OJAG, Code 14; DONFOIA-PA; Julka, Christopher A CIV DON, CIO; DON FOIA Public Lia ison 
Su~N 2015-009400 and Other Appeals- Please Take Immediate Act ion 
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Dear Ms. Patterson, Mr. Lattin and Captain Foster. 

I see f rom FOIAonline that this appeal is still under evaluation. That is good. I hope that you will carefu lly review the 
work of your act ion officers and sustain my appeal. 

My sole desire, as pertains to Navy, is for thorough searches to be done and for all records sought in my FOIA requests 
to be released without improper redaction. I have been advised that, should judicial review become necessary, I would 
likely prevail in every element of my appeals, whereupon I will be seeking t o recover legal fees and other expenses. I 
sincerely hope that this can be avoided. Please careful review any of my appeals and FOIA requests that may be assigned 
to your offices. 

Please also note that- while it is not my desire t o do so - there are other act ions that I may take regarding the handling 
of my FOIA requests and appea ls, should I feel that the process is not fair and proper going forward. I would like to work 
with you. Please let me know if there is anything that you need from me. 

Thank you . 

With my respect. 

Robert Hammond 

In a message dated 10/17/2015 8:13:51 P.M. Eastern Daylight Time, ~aol.com writes: 

Captain Foster and DONFOIA-PA@navy.mil <mai lto:DONFOIA-PA@navy.mil> 

This is in response to Captain Foster's letter 2570, Ser 10/045 dated October 8, 2015 but post marked October 
15, 2015 addressing my appeal with DON tracking number 2015-009400. I have attached that lette r for everyone's 
convenience. 

Fo r Capta in Foster, 

First , you failed to advise me of my right to seek judicial review as required by the FOIA and governing 
regulations and policies. Please provide me a proper letter of your fina l determination. 

Next yoll suggest that you are "direct ing Code 14 to release add itional documents to you. 

Specifically, I am directing them to conduct a search for all records received from you in 

FY2013, all records dealing with your appeals as they relate t o the FY2013 annual FOIA 
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report {which was released to you in t he original response to your request), and a copy of 

all Code 14 correspondence to you regard ing these FY2013 appeals in their possession." Please note that all of 
these records are already the subject of other FOIA requests under appeal and these records must be addressed by 
aC'ting on and sustaining those separate appeals. 

For DONFOIA-PA@navy.mil <mailto:DONFOIA-PA@navy.m il>, 

Please immediately act on my separate appeals shown below that are directly related t o documents cited above 
in Captain Foster's letter: 

1. Request DON-NAVY-2015-007691, Appealed as DON-NAVY-2015-008860 on 30-Aug-15, subject: Records of 
Hammond Fiscal Year 2013 FOIA Requests Submitted to Wa lter Reed National M ilitary Medical Center (WRNMMC) 

2. Request DON-NAVY-2015-0090, Appealed as DON-NAVY-2016-000208 on 10/9/2015, subject: Records of 
Fiscal Year 2013 FOIA Appeals Cited in DON JAG final determination letter dated 18 Sep 2015 

3. Request DON-NAVY-2015-008546 
<https:/ /foiaonline.regulations.gov/fo ia/action/registered/requestmod?requestld=y9XgYDan2nlnclkNxCOtRsfN3-
XAPJAa&requestFunction=View>. Appealed as DON-NAVY-2016-000207 on 10/9/2015, subject: Records of Appeal of 
WRNMMC Failure to Co rrect Medical Records [WIGJ)md. 

4. Request DON-NAVY-2015-007416 
<https:/ /foiaonli ne. regu lations.gov /foia/act io n/ registered/ requestmod?req uestld =m K3aw6zSOM d ptv4rOXUa Wu ijKo h W 
jNFZ&requestFunction=View> Appealed as DON-NAVY-2015-009400 on 9/18/2015, subject: Records of Appea l Final 
Determinations- Hammond Fiscal Year 2013 

Note that there are other appeals pending adjudication. Those appeals must be acted in a time ly manner as 
well. 

Finally, please provide all responses via PDF. To the extend t hat responses do not contain my Pll, please provide 
thern by return ema il. In this way there will be no d isagreement about what is being provided and when as relat ed to 
my appea l rights and to your Annual FOIA report. You may securely redact my Pll (if any) and return replies by email. 
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Thank you, 

With my respect, 

Robert Hammond 
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